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1 Introduction 
 

1.1 Purpose 

This document describes the software supporting the Patient Empowerment Framework 

developed in Task 5.1.  

 

The Patient Empowerment Framework (PEF) is a term used to describe the software and 

tools that are used to create a deployable system called a PHR system (PHRS). The PHRS 

system might include or access components from other tasks from other Work Packages 

(WP), such as from WP5 and WP6 Task 6.3 PHR Interoperability. With this document, 

the term PHR Portal is also, mentioned. The PHR portal is where a user interacts with the 

PHR system (PHRS). Task 5.1 handles the infrastructure for the PEF, the PHR Portal and 

the most of the PHR system, except for components derived from WP 6 Task 6.3, PHR 

Interoperability. 

 

 

1.2 Definitions, acronyms and abbreviations 
 

 

Abbreviation/Acronym DEFINITION 

CMS Content management system. The use of the term is meant to include 

social and collaborative software e.g. Wikis, Blogs, Forums 

JSF Java Server Faces (User Interfaces) 

HIS Hospital information System  

OpenID
1
 A framework and standard that describes how to authenticate users in a 

decentralized manner 

PEF Patient Empowerment Framework 

PHR Portal The PHR portal is where a user interacts with the PHR system (PHRS) 

PHR or PHRS Personal Health System based on the PEF for example. 

UI User Interface 

WP  Work Package 

Table 1 List of Abbreviations and Acronyms 

  

                                                 
1
 OpenID http://openid.net/,  

http://openid.net/
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2 Principals followed 
 

The Patient Empowerment Framework (PEF) development history included prototypes 

that experimented with various technologies, such as web frameworks, user manage-

ment/authorization software, persistence technologies and portal technologies. This ex-

perimentation helped to make final choices using the latest technologies and approaches; 

it is hoped that these choices support the reuse and further development of the PEF. 

 

Keep it simple and smart 

The PEF is based upon particular key technologies that are important for future uptake, 

reuse and development as an open source project.  

 

Choose a web framework technology that does not hinder development and uptake 

A suitable web framework should be based on specifications and standards, support 

event-based programming, and should be acceptable and perhaps popular to mainstream 

developers. There were prototype experiments with various popular web technologies that 

might ease future development, such as Grails
2
, ZK

3
, Vaadin

4
 frameworks. However, the 

JSF 2.0 framework
18

 
22

 coupled with the PrimeFaces
23

 UI component library were cho-

sen. The Groovy
5
 programming language used in the Grails based prototype, became the 

primary programming language next to Java. More discussion is provided later in the 

technology sections. 

 

Facilitate flexible data models/ modelling, and prepare for “Big Data” 

The persistence technology needs to support flexible data models now and for future de-

velopment. PHR systems and healthcare applications must confront the issues of Big 

Data
6
 and the plethora of data silos. A NoSQL

7
 document-oriented persistence solution 

addresses the main concerns of Big Data and data model flexibility. Furthermore, it is 

important to include a Map Reduce engine to also to optimize data model flexibility. Map 

reduce functions might aggregate and compile data into new views for reporting or shar-

ing. The goal is not to have a defined and limited set of models; instead it is necessary to 

have the flexibility of create new views over heterogeneous models. For example, the 

success and popularity of CouchDB
8
, was convincing. Data flexibility and the handling of 

Big Data are important aspects of the PEF because new data models or views can be cre-

ated new or including existing models. Furthermore, the PEF includes a common data 

model that can be reused, however, it includes properties needed by the common reusable 

UI controller software and UI functionalities. This approach is the one main difference 

with the current PHRS systems such as Microsoft HealthVault
31

. The PEF is expected to 

                                                 
2
 Grails web framework http://grails.org/ 

3
 ZK http://www.zkoss.org/ 

4
 Vaadin https://vaadin.com 

5
 Groovy http://groovy.codehaus.org/ 

6
 Definition: Big Data http://en.wikipedia.org/wiki/Big_data 

7
 Definition: NoSQL http://en.wikipedia.org/wiki/NoSQL 

8
 CouchDB http://couchdb.apache.org/ 
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be flexible in terms of data modelling for new and existing models or integrating new 

data services.  

 

Facilitate Integration of health applications, social software or content management 

portals 

Integrating social /collaborative software or content management can provide advanced 

functionalities to health applications and potentially reduce more data silos from home 

grown solutions. Popular portal software includes Atlassian Confluence and Liferay
21

 

portal. One fundamental problem to integrate other applications in PEF was the handling 

of a user’s digital identities whereby each application manages its own user accounts. 

Users usually login to each site with a local account, acquiring many user accounts. Sin-

gle Sign-on
9
 solutions became popular as a means to provide a single access point. 

OpenID is another open standard and protocol that enables user authentication by a com-

mon provider over many applications that support OpenID. One way of integrating appli-

cations with PEF is through OpenID. The goal is to have a user with one digital identity 

recognized across multiple applications. 

 

A user’s digital identity should be decentralized and reusable across many web applica-

tions, particularly for applications residing on the same web domain. For this reason, the 

use of OpenID
1
 is an attractive replacement of traditional user management and authori-

zation strategies. The user should be able to use one identity to access various applica-

tions. The main issue for the PEF was to facilitate the integration of both external portal 

products and even healthcare applications. This is especially important for applications 

residing on the same web domain because it is possible for the user might seamlessly use 

several applications after logging in once. The primary challenge of OpenID is how an 

external application adapts OpenID approach in their user management solution. For ex-

ample, Atlassian Confluence and other portals might require first that the user creates a 

portal user account and then later assign one or more OpenIDs to their account. Tradi-

tional user management coupled with OpenID is one scenario that still requires the user to 

create a local account. Other applications might use the OpenID approach solely without 

requiring the user to create a local account. The PEF provides some configurable ap-

proaches, however, it will be up to future implementers to customize the OpenID solu-

tion. In conclusion, the use of OpenID enables the PEF to better integrate with healthcare 

applications and content management/social software portals. When applications reside 

under one website domain, the approach, when possible, is to configure all applications to 

accept an OpenID without challenging the user to login multiple times. In this way the 

user experiences “one” health application 

 

Support Interoperability and internationalization 

Sharing information with clinical systems is based on interoperability services (Task 6.3, 

D6.3.1) that use the IHE CM Profile and utilize standardized vocabularies such as UMLS, 

LOINC, and SNOMED. The PHRS interoperability services are available for healthcare 

applications and include client software and a SKOs
10

 based RDFS
11

 ontology (Simple 

                                                 
9
 Definition: Single Sign-on http://en.wikipedia.org/wiki/Single_sign-on 

10
 SKOS Single Knowledge Organization http://www.w3.org/2009/08/skos-reference/skos.html 
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Knowledge Organization) containing relevant standard vocabularies, simple labels, and 

organized with relevant query tags for use by User Interfaces, for example. The PHR por-

tal sends messages containing new or updated patient health information to the PHRS 

interoperability component and are persisted separately by that component.  

 

Internationalization of the User interfaces and terminologies are also supported using Java 

internationalization support (I18)
12

. Together with additional PEF software tools, the 

standard java approach also complements internationalization of the standardized vocabu-

laries. 

 

Collaborate over User Interfaces using Mockup tools 

The mockup tool, Balsalmiq Mockups
13

, was used to create mockup User Interfaces for 

collaborating with and receiving feedback from experts in the iCARDEA consortium. 

The following figures are examples of mockups of two User Interfaces. Figure 1 shows 

the mockup for the smoking risk factor and Figure 2 shows the mockup for about Physi-

cal Activities. The actual User Interfaces are shown in Figure 20 and Figure 24, respec-

tively. 

 

 

Figure 1 - Mockup Risk Factor Smoking 

  

Figure 2 – Mockup Physical Activities 

 

 

                                                                                                                                                 
11

 RDFS http://www.w3.org/TR/rdf-schema/ 
12

 Internationalization I18 http://java.sun.com/javase/technologies/core/basic/intl/ 
13

 Balsamiq Mockups  http://www.balsamiq.com/products/mockups 
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3 PEF PHR Portal Functionalities 
 

This chapter describes the main functionalities of the PHR web portal; the portal is split 

into three high level sections that are accessible in the portal’s navigation menu: 

 Patient Information – comprising the management of the patient’s health data  

 Information and People – offering information and health material for CIED pa-

tients, access to CIED communities and contact to care takers 

 Privacy and Administration – offering services for organising the patient’s privacy 

 

 

3.1 Patient Information 
 

Patient Information comprises an overview of the patient’s health data from different 

perspectives: 

 Health observations – includes periodically or occasionally recorded patient data 

such as blood pressure or current symptoms or problems.  

 Action Plan - includes an Action Plan allowing the patient to organize such obser-

vations of daily living or other health-related event such as an appointment with 

his/her cardiologist. 

 Profile – describes the patient’s profile from different categories such as risk fac-

tors, sport activities and activities of daily living 

 Monitoring – refers to an overview for vital signs (e.g. blood pressure, weight) as 

graphics. 

 

The following sections presents examples of UIs for gathering patient information.  

 

 

Figure 3 – Menu: Patient Information  

 

 

 

3.1.1 Health Observations  
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The menu item “Health Observations” comprises patient data collected and recorded by 

the patients themselves. This includes in the current version of the PEF portal blood pres-

sure, body weight, problems and medication compliance.  

 

3.1.1.1 Recording Blood Pressure 

 

Figure 4 shows the form for inserting blood pressure and heart rate on a daily basis. An 

overview form (see Figure 5) lists all recorded values. An historical overview of blood 

pressure and heart rate data can also be presented as a graphical view depicted in Figure 

6. 

 

 

Figure 4 – Dialog view: Blood Pressure 

 

 

 

Figure 5 - List view: Blood Pressure 
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Figure 6 - Chart and List View: Blood Pressure 

 

3.1.1.2 Recording Body Weight  

 

Figure 7 shows the form for inserting body weight and height; the height is inserted from 

the known height and available here for modification. An overview form (see Figure 8) 

lists all recorded values and additionally calculates the body mass index (BMI) based on 

weight and height. An historical overview of body weight data can also be presented as a 

graphical view depicted in Figure 9. 

 

 

Figure 7 – Dialog view: Body Weight 
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Figure 8 - List view: Body Weight 

 

 

 

Figure 9 - Chart and List View: Body Weight 

 

 

3.1.1.3 Reporting Health Problems (Symptoms) 

 

The patients can provide a list of their health problems to share with their doctor either 

directly during consultation or by sharing via the interoperability services. 

 

Figure 10 presents the dialog form for inserting an observed problem or symptom on a 

daily basis. The patient can indicate whether s/he has currently a problem or whether the 

problem disappeared. The list of problems comprises typical symptoms related to CIED 
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patients (see Figure 11). An overview of recorded problems and their status are presented 

in a chronological order in Figure 12. 

 

 

Figure 10 – Dialog view: Problems (Symptoms) 

 

 

Figure 11 - Controlled vocabulary for UI and PHRS interoperability services 
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Figure 12 - List view: Health Problems (Symptoms) 

 

 

3.1.1.4 Medication Compliance 

 

The medications sections display three views: active and inactive medications and a his-

tory of updates to the medication items by the patient. The patient might manually enter 

their own medications, both prescription and over the counter. In iCARDEA medication 

data are also imported from the Hospital Information System (HIS). Figure 13 presents 

the dialog form for inserting a medication. The patient can indicate dosage, frequency and 

whether s/he is currently taking this medication or whether s/he stopped the intake. Figure 

14 depicts an overview for medication compliance. 

 

 

Figure 13 – Dialog view: Medications 
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Figure 14 - List view: Medications 

3.1.2 Action Plan 

 

The action plan tool provides a simplified means of recording actions or diary entries and 

viewing these entries from either a table list or calendar view. Optimally, actions should 

be planned over a two-week period or diaries (physical activities, medication diary) might 

be recorded on a daily basis. Figure 15 depicts the dialog view for inserting or updating 

actions and Figure 16 presents the inserted actions as a table. 

 

It is possible to enter new actions directly using the calendar view (see Figure 17), how-

ever, this feature is not activated by default because not all users are accustom to this inte-

racting with electronic calendars. 

 

Basically, the information about actions in the Action Plan is not shared with other per-

sons (such as physicians). But the patient can grant access and e.g. share the status of 

physical actions as feedback to clinicians via the PHRS interoperability services. 

 

Figure 15 – Dialog view: Actions 
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Figure 16 - List view: Actions 

 

 

Figure 17 – Calendar view: Actions 

 

3.1.3 Health Profile  

 

3.1.3.1 Maintaining Contact Information 

 

This menu item allows the patient to insert and update his/her contact information. Figure 

18 presents the dialog form for managing the contact data. 
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Figure 18 – Dialog view: Contact Information 

 

3.1.3.2 Indicating Risk Factors 

 

The patient can provide basic information about their risk factors. This might be addition-

al information for physicians. Important risk factors related to CIED patients are choles-

terol, smoking, diabetes and hypertension (see Figure 19). Figure 20 and Figure 21 

presents examples how to describe the profiles for smoking and for diabetes. 
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Figure 19 - List view: Risk Factors 

 

 

 
 

Figure 20 – Dialog view: Risk Factors – Smoking 
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Figure 21 – Dialog view: Risk Factors - Diabetes 

 

3.1.3.3 Activities of Daily Living 

 

Activities of Daily Living concern the patient profile and deliver insight how a patient is 

able managing his/her daily routine. This menu item provides a list of activities patient 

can either do or requires assistance (see Figure 22). Figure 23 presents the dialog view for 

climbing stairs and represents one example for indicating such activities. 

 

 

Figure 22 - List view: Activities of Daily Living 
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Figure 23 – Dialog view: Activities of Daily Living, climbing stairs 

3.1.3.4 Physical Activities 

 

Physical activity data concerns the patient profile, although these are not actions for orga-

nizing in the action plan. These are more similar to Activities of Daily Living as another 

means to access what physical activities, such as sports or exercise, the patient can do or 

has done. Figure 24 presents an example for indicating jogging as a physical activity that 

a patient performs on a regular basis several times per week. The overview form summa-

rizes all current physical activities of the patient (see Figure 25). 

 

 

Figure 24 – Dialog view: Physical Activities 
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Figure 25 - List view: Physical Activities 

3.1.4 Monitoring Vital Signs 

 

The monitoring section provides an overview of current health information and charts of 

historical information. Additional information and charts can be added as needed. The 

following are examples for date (body weight and blood pressure) that the patient might 

wish to follow and perhaps share with their physician: 

 

 

Figure 26 – Monitoring Body Weight  
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Figure 27 – Monitoring Blood pressure 

 

3.2 Information and People 

 

This menu item is dedicated to health information customized for CIED patients and 

comprises the following topics: 

 Health Topics – includes information and education material and decision aids for 

CIED patients 

 Community – allows patients to share information and experiences with other pa-

tients in similar situations by using social software tools 

 Contacts – allows patients to insert contact data about medical persons such as the 

treating cardiologist or other persons. 

 

3.2.1 Health Topics 

 

The PEF provides light integration to a Content Management portal (CMS) where patient 

education materials can be created and managed for CIED patients. A detailed description 

about information and education material can be found in D521 “Patient Education Me-

chanisms for the PHR”. The main topics are listed in Figure 28: 
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Figure 28 – Menu Overview: Patient Information  

An example for the sub menu items New Habits is presented in Figure 29.  

 

Figure 29 - Patient Education Example: New Habits 
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In the following Figure 30 is an example for a Decision aid for telemonitoring Y/N. 

Commonly, decision aids describe different aspects of a decision situation such as advan-

tages and disadvantages, risks and possible alternatives. 

 

 

Figure 30 – Patient Education Example: Decision Aids 
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3.2.2 Community related topics 

 

The community related topics include a list of community links, forums for patients and 

healthcare providers, blogs, and information discovery via community bookmarks and by 

browsing content by keyword. 

 

Figure 31 - Menu view: Community 

3.2.3 Contacts 

 

Contact information of a patient’s healthcare providers can be viewed and managed. The 

telephone or email might be sufficient to facilitate feedback to patients, however, chat and 

VoIP (Voice over IP) will depend on how the healthcare professional wishes to commu-

nication. 
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Figure 32 – Dialog view: Contacts 

 

 

3.3 Privacy – Patient Consent Editor 
 

Privacy settings primarily affect the sharing of information with clinical systems via the 

PHRS interoperability services. A patient can manage privacy settings using the patient 

Consent Editor that is based on roles (e.g. physicians, nurses or family member) and can 

be granted for different categories of patient data such as medication. A detailed descrip-

tion of the Consent Editor can be found in D5.4.1 Patient Consent Management and Se-

curity).  
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3.4 Sharing of personal health information and interoperability 
 

The patient consent editor and PHRS interoperability services regulate the sharing of per-

sonal health information with clinical systems. The PHRS creates a unique PHRS user 

health profile identifier that can be mapped to patient identifiers shared by clinical sys-

tems seeking access to PHRS patient data. When the patient saves or updates their PHR 

information, this information is persisted and then enriched and forwarded to the PHRS 

interoperability service repository.  

 

The transformed data must conform to the standard coding understood by the interopera-

bility services. The interoperability services use the IHE CM Profile and utilize standard-

ized vocabularies, such as UMLS, LOINC, and SNOMED. The interoperability client 

software includes a SKOs
14

 based RDFS
15

 ontology (Simple Knowledge Organization) 

contains relevant standard vocabularies, simple labels, and organized with relevant query 

tags for use by User Interfaces. The PHR portal sends messages containing new or up-

dated patient health information to the PHRS interoperability component and these mes-

sages are persisted separately by that component. 

 

The PEF framework includes tools to filter, enrich and transform PHRS patient data. 

Content enrichment steps include transforming any local codes to standard medical codes 

and filtering data that should not be shared, such as private notes or comments. The inte-

roperability client is used to exchange information with the PHRS interoperability com-

ponent. 

 

 

4 PEF Tool Technologies 
 

One PEF framework goal is to provide an infrastructure using open source software that 

facilitates the adaption, reuse and contribution software by developers.  

 

As described in the previous section (Principals followed), a task was to explore and de-

velop prototypes using various web frameworks that might facilitate both the future up-

take of the PEF as an open source project, and future development of new domain mod-

els, views and functionalities.  

 

The current PEF prototype provides software tools facilitate development for specific 

web frameworks involving Groovy, Java, and JSF 2.0 libraries (Apache MyFaces and 

PrimeFaces). PEF tools handle common JSF tasks or problems that will facilitate future 

development. 

 User interface templates and code fragments, component utilities libraries 

 User interface scaffolding and template tools, 

                                                 
14

 SKOS Single Knowledge Organization http://www.w3.org/2009/08/skos-reference/skos.html 
15

 RDFS http://www.w3.org/TR/rdf-schema/ 
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 Base controllers or managed beans that can be extended to manage new domain 

models. 

 JSF utilities that handle common problems during the JSF lifecycle 

 

The portal functionalities (section PEF PHR Portal Functionalities) demonstrate the use 

of the framework to implement new MVC based software; the views, controllers and do-

main models extend base PEF models, controllers and views templates, UI components or 

view fragments. User Interfaces are decorated by using JSF composition and JSF tem-

plates.  

 

The use of the PrimeFaces library provides rich JSF UI components that effectively hide 

most JavaScript and AJAX programming, except for the common boilerplate validation 

scripts. Additional template support has also included Groovy scripts to help generate 

scaffolds for new User Interfaces and their software controllers. These will be refactored 

later to the next version of PrimeFaces (3.0) Scaffolds help developers build rapidly and 

modify what they need. 

 

4.1 PEF Domain models extend common high level schema 
 

A common high level data model schema is used when creating new domain models. 

Domain models for a new web form should extend the commons property schema. The 

common model facilitates access, access control, PHRS interoperability with regard to 

IHE profiles and semantic interoperability across PEF models. Additional temporal prop-

erties are needed for most, but not all domain models supporting health information data 

models.  

 

Continued development of domain models might continue to effect changes to the com-

mon data model, and fortunately, the persistence technology (NoSQL document-oriented) 

supports flexible models and modelling. Coupled with a map reduce engine, the PEF can 

support alternate data views created by map reduce functions, and possibly alternative 

User Interfaces based on those data views. 

 

 

4.2 MVC web framework and PEF Web Development 
 

The choice of an appropriate base web framework technology is an extremely difficult 

one. The first decision was to explore and develop prototypes using various web frame-

works that would facilitate both the future uptake of the PEF as an open source project, 

and future development of new domain models, views and functionalities. The negative 

experiences using JSF 1+, led to an early decision to avoid JSF all together. JSF 2.0 is 

argued to support a richer Model View Controller (MVC) concept, closer to a traditional 

GUI application
16

. 

                                                 
16

 JSF MVC http://www.ibm.com/developerworks/library/j-jsf1/ 
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The Model-View-Controller (MVC) based web infrastructure is supported by: 

 Reusable and extendable common model,  

 Extendable software controllers for handling common User interface inter-

action patterns 

 JSF/PrimeFaces based view templates, and UI code fragment, provide 

AJAX and non-AJAX functionalities. AJAX is built-in supporting the JSF 

2.0 AJAX API. 

 Supporting tools for health calculations and charts 

 JSF utilities that handle common issues with JSF lifecycle and other issues 

PEF common software controllers and JSF managed beans handle core PEF functional-

ities for web form and other UI interactions. These controllers should be extended to sup-

port current and new domain models and views. The event-based model is standards 

based using tools based on Java beans specification
17

 and JSF 2.0 (and JSF 2.0 AJAX) 

specification
18

  

 

To support Java Server Faces (JSF), additional utilities were created and integrated into 

the base software UI controllers. These functionalities are a reusable means to address 

common issues or problems encountered with JSF form and validation handling. 

 

Supporting future user interface development 

 Base PEF controllers support particular UI patterns and are extendable. The pri-

mary pattern involves the data management, query list interactions, UI integration 

of controlled vocabularies into UI widget (UI selection lists, etc.) with added in-

ternationalization support. 

 UI building support 

o Reusable views for combining into new Views. For example, dialogs, 

charts, and other managed lists might be recombined. 

o UI Code fragments and snippets, 

o Groovy based scaffolding templates support the creation of UIs that can be 

further modified 

o Map Reduce engine facilitates the creation of new views based on avail-

able data sources. This is important to the open source strategy considering 

the expected growth of additional views and models. Aggregating and re-

combining data into new views would be an advantage.  

Supporting Health related functions and visualization  

PEF supports a common health API for supporting visualization of health data (charts and 

calendars/ schedules), basic calculations (e.g. BMI) and validation rules.  

The PEF health visualization API supports only UI components based on the PrimeFaces 

library. The data spreadsheet feature will become available pending the next release of the 

JSF libraries. Spreadsheets might help patients work better with specific types of data 

gathering activities. 

                                                 
17

 Java Beans Specification http://www.oracle.com/technetwork/java/javase/documentation/spec-

136004.html 
18

 JSF 2.0 Specification 
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4.3 Technology Overview 
 

Table 2 provides an overview of external open source software libraries used by PEF. 

Some software is either optional. Over time while refactoring PEF, some libraries might 

be replaced, removed or substituted. 

 

Role Software Ver-

sion 

License 

CMS, social soft-

ware, patient mate-

rials, feedback 

forums  

Atlassian Confluence
19

  Atlassian Open 

Source License 

issued to SRFG as 

open source project 

 

OpenID Atlassian Crowd/CrowdID
20

 supporting OpenID  Atlassian Open 

Source License 

Optional: 

CMS, social soft-

ware, patient mate-

rials, feedback 

forums 

Liferay
21

 Portal 6.1 Community Edition   

UI  Apache MyFaces
22

 

(Java Server Faces 2.0) 

The issue of JSF 2.0 brought renewed interest to JSF 

after negative experiences with JSF 1.0. Oracle’s 

reference implementation, Mojarra, is also available. 

2.0.x Apache License 2.0 

UI PrimeFaces
23

 is an open source component library for 

JSF 2.0.  

  

Lightweight, but it provides rich set of UI compo-

nents, built-in AJAX on standard JSF 2.0 Ajax APIs, 

Widget toolkits and UI tags hide components based 

on JavaScript or HTML 5.  

Supports Mobile UIs for future PEF applications 

 

Good documentation and code examples. 

Growing and supportive developer community. 

 

PrimeFaces supports portlet
24

 environments based on 

JSF 2 and Portlet 2.0 APIs. A portlet bridge is neces-

sary to run a JSF application as a portlet. 

2.2.1 Apache License 2.0 

Common Primary programming language: 

Groovy
5
 combined with Java and Java based libraries 

1.8.x Apache License 2.0 

                                                 
19

 Atlassian Confluence Wiki 
20

 Atlassian  CrowdID http://confluence.atlassian.com/display/CROWD/CrowdID+Administration+Guide 
21

 Liferay Portal http://www.liferay.com/ 
22

 Apache MyFaces http://myfaces.apache.org/ 
23

 PrimeFaces http://www.primefaces.org/ 
24

 PrimeFaces portlet bridge http://primefaces.googlecode.com/svn/examples/trunk/prime-portlet 
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Common Java programming language 1.6 GPL, Java Com-

munity Process 

UI Optional as demonstration:  

ZK CE web application framework 

5.0.9 LGPL (community 

edition) 

Authorization, 

Security 

Spring Security
25

, OpenID support 3.0.7 Apache License 

2.0s 

Authorization Openid4java
26

  

OpenID 2.0, RP RelyingParty 

0.96 Apache License 2.0 

Authorization Dyuproject 
27

 

OpenID 2.0, RP RelyingParty 

1.1.7 Apache License 2.0 

Vocabulary,  

Interoperability 

Sesame triplestore 2.5x Sesame BSD style 

license 

Persistence MongoDB
28

 is a scalable, open source, document-

oriented database (NoSQL) 

1.8.3 AGPL v3.0. 

Persistence MongoDB Driver is used by Morphia 2.3 Apache License 2.0 

Persistence  Morphia
29

 is a lightweight type-safe library for map-

ping Java objects to/from MongoDB 

Supports the PEF data access tools. 

 

0.99 Apache License 2.0 

 

Table 2 - Overview of Software Libraries 

 

4.4 Persistence Technology  
 

MongoDB
28

 is a document-oriented NoSQL technology. The three primary reasons for 

choosing the NoSQL document centric persistence approach are: 

 Supports flexible data models 

 Supports Big Data
6
  

 Supports Map Reduce functionalities with a map reduce
30

 engine. Data aggrega-

tion/recombination, terminology mapping to support alternative data views. 

 

The many Microsoft HealthVault
31

 XML schemas and data models from other PHR sys-

tems were examined during the State of the Art analysis. Given the diversity and diffi-

culty of managing and semantically integrating these data models, the PEF persistence 

technology choice will address our concerns regarding flexible data models and model-

ling, and big data issues. The combination of a document-oriented store and Map Reduce 

engine can be useful for handling heterogeneous and potentially overlapping data models 

for information gathering. Map Reduce is an additional means to aggregate and compile 

information and found in PHR systems. In the future, one might expect similar and even 

                                                 
25

 Spring Security www.springsource.org/spring-security 
26

 http://code.google.com/p/openid4java/ 
27

 http://code.google.com/p/dyuproject/ 
28

 MongoDB  http://www.mongodb.org 
29

 Morphia http://code.google.com/p/morphia/ 
30

 http://www.mapreduce.org/, http://en.wikipedia.org/wiki/MapReduce,  
31

 Microsoft HealthVault http://www.microsoft.com/en-us/healthvault/ 

http://code.google.com/p/openid4java/
http://www.mapreduce.org/
http://en.wikipedia.org/wiki/MapReduce
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overlapping domain models for gathering patient information – there are no standardized 

data collection forms. The tools should be flexible to handle this diversity. One important 

attraction of CouchDB has been the ability and capability of easily creating new data 

views - this is desirable for health information, especially considering the diversity of 

healthcare applications today and the diversity of models for collecting information. The 

PEF flexibility in this regard might become important to the future open source strategy. 

  

 

Lastly, auditing and versioning of data is facilitated by this persistence store technology 

choice because it is possible to write the data to more than one data catalogue quite easily. 

The technology facilitates the attachment of software listeners (observers) that handle and 

trigger audit events. The PEF persistence client provides auditing and versioning over the 

MongoDB document repository 

 

4.5 User Authorization and Security 
 

The PEF framework produced intermediate prototypes utilizing Apache Shiro
32

 and 

Spring Security
25

 frameworks. The shift to OpenID as the primary iCARDEA authentica-

tion approach is an important innovation for enabling healthcare and patient digital identi-

ties seamlessly across healthcare applications. 

 

4.5.1 About OpenID 

 

OpenID is an open standard that allows users to authenticate to websites without having 

to create a new password. Figure 33 describes the process of user authentication using 

OpenID. The OpenID provider can be one of many known providers that can authenticate 

a user for a participating application. In the case of the PHR System, the iCARDEA 

OpendID provider can be configured as the sole OpenID provider. 

 

OpenID is an open standard that describes how users can be authenticated in a decentral-

ized way, providing users with reusable digital identities OpenID
33

. The most relevant 

aspect is that OpenID facilitates the integration of healthcare applications by enabling one 

common user identity. Applications might still require a separate user account and then 

allow the user to associate an OpenID with their local application user account. Particular 

for applications on the same web domain, users do not need to login each time via 

OpenID, the browser and application remember the user. The latter issue is a key strategy 

for the PEF integration with other healthcare applications or with content management 

and forum portals.  

 

                                                 
32

 Apache Shiro http://shiro.apache.org/ 
33

 OpenID http://openid.net/ 
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Figure 33 – User Authentication: OpenID Protocol Diagram
34

 

 

4.5.2 A common digital identity for a patient or healthcare professional across 

healthcare applications 

 

The iCARDEA system supports iCARDEA components with an OpenID provider ser-

vice. This creates a shared digital user identity across all components and facilitates 

common integration of iCARDEA components. For example, a common OpenID pro-

vider supports all iCARDEA components including the Patient Consent Editor (Task 5.4 

Security and Privacy, D5.4.1) and the PHR portal. With one common user identity across 

all components, there is no need to resolve whether one local application user is the same 

user in another application.  

 

In the early prototypes there was support of security frameworks Apache Shiro and later 

Spring Security. User authentication is straight forward normally in terms of user interac-

tion, however, adding OpenID allows at least two scenarios: 

 A user creates a local user account with a user name and password. Later the user 

might add OpenIDs to these accounts. From a login page, the user might login using 

either his/her local user name or their OpenID approach. 

 Authenticating via an OpenID triggers the creation of a new user account either si-

lently or with minimal user interaction – for example, to ask for data not extracted 

from the OpenID attributes. 

                                                 
34

 http://leancode.com/2007/02/23/openid-protocol-diagram/ 
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The main challenge to using existing security frameworks is whether OpenID is already 

an authentication option. Apache Shiro has no release supporting OpenID, only some 

unreleased code. Spring Security’s OpenID plugin does not expose and support the use of 

Simple Registration
35

, a lightweight profile exchange. As a result, the three OpenID 

packages (Spring OpenID, Openid4java, and Dynuproject) were investigated and from 

these basic OpenID implementations were assembled. A particular implementation might 

be suitable and that can be configured in the web application. 

 

In conclusion, iCARDEA has innovated the use of OpenID for creating a common digital 

identify for patients or healthcare professionals that enable users to maintain their unique 

digital identity over a variety of applications supporting healthcare. For the patient and 

healthcare provider, it means that they can utilize healthcare applications using one 

OpenID identifier (username) and password. In many cases, they might not need to login 

again to access another application.  

 

4.5.3 Configure the User Authentication approach 

 

For testing in the pilot application, a test user can use pre-established accounts local to the 

PHR system, authenticate via the iCARDEA OpenID Provider. (Optionally, an OpenID 

test provider can be setup for component testing). 

 

Currently, the PEF does not allow the user to add OpenID to an existing user account, 

however, that will be considered. In earlier prototypes, two user authentication and secu-

rity frameworks were used: Spring security and Apache Shiro. Base on these frameworks, 

local users could be created. The shift to OpenID, however, required a new approach – 

whether to require the creation of a local account and then associate one or more OpenIDs 

to that account. Spring Security’s OpenID plugin, was the natural choice, however, it was 

discovered that it does not support OpenID Simple Registration. Consequently, the PEF 

provides OpenID implementations using three different libraries. 

 

 

4.6 Privacy 
 

4.6.1 Consent Manager 

 

Task 5.4, provides a Consent Manager component that enables patients to control access 

to their health information by external systems e.g. clinical and other PHR systems. The 

PHR portal menu can provide access to any iCARDEA web application that is support by 

the common iCARDEA OpenID provider service. Based on the shared patients’ OpenID 

digital identities, the Patient Consent Editor can be integrated with PHRS portal as well 

as other iCARDEA components.  

 

                                                 
35

 OpenID Simple Registration Extension http://openid.net/specs/openid-simple-registration-extension-1_0.html 
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4.6.2 Securing stateful information in Web applications 

 

Stateful information can pose a security risk, especially if stored by a web technology 

on the client browser. With a JSF based infrastructure, stateful information can be 

stored either in the client or in the server session. Fortunately, the server can be con-

figured to keep the stateful data in the session or to encrypt the data and store it in the 

client. 

 

4.7 Patient Feedback and Patient Education 
 

Atlassian Confluence and Liferay portals were the focus of integration in the PEF devel-

opment. Besides popularity of these portals, the choices were also a means to improve the 

uptake and exploitation of the PEF framework by providing examples. The current PEF 

prototype uses Atlassian Confluence and plugins to support content management and so-

cial functionalities such as content authoring, forums, tagging, and bookmarking. Specific 

plugins from these popular portal frameworks can be added as needed to support patient 

needs.  

 

Both portal products have some degree of OpenID support. As OpenID becomes more 

popular, the product support and capabilities for OpenID are expected to improve, al-

though both products require users to first create a local user account. Atlassian provides 

CrowdID to support administrators to add OpenIDs to user accounts. 

 

To summarize what has been learned, the main questions for integrating any future portal 

product are: 

 Is it possible to integrate an application because of its underlying web technol-

ogy? (Technologies such as JSF, Struts, Grails, PHP, etc.) 

 Is there portal plugin architecture or portlet bridge software for integrating an 

application based on a particular web technology? Are there other means? 

 How can the application integrate portal user management and authentication 

system? Is there OpenID support? 

 

4.8 Vocabulary and Internationalization Tools 
 

Internationalization is supported by both Java internationalization and by a SKOError! 

Bookmark not defined.s based controlled vocabulary support interoperability require-

ments. 

 

Additional vocabulary tools support both User interfaces and interoperability require-

ments. The vocabulary tools help also to extend the controlled vocabulary provided by the 

PHRS interoperability services. The SKOs based vocabulary provided by the PHRS in-

teroperability component cannot provide all possible variations of labels needed in a user 

interface. For example a standard code for a status is labelled “completed”, a simple label. 
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However, domain specific meanings for this status code are required in particular UIs. 

The PEF software provides different strategies for extending labels: 

 Provide code and labels resource bundles for each UI 

 Tools to lookup specific labels in different sources e.g. first search interna-

tionalization resource bundles, then search for the default label in the con-

trolled vocabulary 

 

Lastly, as a summarization: 

 Controlled vocabularies support interoperability services and UI form han-

dling and information viewing 

 Java resource bundles provide UI internationalization provide UI labelling 

and also extend the controlled vocabulary internationalization where 

needed by the User interfaces. 

 Vocabulary enhancement tools enhance the vocabularies for use in the 

User Interfaces (selection lists, radio boxes) 

 

4.9 Interoperability Tools 
 

The PEF framework has an interoperability client API that facilitates the exchange of 

messages for each domain object. When a user changes their health data, messages can be 

sent through the interoperability client and ultimately made available for sharing with 

clinical or other PHR systems (Task 6.3 PHR Interoperability). The interoperability client 

API (Data access object pattern
36

) abstracts the low level interoperability API into a high-

level domain specific language. If a new domain model is implemented for the PEF, the 

developer might either reuse existing high-level API or extend this API for the new do-

main model.  

 

Interoperability services require specific vocabulary in messages it receives from the PHR 

portal. PEF terminology tools support the mapping of local codes to the controlled vo-

cabulary required by the interoperability service. These are based on Enterprise Integra-

tion message transformation patterns
37

) However, it is emphasized to use the controlled 

vocabulary in the PEF framework, however, sometimes it is necessary to use local codes 

and map those codes appropriately to the standard ones. 

 

5 Outlook 
 

The software will be released as an open source project. Any feedback from the WP 9 

iCARDEA pilot application will be added to a features or issues list. The current software 

and library dependencies will be updated as needed to address bugs, feature changes or 

new features.  

                                                 
36

 Data Access Object Pattern http://java.sun.com/blueprints/corej2eepatterns/Patterns/DataAccessObject.html 
37

 Message Transformation Patterns http://eaipatterns.com/MessageTransformationIntro.html 


