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1 Purpose 

1.1 SCOPE 

The iCARDEA CIED data exposure component presented in this paper employs standards 

specifications from ISO/IEEE 11073 (Health Informatics, Point-of-care Medical Device 

Communication) and HL7v2.x in the context of Integrating the Healthcare Enterprise (IHE) 

profiles to deliver telemonitoring CIED report data from two different CIED vendors to the 

adaptive care planner that implements guideline-driven care plans. 

 

This document describes the achievements in Task 6.1 ñCIED Data Integration Moduleò. Within 

the scope of this task, software module for iCARDEAôs CIED data integration is developed. This 

module provides the integration of access CIED related information through standarded interface. 

Furthermore, the CIED information which is available and not available in current CIED reports 

will be revealed and remarked. 

1.2 DEFINITIONS AND ACRONYMS 

Table 1 List of Abbreviations and Acronyms 

Abbreviation/ Acronym DEFINITION 

AT Atrial Tachycardia 

CDA Clinical Document Architecture 

CIED Cardiovascular Implantable Electronic Device 

CSG Connected System Gateway 

EHR Electronic Health Record 

PHR Personal Health Record 

HL7 Health Level 7 

IDCO Implantable Device Cardiac Observation 

HIS Hospital Information System 

IHE Integrating the Healthcare Enterprise 

ISO International Standards Organization 

MRN Medical Record Number 

PHR Personal Health Record 

PCN Patient Care Network 

PIX Patient Identifier Cross Referencing 

VT Ventricular Tachycardia 

XML  eXtensible Markup Language 

HIT Healthcare Information Technology 

http://circ.ahajournals.org/cgi/content/short/121/3/458
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2 Introduction 

2.1 ICARDEA SYSTEM ARCHITECTURE 

In the iCARDEA project, an intelligent platform is being developed to automate the follow-up of 

the CIED patients with adaptable computer interpretable clinical guideline models that seamlessly 

access data from EHR and PHR data resources as well as CIED data through standard interfaces. 

The computer interpretable guideline models under development are adaptable, designed from 

reusable building blocks to easily personalize the patient follow-up. The guideline models are 

converted to executable clinical workflows that perform the follow-up activities and automate 

risk assessment via integrative models and hence support medical professionals by automatically 

assessing the situations and generating alarms. Figure 1 gives an overview of the basic iCARDEA 

components and their interaction: 

 CIED data integration module: An interoperability layer that exposes the sensor data and 

medical information system functionality as semantically harmonized and standardized data to 

tackle the problem of interoperability between different CIED vendors, medical information 

systems and the patient empowerment framework. 

 Integrated medical records: To make clinical guideline systems more accurate and effective, 

interoperability with the electronic medical records will be required indispensably. For this 

purpose electronic health records and personal health records are integrated using the 

appropriate standards and integration profiles. 

 Adaptive care planner engine: An intelligent personalized adaptive care planner for CIED 

recipients based on semantically enriched, computer-interpretable guidelines. 

 Data analysis and correlation for context awareness and clinically useful information 

derivation: A tool to help healthcare professionals to easily identify crucial parameters of a 

patient, providing suggestions based on data obtained from medical knowledge bases. 
 

 
Figure 1 iCARDEA Architecture Overview 
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2.2 CIED DATA INTEGRATION MODULE 

The CIED data integration module shown in Figure 2 enables the act of combining sources of 

CIED data residing in multiple, distributed locations to present a single, central collection of the 

data. For this purpose, the CIED data from various individual CIED vendors is received, 

converted into a standard format and forwarded through a standard interface, which is defined by 

HL7, ISO/IEEE 11073 and the IHE Implantable Device Cardiac Observation (IDCO) Profile. The 

CIED data integration module is composed of main functions: 

 

 CIED data receiving: Through various vendor-specific interfaces, CIED data will be captured 

with manually login-in to the CIED vendorsô data centers. This enables a regular receipt of up-

to-date information with minimal manual interference. 

 CIED data mapping: The data provided by the CIED vendorôs message is extracted and 

mapped with IEEE 11073 Nomenclature. 

 CIED data parsing: According to the requirements of the clinical guidelines used in 

iCARDEA. The CIED data is encoded into an HL7v2.5 message. 

 CIED data sending: Transmits the final IHE IDCO compliant HL7v2.5 message to the central 

receiver, in the case of iCARDEA to the adaptive care planner. 

 

 

Figure 2 CIED Data Integration Module Flowchart 

 

3 Exposing CIED Data through Standard Interfaces 

CIED follow-up through telemonitoring offered today by many main CIED vendors, is gradually 

being adopted in the practice of cardiovascular treatment. The sharing of updated reports and 

parameter assessment as offered by the data servers and networks connections implemented by 

many vendors, is helpful for healthcare providers to gain a better understanding of the progress in 
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rehabilitation and the overall effects of medical treatment. Furthermore, emergency alarms and 

potential problems can be reported and addressed immediately. 

In the iCARDEA project, CIED Information Integration System employs standards specifications 

from ISO/IEEE 11073 (Health Informatics, Point-of-care Medical Device Communication) and 

HL7v2.x in the context of Integrating the Healthcare Enterprise (IHE) profiles to deliver 

telemonitoring CIED report data from two different CIED vendors (Medtronic and St. Jude 

Medical) to the adaptive care planner that implements guideline-driven care plans. And this 

software component is practically being implemented in the SALK with other interacted software 

components. This deliverable describes the basic implementation and operation procedure as well 

as some notices for the direct user and administrator. 

3.1 STANDARDS AND INTEGRATION PROFILE ASPECTS 

Due to heterogeneous data and communication standards in various eHealth systems, many 

aspects should be taken into consideration, such as consistent nomenclature, data access, data 

transmission, data formats and storage. The following presented standards and profile aspects 

play an essential role in integration of CIED data. 

3.1.1 ISO/IEEE 11073 Nomenclature 

Standardization begins with the vocabulary used for describing the concepts referred. Many 

concepts may all mean one and the same observation, but are often labeled differently by 

different manufacturers. The ISO/IEEE 11073 nomenclature concerns all aspects of cardiac 

rhythm disease management measurement devices, aggregators, electronic patient records, 

electronic health records, etc [1]. The nomenclature was especially developed for remote 

monitoring [2]. It enables communication between medical, health care and wellness devices and 

with external computer systems. This increasingly harmonized nomenclature facilitates automatic 

and detailed electronic data capture of client-related and vital signs information [3], and of device 

operational data from the ISO/IEEE 11073 domain such as 11073-10102 for annotated ECGs, 

11073-10103 for implantable cardiac devices, etc. 

3.1.2 HL7v2.x Standard 

As soon as terms (ñwordsò) are found to describe medical findings, a standard for how to 

combine these words into ñsentencesò is needed. These aspects are covered by HIT (Healthcare 

Information Technology) messaging standards. Messages are sent in between all partners of 

cardiac rhythm disease management [2]. HL7v2.x is the most commonly used HIT messaging 

standard worldwide. It has the aim to support hospital workflows by enabling different systems to 

communicate with each another. Early HL7v2.x messages use a textual, non-XML based syntax 

based on delimiters. Since HL7v2.5, an equivalent XML format is also available. 

3.1.3 IHE Profiles 

Integrating the Healthcare Enterprise (IHE) is an international voluntary collaboration of vendors, 

healthcare providers, regulatory agencies, and independent experts working on improving 

medical data interoperability in a number of subject areas (domains) [1]. The IHE domain 

concerned with electronic medical devices is the Patient Care Devices domain (PCD). As one of 

IHE PCD domain integration profiles, IDCO (Implantable Device Cardiac Observation) has been 

defined for an intermediary system to send device data from an implantable device such as ICD to 

an enterprise system in HL7v2.x messages. The IHE PIX profile has been developed to enable 

correlation of patient identifiers from different sources, e.g. the hospital information system 

(HIS), the implant, or the personal health record system. 
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4 CIED Data Integration with CIED Vendor Data Server 

CIED follow-up through telemonitoring that is offered today by many CIED vendors, is gradually 

being adopted in the practice of cardiovascular medicine. The sharing of updated reports and 

parameter assessment as offered by the patient care networks implemented by many vendors, is 

helpful for healthcare providers to gain a better understanding of the progress in rehabilitation and 

the overall effects of medical treatment. Furthermore, emergency alarms and potential problems 

can be reported and addressed immediately. Data interoperability is facing the challenge of 

accessing, aggregating and integrating data among multiple systems or external facilities. 

Unfortunately, most CIED data is made available today in a non-standard, non-structured or even 

non-coded form, resulting in a lack of interoperability [4]. Depends on the vendors developed 

server, CIED data exposure could be operated in different manners such as software supported, 

browser download or some other solutions. 

 

In iCARDEA, CIED data integration module has been done to demonstrate the function of the 

data integration with two CIED vendors. In this section the current data integration of Medtonic 

and St. Jude Medical systems for CIED report are briefly presented.  

4.1 MEDTRONIC CARELINK® PLATFORM 
Medtronic current system for CIEDs and patient follow-up is based on two approaches: 

 

1. Traditional manual interrogation of the devices in clinic during the patient visit to the 

electrophysiologist 

In this approach, the devices are monitored during the consult visits and the device information 

can be checked by the specialist through the programmer. (The CIED report for the clinical 

follow-up will be saved in the CIED device and interrogated in the next remote follow-up) 

 

2. Remote monitoring using the CareLink® platform 

In this approach, the devices are interrogated automatically or manually. The interrogations may 

be programmed or can be triggered under demand if the patients or the specialists require it. The 

information is presented to the professionals through the web based CareLink application or the 

CSG (Connected System Gateway). CSG is the Medtronic software application that resides on a 

secure clinic provided system and enables automatic routing of reports from the CareLink 

Website to a file system located on a clinicôs local network. Reports are exported from CareLink 

and stored in file system on clinicôs local network, with a unique filename. Clinic can manually 

attach them to the patient record or can write custom code to attach them to the patient record. 

 

Depending on the model of the device implanted, the patient will need to carry out the 

interrogation manually with the CareLink Monitor Antenna or it will be automatically done 

wirelessly through the Connexus Wireless Monitor. 
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Figure 3 Remote monitoring using the CareLink® platform 

4.2 ST. JUDE MEDICAL MERLIN.NETÊ 
Merlin.net is capable of storing patient data, providing web-based viewing of the data, and 

transferring the data directly to other clinical information system such as HIS or CIED data 

exposure module in iCARDEA as. The capability to transfer data from Merlin.net to other clinical 

information system follows the industry standards established by the Integrating the Healthcare 

Enterprise (IHE) organization over a secure and encrypted connection. Once configured properly, 

the data that is transferred to clinical information system provides enough information to provide 

a summary of the patientôs implantable device status and any recorded cardiac episodes. In 

addition to this summary data, Merlin.net also transfers PDF and TXT reports with detailed 

information regarding the implantable system state and the patientôs disease state and 

progression. 

 

 

Figure 4 Remote monitoring using the Merlin.Net® platform 
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5 Implementation of CIED Data Integration Module 

5.1 EXPORTING CIED REPORTS FROM CIED VENDORS 
The first step in CIED data exposure processing is gathering the CIED reports from CIED 

Vendors. In iCARDEA scenarios, this is achieved at two different contexts: 

 For preprogrammed remote CIED regular follow-ups. 

 When an alert is detected by the CIED device or the remote follow-up is initiated by the 

patient manually. In this case the alert with corresponding report is informed to the 

medical professional in charge, and s/he will initiate the transfer of the CIED report so 

that it can be used by the adaptive care planner. 

 

As shown in Figure 5, in iCARDEA CIED data from Medtronic and St. Jude Medical has been 

exposure into adaptive care planner through CIED data integration module. In further, some other 

CIED manufactures will be also involved and supported by this module possibly. 

 

CIED Data 
Integration 

Module

Adaptive

Care Planner 

IHE IDCO Profile

PDF through
CSG

HL7 through
TSLv1/SSL 

PDF&TXT through
Java Applet

PDF through
Webpage

PossibleCIED Manufacture

 

Figure 5 Exposure CIED data from CIED vendor server 
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All CIED data provided by Medtronic CareLink plattform could be retrieved either by the CSG 

(Connected Systems Gateway) System, or downloaded from the CareLink webpage. The Reports 

are stored as PDF files. To avoid complex configuration and potential firewall problem, the 

Webpage Download is chosen as current solution. 

 

Using the Merlin.Net system from St. Jude Medical, CIED data can be supplied as HL7 message 

or as a TXT and PDF mixed package report, which can be downloaded via the Merlin.Net web 

interface through a Java-Applet. Currently St. Jude Medical has announced that HL7 message is 

still not available in SALK (which may be supported by SJM in the beginning of next year). That 

is way the TXT/PDF data source has to be chosen. The benefit of this is solutions, that we have 

no firewall problems. That's why currently TXT and PDF mixed reports are downloaded and 

stored in a local directory of the Server and are used as the incoming original CIED reports. 

 

In the following sections, we will present how CIED reports can be transferred to the clinic, so 

that CIED Information system can process them to create IHE IDCO PCD-09 message to be sent 

to the adaptive care planner. 

 

5.1.1 Exporting Medtronic CIED PDF Report from Webpage 

In this section, the exposure process for Medtronic CIED PDF files is shown step by step. 

 

Because Medtronic CareLink supports Multilanguage, users need to reconfigure language settings 

according to requirements. 

 

Step 1: Choose the right clinic in ñChoose Clinicò Drop-down List as shown in Figure 6. 

 

 

Figure 6 CareLink-Main Page 

 

In ñManage My Clinicò domain as shown in Figure 7, CareLink could be configured according to 

user requirements. In ñRegional Settingò drop-down list, users could choose the right language 

and time format. In iCARDEA, it is set to ñEnglish, dd-mmm-yyyy, 2400ò as Figure 8. After 

ñManage My Clinicò 

Choose Clinic 

ñClinic Profileò 

ò 

javascript:__doPostBack('ctl00$Header$navLinkButtonManageClinicTab','')
javascript:__doPostBack('ctl00$Header$navLinkButtonManageClinicTab','')
javascript:__doPostBack('ctl00$ContentPlaceHolder1$lnkClinicProfile','')
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click ñSaveò button, the language in the CareLink webpage including exposure CIED PDF 

reports have been changed into English version as Figure 9. 

 

 

Figure 7 CareLink Webpage-Manage My Clinic 

 

 
Figure 8 CareLink Webpage-Manage My Clinic-Choose expected language 

ñManage My Clinicò 

Choose expected language 

ñSaveò 
 

javascript:__doPostBack('ctl00$Header$navLinkButtonManageClinicTab','')
javascript:__doPostBack('ctl00$Header$navLinkButtonManageClinicTab','')
javascript:__doPostBack('ctl00$Header$navLinkButtonManageClinicTab','')
javascript:__doPostBack('ctl00$Header$navLinkButtonManageClinicTab','')
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Figure 9 CareLink Webpage-Manage My Clinic-in Englisch 

 

Second Step for use is to choose the expected CIED report for patient listed in CareLink 

Webpage. 

 

Step 2: Users export a report from the Transmissions > Active Transmissions tab 

 

 

Figure 10 CareLink-Active Transimission 
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After user has chosen the right CIED report, user can browser the report in webpage. Then user 

can exposure the PDF report into a complete report. 

 

Step 3: Click drop down list ñPrint/Export Reportò 

 

 

Figure 11 Carelink-Export Transmission 

 

For the CIED report which will be exposed into server, the categories and contents in this 

CIED report could be defined. In iCARDEA, aimed to guarantee the integrality for CIED 

information, it is suggested to choose all selection for CIED information. 

 
Step 4: In the ñRequest Custom Reportsò Choose check box ñSelect:ò with ñAllò. Then click 

ñsubmitò at the bottom of the webpage.  

 

 

Figure 12 Carelink-Select CIED Report Categories 
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After use specify and active the CIED report exposure, in the ñReport Listò all exposure complete 

CIED report could be viewed in webpage. 

 

Step 5: Under ñTransmissionò webpage, ñReport Listò Click ñAvailable to printò and webpage 

with PDF will appear. 

 

 

Figure 13 Carelink-CIED PDF Report in Webpage 

 
When CIED report in PDF format in webpage browser is available, user can download the report 

into expected location in server. 

 

Step 6: Save the PDF files with individual filename in the directory which is indicated by 

DIRECTORY_MEDTRONIC_ORIGINAL_PDF_REPORT in configuration file 

AppConfig.properties. For example: C: \ \ Test \ \ Medtronic \ \ unprocessed \ \  

 

 

Figure 14 Carelink-Save CIED Report into Directory 

5.1.2 Exporting Medtronic CIED PDF Report from CSG 

CSG (Connected Systems Gateway) is Medtronic software application that enables automatic 

routing of reports from the CareLink Website to a file system located on a specific local network 

where CSG is installed. 
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The CSG connects to CareLink. CareLink passes the PDF to the CSG software and the CSG 

software places the PDF files on the specified network location. The CSG runs as a Service, and 

requires the Microsoft Message Queue Service installed on the same machine as the CSG 

software. The Microsoft Message Queue is used to route data. For Report Export the CSG 

software takes the report file from CareLink and route it to the file system using the Message 

Queue. 

Healthy

Information

System

 

Figure 15 CSG Data Flow 

Once CSG software is installed it has to be configured to allow it to connect to CareLink Network 

and to download the PDF Reports to the proper folder. The interface to do this is showing in the 

next figures and can be launched from Medtronic Connected System Gateway program group 

which is created during the installation. 

 

Figure 16 CSG Panel 

 

Figure 17 CSG Configuring 

CareLink Section is used to setup the External System Account Name and Code which have been 

previously created inside our CareLink Website. More information related to CSG configuration 

please refers to D9.1.1 Requirement Specification and Scenario of Pilot. 
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5.1.3 Exporting Merlin.Net CIED Report in HL7 Form 

In order to achieve broad interoperability with multiple clinical information systems, St. Jude 

Medical is utilizing the Integrating Healthcare Enterprises (IHE) profile for Electrophysiology, 

known as Implantable Device Cardiology Observation (IDCO). The parameters are stored in a 

base64 encryption within the HL7 message and that the overall message is in XML. The 

connection between Merlin.net and the healthy information system requires a secure network 

connection. Merlin.net follows the HL7 version 2.5 standard for secure connections and utilizes a 

TSLv1 protocol using the RSA_WITH_AES_128_CBC_SHA cipher suite. Merlin.net also 

supports a SSL protocol using RSA_WITH_RC4_128_MD5 (although this is not part of the HL7 

standard). For coding IEEE 1073.1.1.3 ICD terms nomenclature is used. Export set-up 

configuration and export triggering within Merlin.net are depicted in Figure 18 and Figure 19. 

 

 

Figure 18 CIED data export triggering within Merlin.net 

 

 

Figure 19 CIED data export Set-up 
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Steps for configuration in Merlin.Net for HL7 message exposure. 
Step 1: Choose user panel ñExport Optionsò 

Step 2: Click Check Box ñSet up EHRDirect exportò 

Step 3: Input right IP address for iCARDEA server in ñ*IPò textbox 

Step 4: Input right Port number for iCARDEA server in ñ*Portò. textbox 

(This should be same as parameter SJM_CLIENT_GENERIC_PORT defined value) 

Step 5: In ñ*Message formatò Drop-down List, select IDCO V2 (The expected CIED message is 

in HL7v2.5 format) 

 

CIED data integration module monitors the IP address and port number as a client for the 

receiving HL7v2 Message from Merlin.Net. The received HL7v2 messages are saved in the 

directory defined by parameter DIRECTORY_ORIGINAL_HL7_MESSAGE. 

 

5.1.4 Exporting Merlin.Net CIED Report in TXT and PDF Form 

In this section, the process for exposure of ICED report in TXT and PDF form will be shown, 

 

Step 1: Login the Merlin.netĄRecent TransmissionĄselect the target patient episode. 

 

 

Figure 20 Merlin.Net TXT and PDF CIED Report Exposure Step 1 
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Step 2: On the right hand ñDoò listĄclick ñCopy transmission to diskòĄselect the directory for 

CIED report. 

 

 

Figure 21 Merlin.Net TXT and PDF CIED Report Exposure Step 2 

 
Step 3: Release the block for the data transmission. 

 

 

Figure 22 Merlin.Net TXT and PDF CIED Report Exposure Step 3 
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Step 4: Waiting for the completion of data transmission. 

 

 

Figure 23 Merlin.Net TXT and PDF CIED Report Exposure Step 4 

 

Step 5: CIED report including ñFollowupSummaryData.txtò and ECG PDF will be stored in the 

proposed directory. 

 

 

Figure 24 Merlin.Net TXT and PDF CIED Report Exposure Step 5 






































