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1 Purpose

1.1 SCOPE

The ICARDEA CIED data exposure component presented in tperpemploys standards
specifications from ISO/IEEE 11073 (Health Informatics, PRoirtare Medical Deice
Communication) and HL7v2.x in the context aftdgrating the Healthcare Enterprise (IHE)
profiles to deliver tamonitoring CIED report data from two different CIED vendors to the
adaptive care planner that implerteguidelinedriven care plans.

Thisdocument descri bes t h@EDaDathalntegratiendedaléds Wi t ia 1k
the scope of this taskpftware module for C A R D ECAED data integratiois developed. This
moduleprovides thentegrationof acces<CIED relatedinformation throud standarded interface
Furthermorethe CIED information which is available and not available in current CIED reports

will be revealed and remarked

1.2 DEFINITIONS AND ACRONYMS

Table 1 List of Abbreviations and Acronyms

Abbreviation/ Acronym DEFINITION

AT Atrial Tachycardia

CDA Clinical Document Architecture
CIED Cardiovascular Implantabeectronic Device
CSG Connected System Gateway

EHR ElectronicHealth Record

PHR Personal Health Record

HL7 Health Level 7
IDCO Implantable Device Cardiac Observation
HIS Hospital Information System

IHE Integrating the Healthcare Enterprise

ISO International Standards Organization

MRN Medical RecordNumber

PHR Personal Health Record

PCN Patient Care Network

PIX Patientidentifier Cross Referencing

VT Ventricular Tachycardia

XML eXtensible Markup Language

HIT Healthcare Information Technology
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2 Introduction

2.1 ICARDEA SYSTEM ARCHITECTURE

In the iCARDEA projectan intelligent platform is being developed to automate the felipwof

the CIED patients with adaptable computer interpretable clinical guideline models that seamlessly

access data from EHR and PHR data resources as well as CIED data through staantheresint

The computer interpretable guideline models under developarer@daptable, designed from

reusable building blocks to easily personalize the patient fallowThe guideline modelare

converted to exetable clinical workflows thaperform the éllow-up activities and automate
risk assessment via agrative models and hence support medical professionals by automatically
assessing the situations and generating aldfiggrel gives an overview of the biasCARDEA
components and their interaction:

e CIED data integration moduleéAn interoperability layer that exposes the sensor data and
medical information system functionality as semantically loaired and standardized data to
tackle the problem of interepability between different CIED vendors, medical information
systems and the patient eoagerment framework.

¢ Integrated medical record¥p make clinical guideline systems more accurate and effective,
interoperability with the electronic medical recorddl wie required indispensably. For this
purpose electronic health records and personal health records are integrated using the
appropriate standards and integration profiles.

e Adaptive @are plamer engine:An intelligent persoadlized adaptive care plannerrf@€lED
recipients based on semantically enriched, compnterpretable guidelines.

e Data analysis and correlation for context awareness and clinically useful information
derivation: A tool to help healthcare professionals to easily identify crucial paeasef a
patient, providing suggestions based on data obtained from medical knowledge bases.

3

uses
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CIED DC Interface q
~

uses Patient L3EY

-
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dotaju| yHd

Alert/ Reminder/
CZ? EHR Interop. PHR Interop. b{imdance o
S (IHECM) (IHECM) subcomponen
O =
CIED Data Center g ﬂ @ j\; ﬁ
= M
/ 25 — Adaptive Care Planner Engine
N/ | &3
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z'\ @ S
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Interrogator Programmer Q :ar::la.n “”;
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\/' Tool

Healthcare Prof.

Patient with CIED

Figurel iCARDEA Architecture Overview
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2.2 CIED DATA INTEGRATION MODULE

The CIED data integration module shownFigure 2 enables the act of combining sources of
CIED data residing in multiple, distributed locations to present a single, central collection of the
data. For this pyose, the CIED data from various individual CIED vendrgeceived,
converted into a standard format and forwarded through a standard interface, whftted tay

HL7, ISO/IEEE 11073 and the IHE Implantable Device Cardiac Observation (IDCO) Profile. The
CIED data integration moduls composed of maifunctions

o CIED ddareceiving Through various vendespecific interfaces, CIED data will be captured
with manuallylogini n t o t he CIED vendorsd6 data cecenters.
to-date information with minimal manual interference.

e CIED datamapping Thedat a provided by t hase@cedandvendor 6s
mapped WithEEE 11073 Nomenclature

e CIED data parsing:According to the requirements of the clinical guidelines used in
iCARDEA. The CIED datds encoded into an HL7v2.5 message.

¢ CIED datasendng. Transmits the final IHE IDCO compliant HL7v2.5 message to the central
receiver, in the case of ICARDEA to thdaptivecare planer.

CIED Vendor
Server

[ Vendor Portal
"\

CIED Report | ||

( CIED Data e e

‘ Receivin 1

Required

CIED D;}@7 jo

’ CIED Data ]

Mapping _~—orre ‘
11073 L
: | Nomenclature

CIED Data
Integration
Module

IDCO
HL7v2.5 ORU -~

CIED Data Wl
Sending |

IHE PCC-09 [
Message |- )

Adaptive
Care
Planner

Figure2 CIED Data Integration ModulElowchart

3 Exposing CIED Data through Standard Interfaces

CIED follow-up through telemonitoring offered today by many main CIED vendors, is gradually
being adopted in the practice of cardiovascular treatment. The sharing of updated reports and
parameter assessment as offered by the data servers and netvoéstions implemented by

many vendors, is helpful for healthcare providers to gain a better understanding of the progress in

Page7 of 39



IST-248240 iCARDEA 17/10/2011

rehabilitation and the overall effects of medical treatment. Furthermore, emergency alarms and
potential problems can be reportmttd addressed immediately.

In the ICARDEA project, CIED Information Integration System employs standards specifications
from ISO/IEEE 11073 (Health Informatics, Poebftcare Medical Device Communication) and
HL7v2.x in the context of Integrating the Htwlare Enterprise (IHE) profiles to deliver
telemonitoring CIED report data from two different CIED vendors (Medtronic and St. Jude
Medical) to the adaptive care planner that implements guidétimen care plans. And this
software componens practically beingimplemented in the SALK with other interacted software
components. Thideliverable describebe basic implementation and operation procedure as well
as some notices for the direct user and admatcst

3.1 STANDARDS AND INTEGRATION PROFILE ASPECTS

Due to heterogeneous data and communication standards in various eHealth systems, many
aspects should be taken into consideration, such as consistent nomenclature, data access, data
transmission, data formats and storage. The following presented staaddrgsofile aspects

play an essential role in agration of CIED data.

3.1.1 ISO/IEEE 11073 Nomenclature

Standardization begins with the vocabulary used fesciibing the conceptseferred Many
concepts may all mean one and the same o#tmny but are ofterlabeled differently by
different manufacturers. ThiSO/IEEE 11073nomenclature concerns all aspects of cardiac
rhythm disease management measurement devices, aggregators, elecitientc records,
electronic health records, efd]. The nomenclature was especially developed for remote
monitoring[2]. It enables communication between medical, health care and wellness devices and
with external computer systems. Thisreasingly harmonized nomenclature facilitates automatic
and detailed electronic data capture of clietated and vital signs infimation[3], and of device
operational data from the ISO/IEEE 11073 domaichsas 110730102 for annotated ECGs,
1107310103 for implantable cardia@dces, etc.

3.1.2 HL7v2.x Standard

As soon as terms (Awordso) are found to descri
combine these words into #arecverechby BllfHealthcare needed.
Information Technologymessaging standards. Messages are sent in between taérpasf

cardiac rhythm disease managemgjt HL7v2.x is the most commonly used HIT messaging

standard worldwide. It has the aim to support hospital workflows bylergabifferent systems to

communicate with each another. Early HL7v2.x messages use a textuXlMihobased syntax

based on delimiters. Since HL7v2.5, an equivalent XML format is aksitable.

3.1.3 IHE Profiles

Integrating the Healthcare Enterprise (IHE) is an irggwnal voluntary collaboration of vendors,
healthcare providers, regulatory agencies, and imdigme experts working on improving
medical data interoperability in a number afject areas (domaing)l]. The IHE domain
concerned with electronic medical devices is the Patient Care Dewacesnd(PCD). As one of

IHE PCD domain integration profiles, IDC@mplantable Device Cardiac Obigation) has been
defined for anntermediary system to send device data from an implantable device such as ICD to
an enterprise system in HL7v2.x messages. The IHE PIX profile has been developed to enable
correlation of patient identifiers from differerdources, e.g. the hospital information system
(HIS), the implant, or the personal health recorsesy.
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4 CIED Data Integration with CIED Vendor Data Server

CIED follow-up through telemonitoring that isfered today by many CIED vendors, is gradually
being adopted in the practice of cardiovascular medicine. The sharing of updated reports and
paameter assessment as offered by the patient care networks implemented by many vendors, is
helpful for healthcare providers to gain a better understanding of theegsagrrehahilation and

the overall effects of medical treatment. Furthermore, emergency alarms and potential problems
can be reported and addressed immediately. Data interopgrabilfacing the challenge of
accessing, aggregating and integrating dataong multiple systems or external fdigs.
Unfortunately, most CIED data is made aslalé today in a noistandard, nostructured or even
nortcoded form, resulting in a lack of interoperabiljy]. Depend on the vendors developed
server, CIED data exposure could be operated in different manners such as software supported,
browser download or some other solutions.

In iCARDEA, CIED dataintegrationmodulehas beerdone to demonstrate the function of the
daa integratiorwith two CIED vendorsin this section the curredfta integration of Medtonic
and St. Jude Medicaystems for CIED report are briefly presented.

4.1 MEDTRONIC CARELINK® PLATFORM

Medtronic current system for CIEDs and patient foHowvis basd on two approaches:

1. Traditional manual interrogation of the devices in clinic during the patient visit to the
electrophysiologist

In this approach, the devices am®nitoredduring the consult visits and the device information
can be checked by theexialist through the programmer. (The CIED report for the clinical
follow-up will be saved in the CIED device and interrogated in the next remote fatipw

2. Remote monitoring using the CareLink® platform

In this approach, the devices are interrogagmatically or manually. The interrogations may

be programmed or can be triggered under demand if the patients or the specialists require it. The
information is presented to the professionals through the web based CareLink application or the

CSG (Conneed System GatewayLSG is theMedtronic software application that resides on a

secure clinic provided system and enables automatic routing of reports from the CareLink
Website to a file system | ocated on CarelLiok i ni c06s
and stored in file system on clinicbds | ocal net
attach them to the patient record or can write custom code to attach them to the patient record.

Depending on the model of the device implanted, plagent will need to carry out the

interrogation manually with the CareLink Monitor Antenna or it will be automatically done
wirelessly through the Connexus Wireless Monitor.
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/‘% ) "| Dataare sent fromthe Monitor to a

T ) fiSecured server using atraditional analog

— h\bf phone line.
MANUAL: The patient keeps antenna of —
the CareLink Monitor over the device to
gather the information. i
AUTOMATIC: CareLink Monitor interrogate Healthcare personnel checks sent
automatically the device to gather the dataaccessing to Medtronic
information.(*) CareLink Website.

Figure3 Remote monitoring using the CareLink® ptath

4.2 ST.JUDE MEDICAL MERLIN. NETE

Merlin.net is capable of storing patient data, providing dvabed viewing of the data, and
transferring the data directly tother clinical information system such as HIS or CIED data
exposure module in ICARDEA ashe@& cajability to trarsfer data from Merlin.net to other clinical
information systenfollows the industry standards established by the Integrating the Healthcare
Enterprise (IHE) organization over a secure and encrypted connection. Once configured properly,
the data thatis transferred telinical information systenprovides enough information to provide

a summary of the patientds implantable device
addition to this summary data, Merlin.net also transfers BBdF TXT reports with detailed
i nformati on regarding t he i mpl antabl e system

progression.

Electronic Health Records

Implant or
Clinic Follow.up

Merlin.net™ PCN

QQJ.J 1 2

TechSupport

............................

Merlingghome™ RF
Transmitter

Physician/Clinician

Figure4 Remote monitoring using the Merlin.Net® platform

Pagel0of 39



IST-248240 iCARDEA 17/10/2011

5 Implementation of CIED Data Integration Module

5.1 EXPORTING CIED REPORTS FROM CIED VENDORS

The first step in CIERIata exposure processiisggathering the CIED reports from CIED

Vendors. In iCARDEA scenarios, this is achieved at two different contexts:

o For preprogrammed remote CIED regular folaps.

o Whenan alert is detected by the CIED device or the remote fallpvs initiated by the
patient manually. In this case the alert with corresponding report is informed to the
medical professional in charge, and s/he will initiate the transfer of the CIED sepor
that it can be used by tlaglaptive carelpnner.

As shown inFigure5, in iCARDEA CIED data from Medtronic and St. Jude Medical has been
exposure int@daptive care planner through CIED data integration meodtufurther, some other
CIED manufactures will be also involved and supported by this module possibly.

L &3 il
\/_'.; ﬁ‘

PossibleCIianufacture

aaaaa (PR NS
orfigurations & ]

repot TRl Potent | Folowup
Settings VUSSR Messaging | Scheduling
Here. port ”n and PC-

mote and in-cinic patients

vased

[ PDRhrough HL7through
CSG TSLv1ESL —
CIED Data
. EEE
Integration msu ST. JUDE MEDICAL
MMORE CONTROL, LESS RISK
Module e —
N ﬂk i
...... i i‘_
...... el ] PDRhrough PDF&TXThrough
e Webpage Java Applet

& HEDGOP il J

Adaptive
Care Planner

Figure5 Exposure CIED data from CIED vendor server
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All CIED data provided byMedtronic CareLink plattformcould be retrieed eitherby the CSG
(Connected Systems Gatewa&ystem or downloaded fronthe CareLinkwebpageThe Reports
are stored as PDFiles. To avoid complex configuration and potential firewall probldhg
Webpage Download is chosas current solution.

Using the Merlin.Netsystemfrom St.Jude MedicalCIED datacan besuppliedasHL7 message

or as aTXT and PDF mixed package reponthich can be downloaded via the Merlin.Net web
interface through a Jav&pplet CurrentlySt. Jude Medical haannouncedhatHL7 message is
still not availablein SALK (which may be supported by SJM in the beginning of next year). That
is way the TXT/PDF data sourtesto be chosen. The benefit of this is solutions, that we have
no firewall problens. That's why currentlyr XT and PDF mixed repost are downloaded and
storedin a local directoryf the Server and are used as the incoroigjnal CIED reposs.

In the following sections, we will present how CIED reports can be transferred to the clinic, so

that CIED Information syem can process them to create IHE IDCO R@®Dmessage to be sent
to the adaptive care planner.

5.1.1 Exporting Medtronic CIED PDF Report from Webpage
In this section, the exposure process for Medtronic CIED PDF files is shown step by step.

Because Medtronic&eLink supports Multilanguagasers need to reconfigure languageirsgst
according to requirements.

Stepl:Choose the right cl i-downdistasshokinQfignreés e CIl i ni co6 DI

S}% Medtronic CARELINK®* NETWORK Ayuda | Recursos | Ver perfil | Finalizar sesién

INICIO TRANSMISIONES ~ GESTION DE PACIENTES RSNl il 2Ny o011 ) Centro médico:

Gestion del centro medico

Choose Clinic

Resumen general

Configuracion de notificaciones de CareAl Personalizacion del sitio Web Administracion de centros médicos
Resumen general Campos de paciente Centro médico
Clasificacidn de CareAlert Columnas Perfil del centro médico

Usuarios de Carelink

Notificaciones de CareAlert rojas Pagina de inicio

Notificaciones de CareAlert amarillas

Horas de notificacion| . .. [referencias de informes
fiManage My Clinio | .

Alta de usuario de Carelink

Integracidn de sistemas externos

Calendario de trans Marcapasos
Vista diaria Hes fiClinic Profiled
Vista semanal
Vista mensual Transacciones del centro médico

Lista de transacciones

Pdngase en contacto con nesotros Informacién importante de los registros médicos Declaracidn de privacidad Condiciones de uso
® 2001 - 2011 Medironic nc.

Figure6 CareLinkMain Page

In iManage My Clinié domainas shownn Figure7, CareLink could be configured according to
userrggui r ement s. I n A Revg lish users couBlechobse the right imguage
and timeformat I n i CARDEA, it -mmenyygyet 4 OtOobigui@RnAdtdér i s h dd
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click ifSaveo

repors havebeen changed into English versasFigure9.

Medironic CARELINK® NETWORK

INICIO TRANSMISIONES

Configuracién de notificaciones de
CareAlert

Perfil del centro médico

Perfil del centro médico Usuarios de Carelink

GESTION DE PACIENTES

Personalizacién del sitio T del centro B de

Ayuda| Recursos | Ver perfil | Finalizar sesién

&2 Y TS Clinica Norte =]

GESTION DEL CENTRO MEDICO

on de centros
médic informes médicos

Integracién de sistemas extemos || CuaMgs de sistemas extemnos

Utilice esta pagina para actualizar el perfil de su centro médico.

*Indica campo obligatoria_
Nombre del centro médico:
Abreviatura del centro médico:
Direccion del centro médico:

*Teléfono:
“Fax:

"Direccién de correo electronico:

Tipo de centro médico:
Test Clinic:
Centro médico principal:

Administracién del sistema CareLink

“Zona horaria del centro médico:
*Configuracién regional:

*Vencimiento de la contrasefia:

fiManage My Clinio

ZZZMedtronic Spain Test Clinic

Clinica Norte
scd

Linea
Linea 2

23050 Madrid

3
ESPARIA
91-625-04-00
91-65074-10

rafael. moreno@medtronic.com
(admin.centro@direccidn.com)
Pringipal

Si

ZZ7Medtronic Spain Test Clinic

(GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna E

Spanish, dd-mmm-yyyy. 2400 |

@ No hacer que caduquen las contraseas.

) Hacer que caduguen las contrasefias de cuenta y pedir que se cambien cada 60 dias.

Figure7 CareLink Webpag®&lanage My Clinic

“Direccién de correo electrénico:

Tipo de centro médico:
Test Clinic:
Centro médico principal:

Administracion del sistema CareLink

“Zona horaria del centro médico:
*Configuracion regional:

“Vencimiento de la contrasefia:

Direccion de facturacion

Direccién de facturacion:

Namero de cuenta de venta:

Numero de cuenta pagadora:

Cuenta de facturacion:

Namero de orden de compra del centro médico:

“Centro médico principal de la red:

Contacto principal

*Apellidos:
“Nombre:

Nombre central:
“Correo electronico:

“Administrador de CareLink:

Nombre de usuario del del centro

rafael. moreno@medtronic.com
(admin.centro@direccién.com)
Principal

Si

ZZ7Medtranic Spain Test Clinic

(GMT+01:00) Amsterdam, Berlin, Bemn, Rome, Stockholm, Vienna E

Spanish, dd-mmm-yyyy. 2400[¥
English. dd-mmm- . 12-00
g dd wyyy. 2400
Spanish, dd- -yyyy, 2400  [sefias de cuenta y pedir que se cambien cada 60 dias.
French, dd-m . 2400
Italian, dd-mmm- . 2400
German, dd-mmm- 2400
Japanese, - mm.dd. k400

itrasefias

~mp;:amp;amp;amp;amp; amp, amp, amp,amp;amp;amp;amp;amp;a
28050 Madrid
ESPANA
1033159
1033159

1033159

) No permitir que los centros médicos

Choose=xpected language

@ Permitir que los centros médicos secundarios acepten transferencias.

Morenocs
Rafael

ASave

lucia.de.miguel@medtronic.com
{edmin. centro@direccian.com)

Moreno, Rafael Iz‘
est1

Correo electronico del administrador del centro médico: rafael. moreno@medtronic.com

en contacto con nosotro

Figure8 CareLirk Webpagevianage My ClinieChooseexpected language

Informacién importante de |

Declaracidn de privacidad ndiciones de

17/10/2011

b unt thedCareLink welepagé maiudingaegpesu@ED PDF
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“Email Address: rafael moreno@medtronic com
(clinic.admin@address.com)
Root

True

ZZZMedtronic Spain Test Clinic

Clinic Type:
Test Cli
Root Clinic:

CareLink System Administration

*Clinic Time Zone: (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stackholm, Vienna
English, dd-mmm-yyyy, 2400

@ Do not expire passwords.

“Regional Setting:
*Password Expiration:

{2 Exgpire account passwords and require changing every 60 days.

Billing Address

Billing Address: c/ p.amp;amp;amp;amp;amp;amp;amp;amp,amp;amp;amp,amp;amp;amp;amp;amp:amp;a
28050 Madrid
SPAIN

Sold To Account Number: 1033159

Payer Account Number: 1033159

Bill to Account: 1033159

Clinic Purchase Order Number:
*Network Root Clinic: 2/Do not allow child clinics to accept transfers.

@ Allow child clinics to accept transfers.

Primary Contact

“Last Name: Morenocs

*First Name: Rafael

Middle Name:

*Email: lucia.de.miguel@medtronic.com

(elinic.admin@address com)
Moreno, Rafael E‘
spaintest1

rafael. moreno@medtronic.com

*CareLink Administrator:
CGA User Name:
CGA Email Address:

Contact Us Terms Of Use

17/10/2011

Important Medical Record Information

Privacy Statement
©2001 - 2011 Msclronic inc

Figure9 CareLink Webpag&lanage My Cliniein Englisch

SecondStep for use is to choeshe expected CIED report for patient listed in CareLink

Webpage.

Step2: Usersexport a report from the Transmissions > Active Transmissions tab

Mecdtronic CARELINK® NETWORK

Help | Resources | View Profils | Sign Out

TRAHSMISSIONS

MANAGE MY PATIENTS MANAGE MY CLINIC

Clinic:

Active Transmissions ~ Reports List ced Search  Transmission Schedule
T Active T 7
sectaview: P o

5

Active Transmissions ABE0R0 Searen

Print / Export Reports =] update status [+] customize Cosmee

sawsot

=

100 per page

@ Follow-up Report Total Device Serial
[l an_Patient Name Device  Received ¥ NHC Alerts Event Summary Status  Next Send  Physician Export  Battery () Sends Number
1 ge miquel Puentes, Lucia (7) Secura™  18.Jul-2010 VF Detection Off, Lesd Warning. 11 Mew|  4.Apr2011 Menta, Doctor Requested 234V © 74 PZCB003885
DR 20011 minutes in AT/AF Since Last Session Missed =
23-May-
2008
] Securam 19-0u1.2010 VF Datection Off, Lead Warning, 4 hours |Mew|  4-Apr-2011 Menta, Doctor 28av @ 74  Fzceoozess
bR 20000 in AT/AF Since Last Sessicn Missed o=
23-May-
2008
o Secura™  19-Jul-2010 VF Detection Off. Lead Warning. 59 Mew|  4Apr2011 Menta, Doctor 294y @ T PZGB003885
DR 12:23 minutes in AT/AF Since Last Session Missed -
23-May-
2008
[u] Secuwra™  19.3u1-2010 \IF Detection OFf. Lead Warning. 85 Mew|  4.Apr2011 Menta, Doctor z8av @ 74  Pzceoozess
DR minutes in AT/AF Since Last Session Missed B=
23-May-
2008
] Securam  18-0u1.2010 F Datection Off, Lead Warning, 14 Mew| 4-Apr2011 Menta, Doctor 28av @ 74  Fzceoozess
bR 21 minutes in AT/AF Since Last Sessicn Missed o=
23-May-
2008
o Secura™  18-Jul-2010 VF Detection Off. Lead Warning. 10 View=d  4Apc2011 Ments, Doctor Reguested 294v @ 72 PZGB003885
DR 212 hours in AT/AF Since Last Session Missed =
23-May-
2008
[ Secura™  6-Jul-2010 WF Detection O, Lead Warning. & hours  Viewed  4-Apr2011 Ments, Doctor 2s3v @ 74  Pzcscozess
DR 1439 in AT/AF Since Last Ssssion Missed Lod
23-May-
2008

Figure10 CareLinkActive Transimission

=] =

100 per page
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After user has chosen the right CIED eglpuser can browser the report in webpage. Then user
can exposure the PDF report into a complete report.

Step3:Cl i ck drop down | ist APrint/ Export Reporto

&5 Meditronic  CARELINK® NETWORK Help | Resources| View Profle| Sign Out

TRANSMISSIONS MANAGE MY PATIENTS MANAGE MY CLINIC Clinic:

Active Transmissions  Reports List ~ Advanced Search ~ Transmission Schedule

Transmission Details: de Miquel Puentes, Lucia Total Sends:74 (5 New)
Next Send: 4-Apr-2011
Current Status:
VisitID:  NONE View(™ |

Print / Export Reg ”. DMark transmission as unbillable
Print / Export Repor|
Print: lrrent EGM Episodes Cardiac Compass More Reports  w | Notes History

Clinic Preferred

My Preferred Rep, Serial Number: PZC6003685 Date of Interrogation: 18-Jul-2010 21:21:53

Custom Reports
Current Report Since 06-Jul-2010 Cardiac Compass Trends (May-2009 to Jul-2010)

Export:

Clinic Preferred R II® PRP IFPPIP P PP I NN

My Preferred Rep Treated
Custom Reports EZQ; F)
Crrent Report i

ATIAF
Monitored (hriday)

VT (Off)

VT-NS (>4 beats, >231 bpm) 0
SVT: VT/VF R Withheld 0
AT/AF 5

oswna SR oanend

Figure1l CarelinkExport Transmission

For theCIED report which wil be exposed into servehe categories and contentgtiis
CIED report could be defined. In iCARDEAIimedto guarantee thiategralityfor CIED
information, it is suggested to choosesallection for CIED information.

Step4: 1l n t he A Re geupeosrtt s@®u sGhoono ske check box #fASel ect
fisubmitd at the bottom of the webpage.

&2 Medtronic CARELINK® NETWORK

HOME TRANSMISSIONS MANAGE MY PATIENTS MANAGE MY CLINIC

Active Transmissions Reports List Advanced Search Transmission Schedule

Request Custom Reports
Patient: de Miguel Puentes, Lucia Received: 07/18/2010 9:21 PM

Select:
i~ An

Consulta/Maximo ll/Concerto ll/Secura/Virtuoso ll/Protecta XT/Protecta/Cardia/Egida

Transmission Notes
Current EGM
Quick Look II

Cardiac Compass® Trends
Include: Last 90 Day Zoom Page

Battery and Lead Status

[ Lead Trends
Include: 15 Day Detail

Figurel2 CarelinkSelect CIED Report &egories

Pagel5of 39

0



IST-248240 iCARDEA 17/10/2011

After

use specify and active t heexpOdureompletepor t e Xy
CIED report could be viewed in webpage.
Step5:Under ATransmi ssiono webpage, AReport Listo

with PDF will appear.

# hitps://europe medisoniccarel) (Clinugan/Hand| PDF asiuiequestiD=G169... == (=) e

niccarelinknet/Clinician/Handief equestiDaE
BHY ez i neeizw - o g |
[ ] .

®-
JL

=8 de Miguel =
Puentes, Lucia
Secura™ DR
D234DRG
18-Jul-2010

| 4| https./europe medtro

%

Lesezeichen

Medtranic CareLink Network

weor
¥Es In each row and then selef Copyright © 2001-2011 Medtranic, Inc

from this kst manually, of the reports wil automatically be remaved 7 days 4

Select a View: ving pavent Reod

Al Reports -

Select:

E| Transmission
Notes

B current EGM

& Meditronic

¥ Quick Look I
Device. Secura™ DR D234DRG

Patient. de Miguel Puentes, L.

EGM1: Atip to Aring EJD1 mvl-l W

2159%2794mm 4

¥ cardiac
Compass
% Battery and

Al Patient Name Report Type A

de Miguel Puentes. Lueia Repori Viewed Custom Reparts

Measurement.
Custom Repons. s

& Lead Trends

& parameter
Settings

& Counters.

cia Available to Print

de Miguel Puentes, Lucia

Available to Print Custom Reports

Repon Export Pending

Contact Us

IMponant Meckcal RECOra INfoMmAtion  Privacy Statement
& 200

Figurel13 CarelinkCIED PDF Reportin Webpage

When CIEDreport in PDF format in webpage browser is available, user can download the report
into expected location in server.

Step6: Save the PDF files with individual filename in the directory which is indicated by
DIRECTORY_MEDTRONIC_ORIGINAL_PDF_REPORTorfiguration file

AppConfig.properties. For examplé:\ \ Test \ \ Medtronic \\ unprocessed \\

Cerftertis Fabert nformaten

=2

- @

Current |
| posonsses ot of Intsmrogation 18-Jul-2010 2
Chart speed 2607

Dateinm 5
Detetye: | Adolie POF-Dateien

LECG: Can 0 SUC

I
1mv)

Figurel4 CarelinkSave CIED Report into Directory

5.1.2 Exporting Medtronic CIED PDF Report from CSG

CSG (Connected Systems Gatewag Medtronic sftware application that enables automatic

routing of reports from the CareLink Website to a file system located on a specific local network
where CSG is installed.

Pagel6 of 39



IST-248240 iCARDEA 17/10/2011

The CSG connects to CareLink. CareLink passes the PDF to the CSG software and the CSG
software places the PDF files on the specified network location. The CSG runs as a Service, and
requires the Microsoft Message Queue Service installed on the same machine as the CSG
software. The Microsoft Message Queue is used to route data. For Report ep@8G
software takes the report file from CareLink and route it to the file system using the Message
Queue.

- 1 e
- P i
T Ces = : N
CareLink Network _é: Customer " Healthy
Neiwork Information
twith C5G) System

Figurel5 CSGData How

Once CSG software is installed it has to be configured to allow it to connect to CareLirdciNetw
and to download the PDF Reports to the proper folder. The interface to do this is showing in the
next figures and can be launched from Medtronic Connected System Gateway program group
which is created during the installation.

“# [5G Feature Loader x|

Select pour C5G features below:

— Paceart Integration:
[T Paceart/Carelink Scheduling Integration
[T Paceart HL? Integration

Configurations |

— CareLink® Repoart E=port:

¥ CareLink® Report Export

Configurations |

ak | Cancel

Figure1l6 CSGPanel

2 CareLink® Repork Expork x|

Ensure each configuration has a unique Extemal System Account Name.

Canfiguratian2 | Configuration |

Description:  |TEEE

Bl Carelink CareLink Reporting Adapter Seftings
Repotting Service Endpoint_CSA_basicHttpsBinding
Repoting Service Site hitps://clieport.europe. medtroniccarelink. net/Repor
Extemal System Account Hame csgnoitel
Exlemal System Accourt ulhorization Code | eesseess

B FieSystem FileSystem Adapler Settings
Documert Folder Location C:\PruebaCSBANorte
Use Specified Credentials False
Usetname
Password
Ovenrite Existing File[s) False
Minimum Available Disk Space 15

CareLink

CareLink Reporting Adapler Seitings

ok | ea | Dekte | Cancel |

Figure17 CSGConfiguring

CareLink Section is used to setup the External System Account Name and Code which have been
previously created inside our CareLink Wehdiflore information related to CSénfiguraton
please refer D9.1.1 Requirement Specification and Scenario of Pilot
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5.1.3 Exporting Merlin.Net CIED Report in HL7 Form

In order to achieve broad interoperability with multiple clinic#brmation systems, St. Jude
Medical is utilizing the Integrating éhlthcare Enterprises (IHE) profile for Electrophysiology,
known as Implantable Device Cardiology Observation (IDCO). The parameters are stored in a
base64 encryption within the HL7 message and that the overaflagee is in XML. The
connection between Miam.net and thehealthy information systemequires a secure network
connection. Merlin.net follows the HL7 version 2.5 standard for secure connections and utilizes a
TSLvl piootocol using the RSA_WITH_AES_128 CBC_SHA cipher suite. Merlin.net also
supportsa SSL protocol using RSA_WITH_RC4_128 MD5 (although this is not part of the HL7
standard). For coding IEEE 1073.1.1.3 ICD terms nomenclature is @&seqrhrt setup
configuration and export triggering within Merlin.net are depicteéigure18amnd Figure19.

Recent Patient Ciic Administration | Repoets & Tools | My Preferences | Melp | Log Out

: Select transmissions
E to export

£ You are about to export 18 transmission(s). Please select the
: Click on “Export to
EHR/PC database”

Transmissions to be exported

Select “Export type”
(EHRDirect® Export)

Click on “Export”

Terms and Condtionn | Provacy Pobicy | Contact Us

Dure

Figure18 CIED dataexport triggering within Merlin.net

Report Export . Patient Follow-up
Settings (OlCiC  Messaging | Scheduling

Here are the export paths for your EHR and PC-based database. Please choose your settings.

r Set up export of new remote and in-clinic patients:

Set up EHRDirect™ export
*1P:|103.13.200.72
*Port: |3751
* EHR Application Name: NA
* EHR Fadlity Name: |INA

* Message format: | IDCOV 3 N

Set up export to PC-based database
*Path: |C\Patient_Care_DB

Figure19 CIED data &port Setup
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Steps for configuratiom Merlin.Net for HL7 message exposure.

Stepl:Ch oo s e u Expart Optians e | fi

Step 2:Click Check BoxfiSet up EHRDirect expast

Step3:l nput right | P addr &Rosextboor i CARDEA server in
Step4:l nput right Port numitPerto. f oext BARDEA server i
(This should be same as param&éiM_CLIENT_GENERIC_PORTdefined value)

Step 5:1 n*Mdssage format D-doovip List select IDCO V2 (The expected CIED message is

in HL7v2.5 format)

CIED data integration module monitos the IP address angort number as a client for the

receiving HL7v2 Message frorivlerlin.Net. The received HL7v2 @ssage are saved in the
directory defined by parametetRECTORY_ORIGINAL _HL7 MESSAGE.

5.1.4 Exporting Merlin.Net CIED Report in TXT and PDF Form
In this sectionthe process for exposure of ICED report in TXT and PDF form will be shown,

Step 1:Login the Merlin.net Recent Transmissi@nselect the target patient episode.

|

| Reports % 1oolks | My preferences | Help | Ext

Recent

ent

Here's a list of recent transmissions. What would you like to do? Recent
Noise reversions: 2

Show: All Transmissions - o Atrial Pacing Lead Imped. Out of Range: 1
BiV Percent Paang Less Than Limit: 1

1 Congesnon Exceeded Trigger: 1

07-23-2010
D5:11PM
07.22.2010

ElEEQEIE B B § 3

maE

Holand, Claran

Green, Bedk

Mills, Chasie

Arrhythmis &
Device Mgmt

E N EEF N §|EREgE) e

Total Recent Transmssions : 23

Terms and Conditions | Privacy Policy | Contact Us Merimner v4.6 7010 Sr. Jude Madical Cavdine |

& Internet | Geschutzter Modus: Aktiv

Figure20 Merlin.Net TXT and PDFCIED ReportExposure Step 1
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Step 2:Ontherighth and #AMo®Ioi ¢d k siCopy t rAsselectitie diredtooyfor t o di s k
CIED report

Recent Patient Clinic Administration | Reports & Tools | My Preferences | Help | Exit
ransmissions [ KN4
Here’s a list of recent transmissions. What would you like to do? Recent

Show: All Transmissions - o

Patient

Transmission

B Transmission details
P Alerts & episodes.
P Clinical comments.
P Past transmissions
P Add clinical comments
Copy transmission to disk
0 Alert Types w,
@ Alert Episodes. P Send a DirectCal™
L Alert Types w,
O HlertErtodee P Archive a transmission
Wilkinson, Hunter e is wir of LAlert Types w/

|£] Ubertragung auf Disk kopieren =y

Alert Episodes
Alert Types w,
=5 unprocessed 0 Alert Episodes

Speichern in:

e
0 Alert Episodes

[caTestsam

[ate Dateien

Total Recent Transmissions : 23

Terms and Conditions | Privacy Policy | Contact Us Merdin.net v4.6 @ 2010 St. Jude Medical Cardiac Rhythm Management Division

@ Internet | Geschutzter Modus: Aktiv
Figure21 Merlin.Net TXT and PDFCIED ReportExposure Steg
Step 3:Release the block for the data transmission

_ i

Clinic Administration | Reports & Tools | My Preferences | Help | Exit

Here’s a list of recent transmissions. What would you like to do? Recent
-_ Transmissions:
Show: All Transmissions - &
Transmission i 1 See
PDirectTrend™ Viewer
b Transmission details
B Alerts & episodes
B Clinical comments.
P Past transmissions.
Do
BAdd dinical comments.
B Print a transmission
s “acencs P Copy transmission to disk
uk | @] Merlin.net™ P... %%1 P Export to EHR / PC database
ert Episodes
- PSend a DirectCall™
‘Qj https;//demoa6 merlinnet/ G ‘ [ P Archive a transmission
Viikinson, Hunter oot Tmean

3 ypes w/
Warnung - Sicherheit g ﬂiit T@sa?j:s

0 Alert Types w,

0 Alert Types w/
Java hat Anwendungskomponenten entdeckt, % Tt Episodes

die eine Sicherher g
konnten. 0 Alert Types w/
J 0 alert Episodes

0 Alert Types w
Name: saveTransmissionApplet 0 Alert Episodes
0 Alert Types w

i der potenziell unsi i 0 Alert Episoces
Weitere Informationen...

Die Anwendung enthatt sowohl signierten als auch nicht signierten Code.
Wenden Sie sich an den Verkéufer der Anwendung, um sicherzustellen, dass
der Code nicht unbefugt geandart wurde.

Total Recent: Transmissions : 23

JUDE MEDICAL

Terms and Conditions | Privacy Policy | Contact Us Merlinines v4.6 © 2010 St. Jude Medical Gardiac Rythm Management Divison

@ Internet | Geschiitzter Modus: Aktiv

Figure22 Merlin.Net TXT and PDFCIED ReportExposure Stefd
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Step 4:Waiting for the completiorof data transmission.

Figure23 Merlin.Net TXT and PDFCIED ReportExposure Steg

Step5:CI ED reportolil mawlup®iumgnafiy Dat a. t xtdarelinthed ECG PD
proposed directory.

Figure24 Merlin.Net TXT and PDFCIED ReportExposure Step
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