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1 PURPOSE 

1.1 SCOPE 

When processing patient data, Security and Privacy are no arguable requirements; no matter 

if the data is biocompatible material, paper based patient records or electronically stored 

patient data. But since the purpose of electronically data is to make access, copy and usage of 

data items easier, especially electronic patient data has to be secured regarding to the state of 

the art. Since the scope of Work package 7 ñContext Awareness and Clinically Useful 

Information Derivationò is especially processing patient data (visualising patient data in Task 

7.1 and patient data analysis in Task 7.2) it is important to secure and control the data and 

access.  

This document describes the achievements in Task 7.3 ñSecurity and Privacy of Context 

Awareness and Clinically Useful Information Derivationò. Within the scope of this task, legal 

requirements and processes together with technical issues and realisations were achieved to 

protect patients and especially their data from illegitimate access. 

1.2 DEFINITIONS AND ACRONYMS 

Table 1 List of Abbreviations and Acronyms 

Abbreviation/ 

Acronym 
DEFINITION 

95/46/EC European Union Data Protection Directive e 

AGES Agentur für Gesundheit und ErnährungsSicherheit GmbH (Austria) 

AMG Arzneimittelgesetz (Austria) 

BASG Bundesamt für Sicherheit im Gesundheitswesen (Austria) 

BDSG Bundesdatenschutz Gesetz (Germany) 

BPPC Basic Patient Privacy Consent 

CDA Clinical Document Architecture 

CIED Cardiovascular Implantable Electronic Device 

CM Care Management 

DMZ DeMilitarized Zone 

DSG 2000 Datenschutzgesetz 2000 (Austria) 

DUA Data Use Agreement  

EDF European Data Format 

EHR Electronic Health Record 

EPAL Enterprise Authorization Language 

HHS United States Department of Health and Human Services (USA) 

HIPAA Health Insurance Portability and Accountability Act (USA) 

HL7 Health Level 7 

IDCO Implantable Device Cardiac Observation 

IETF Internet Engineering Task Force 

IHE Integrating the Healthcare Enterprise 

ISO International Standards Organization 

LAN Local Area Network 

NIH National Institutes of Health (USA) 

NIS Wissenschaftlicher Leitfaden zur Durchführung von Nicht-

interventionellen Studien  in Österreich (Austria) 

http://circ.ahajournals.org/cgi/content/short/121/3/458
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OASIS Organization for the Advancement of Structured Information Standards 

PHI Protected Health Information (USA) 

PHR Personal Health Record 

PIX Patient Identifier Cross-Referencing 

SAML Security Assertion Markup Language 

XACML  eXtensible Access Control Markup Language 

XML  eXtensible Markup Language 

1.3 REMARK 

The Introduction, iCARDEA System architecture and Physical deployment architecture 

where introduced into this document from D5.4.1 and D9.2.1, since these are fundamental 

documents showing the core security mechanisms of iCARDEA and itôs realisation at SALK. 

Therefore Workpackage 7 with the Patient Parameter Monitor and Data Analysis Correlation 

Tool build up on them. 

 

2 Introduction 

Due to the extremely sensitive nature of patient related information, both medical records and 

patientôs context information cannot be disclosed indiscriminately and different healthcare 

providers must have different access rights. The patient should be at the center of this process 

controlling his/her consent.  

Comprehensive identity management, trust and privacy mechanisms are provided through the 

iCARDEA platform based on the EU directives 95/46/EC and 2002/58/EC1 which present the 

general principles of processing of personal data, and in particular Recommendation R(97)5 

of the Council of Europe2 discussing legal protection of medical data collected and processed 

automatically is taken into account while providing the necessary confidentiality and privacy 

mechanisms. 

To provide these confidentiality and privacy mechanisms, a patient controlled, configurable, 

patient context dependent privacy mechanism is developed. Furthermore, a framework for 

establishing trust mechanisms among the actors involved is provided based on advanced 

identity management mechanisms. Indeed, a very important part of enforcing patient consent 

is to be able to identify the functional role of the party trying to access the patient 

information. Currently there are access control mechanisms used for this purpose within a 

single organization. However, for its dynamic and distributed environment, new tools 

empowering the patient to decide what specific types of his/her context and clinical 

information can be provided to which entities involved in his/her follow-up is provided. 

OASIS Extensible Access Control Markup Language (XACML) for access control is used to 

implement the patient privacy and security mechanisms. 

The security and privacy of patientôs information depends on different concepts to be 

considered such as identity management, authorization, access control, trust and privacy. 

These concepts are already active research and development areas, especially in the 

eBusiness domain. The major concern in eBusiness applications is the privacy of the 

                                                 
1
 EU Directive 95/46/EC (http://europa.eu.int/com-m/internal_market/privacy/law_en.htm), Supplementary 

Directive 2002/58/EC 

http://europa.eu.int/information_society/topics/ecomm/useful_information/library/legislation/index_en. htm 
2
 Council Of Europe ï Committee of Ministers, Recommendation No. R(97)5 of The Committee Of Ministers to 

Member States on the Protection Of Medical Data, Council of Europe Publishing, Strasbourg, 12 February 1997 

http://europa.eu.int/com-m/internal_market/privacy/law_en.htm
http://europa.eu.int/information_society/topics/ecomm/useful_information/library/legislation/index_en.%20htm
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customers. In addition, in the healthcare domain the problem is extended to providing the 

privacy of the EHRs to be accessed. 

For the federated identity management, in 1999, Microsoft introduced Microsoft Passport 

system, which provides single sign-on for web sites. Then, in 2001, Liberty Alliance Project3 

was initiated, which broadens the focus of identity management with attribute federation and 

identity provisioning between multiple service providers. Microsoft has also initiated a new 

project called ñTrustBridgeò in 2002 in order to provide federation in identity management. 

However, not much development has been achieved until now. OASIS Security Services 

Committee has published Security Assertion Markup Language (SAML)
4
 V2.0 with the 

contributions of Liberty Alliance and Shibboleth initiatives.  

Related to the authorization and access control, OASIS XACML
5
 standard and IBM 

Enterprise Authorization Language (EPAL)
6
 are the two major industry specifications. Both 

EPAL and XACML share an abstract model for policy enforcement defined by the IETF and 

ISO. XACML provides more features like combining the result of multiple policies, ability to 

reference other policies, ability to return separate results for each node when access to a 

hierarchical resource (fine-grained access control), and support for attribute values those are 

instances of XML schema elements, which are needed for constructing complex policies.  

Today the healthcare sector is still using paper based consents usually within a single 

organisation with very limited patient control. For EHR sharing, the networked health 

information systems or individual healthcare enterprises mostly use the opt-in/opt-out model 

which either deny the sharing of all records with outside or allows all accesses. The IHE 

initiative published a profile in 2006, Basic Patient Privacy Consent (BPPC)
7
, which provides 

more choices to patients regarding the sharing of EHR data in IHE document sharing 

platform. 

Since the healthcare domain presents new research problems to the identity management and 

privacy issues. Identity Management solutions have not been deployed in healthcare networks 

yet. Todayôs healthcare networks generally assume a transitive trust model that is ñif I trust 

the Healthcare Institute A, I also trust the employees of Healthcare Institute Aò. However, 

this strong trust relationship may cause privacy leakages.  

For the authorization and access control, XACML seems to be the best candidate for defining 

policies. Healthcare data may not be under the control of a single party, and thus privacy 

policies of different issuers; policies of legal entities, policies of healthcare enterprises, and 

patient consent policies need to be taken into account. There could be conflicts among these 

privacy policies. Some research by University of Milano
8
, by IBM T.J. Watson Research 

Center
9
 has been performed on this issue; however, there is no practical application so it is 

still largely an open research problem. 

In the BPPC profile published by IHE initiative, the patient can choose the policies defined 

by the legal entity representing the health information network, not able to define its own 

consent or further restrictions. In addition, the profile does not define the policy structure how 

the access control is applied.  

Related with security and privacy, iCARDEA project addresses challenges, including 

defining fine-grained document sensitivity levels and functional roles for healthcare providers 

                                                 
3
 http://www.projectliberty.org/ 

4
 http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security 

5
 http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=xacml 

6
 http://www.zurich.ibm.com/security/enterprise-privacy/epal/ 

7
http://www.ihe.net/Technical_Framework/upload/IHE_PCC_TF_BPPC_Basic_Patient_Privacy_Consents_200

60810.pdf 
8
 ñAn Algebra of Composing Access Control Policiesò, P. Bonati, S. Vimercati, P. Samarati, ACM Trans. on 

Information and System Security, 5(1):1--35, 2002. http://citeseer.ist.psu.edu/bonatti02algebra.html     
9
 ñResolving Constraint Conflictsò, T. Jaeger, R. Sailer, X. Zhang  
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as the basis of patient-controlled attributes in privacy consents; enforcing patient requested 

obligations for privacy consents; handling patient and healthcare provider context; assessing 

risks and damages through the novel federated audit mechanisms; establishing trust among 

the actors and all the involved interoperability problems.  

2.1 ICARDEA SYSTEM ARCHITECTURE 

The iCARDEA system aims to automate and personalize the follow-up of cardiac arrhythmia 

patients with implanted CIED devices with computer interpretable clinical guideline models 

using standard device interfaces and integrating patient EHRs. Figure 1 shows the overall 

architecture and the environment in which iCARDEA needs to provide interoperation 

services. 

The tools developed in Workpackage 7, called the Patient Parameter Monitor (PPM) in Task 

7.1 and the Data Analysis and Correlation Tool (DACT) in Task 7.2 are intended to provide 

the Healthcare Actors an integrated view of all available patient related information, 

including patterns based on historical patient cases. Since this is one main point to access the 

patient data, there has to be arrangements to ensure the privacy of the data. For the creation of 

pattern, historical cases have to be analyzed by specialists, who are normally not allowed to 

access patient specific data using separate medical knowledgebases (see Figure 19). 

Therefore privacy and security mechanisms have to be provided at two stages: At the 

iCARDEA system itself which is installed at the hospital and also at the infrastructure of the 

data analysis process which may be located at an external datacenter.  

 

The major components of the iCARDEA system, in which PPM and DACT are integrated, 

are as follows: 

- Personalized Adaptive Care Planner for the CIED Recipients: In the iCARDEA 

project, the personalized follow-up of CIED patients is coordinated through a ñcare 

planò which is an executable definition of computer interpretable clinical guideline 

models. The care plans are represented in GLIF, and the Care Plan Engine is capable 

of semi-automatically executing the care plan by processing its machine processable 

definition. The control flow of the care plan is dynamically adapted based on the 

patientôs context derived from the data coming from CIEDs and the medical context 

obtained from the EHRs. Through a graphical monitoring tool, the physicians are 

allowed to follow the execution of the care plan in detail, and coordinate the flow of 

actions when consultations to physicians are required. Also the Adaptive Care Planner 

provides a central CaremanagementDB, where patient related data is stored collected 

from the different components.  

- The CIED Data Exposure Module uses ñIHE Implantable Device Cardiac Observation 
Profile (IDCO)" to expose the CIED data from different vendors in a machine 

processable format to be used in the care plan of the patients and for the presentation 

of patient data at the PPM. For this, it has a component that allows accessing the 

CIED Portal of the vendor and triggers the CIED data export automatically from the 

CIED Data Center (periodically every x hours or each morning at a defined time).It 

extracts the CIED data from vendor specific formats and the Data Translation Service 

sub-system creates a valid IHE IDCO format (HL7 v2.5 ORU Message) and makes 

the CIED data available to the iCARDEA Adaptive Care Planner through PCD-09 

Send Observation message.  

- EHR Interoperability Infrastructure: To execute the clinical guidelines and to provide 

the health care actor with complete patient information, it is also necessary to have 

access to medical history of the patients in the EHR systems. Considering that there 
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are very many EHR systems with proprietary interfaces, in iCARDEA, ñIHE Care 

Management (CM) Profileò is used. In our system, the proprietary hospital 

information systems export ñDischarge Summaryò and also ñLaboratory Report 

Summaryò CDA documents in conformance to IHE CDA Document templates
10

 to an 

EHR Server which is implemented as an IHE XDS Repository
11

. This EHR Server 

also acts as a ñClinical Data Sourceò by implementing the IHE CM Profile. In this 

way, Adaptive Care Manager can subscribe to receive update notifications for the 

clinical data that is necessary to execute the care plans. IHE Care Management Profile 

specifies standard interfaces to extract this data that is needed by the care plans from 

the EHR systems.  

- There is also a Patient Empowerment component that aims to provide active and 

informed involvement of patients in management of their own health. Through the 

web based PHR, patients are able to view their medical history, CIED data, and 

manage their medication summaries, daily nutrition information. 

- The Healthcare Professional is also supported by a single point of information access 

for patient data. This Patient Parameter Monitor (PPM) developed within the Task 

7.1, provides all data collected to one patient from the EHR, PHR or CIED Integration 

via the Adaptive Care Planner Engine to the Healthcare Actor. The PPM contains also 

a link to the Data Analysis and Correlation Tool, where, based on the parameters of a 

patient, statistically valid patterns are provided to the healthcare actors. For creation 

of the patterns, historical cases obtained either from existing clinical knowledge bases 

or from the legacy HIS are stored into a data analysis database. This knowledge base 

is only available to data analysts and possible healthcare actors (See Figure 19 and 

explanations at section 3.1.4).  

 

 

Figure 1 iCARDEA Architecture Overview  

 

                                                 
10

 IHE Care Coordination Framework, Content Modules, 

http://wiki.ihe.net/index.php?title=1.3.6.1.4.1.19376.1.5.3.1.1#Medical_Documents_Specification_1.3.6.1.4.1.1

9376.1.5.3.1.1.1 
11

  IHE Cross Enterprise Document Sharing (XDS) Profile, 

http://www.ihe.net/Technical_Framework/index.cfm#IT 

http://wiki.ihe.net/index.php?title=1.3.6.1.4.1.19376.1.5.3.1.1#Medical_Documents_Specification_1.3.6.1.4.1.19376.1.5.3.1.1.1
http://wiki.ihe.net/index.php?title=1.3.6.1.4.1.19376.1.5.3.1.1#Medical_Documents_Specification_1.3.6.1.4.1.19376.1.5.3.1.1.1
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Clinical practice guidelines present and formalize medical knowledge required for clinical 

decision-making and try to standardize the patient care delivery by guiding the healthcare 

practitioners regarding next actions to be performed. Despite the potential benefits of the 

clinical guidelines, at the moment they are underutilized in clinical practice due to 

interoperability problems of healthcare data sources. iCARDEA exposes healthcare resources 

such as electronic healthcare records (EHR), personal healthcare records (PHR) and CIED 

data of a patient through standard interfaces. Furthermore, the integration problem does not 

occur only between EHR and PHR systems. Care providers may provide care plans using 

different types of codes systems, and these code systems may not be used in patientsô EHR 

and PHR systems.  

EHR includes patient functional status in coded form, which is needed in decision steps of 

clinical guidelines. Current clinical healthcare follow-up systems cannot employ available 

EHR data in their process flows due to the interoperability problems with legacy EHR 

systems.  

The iCARDEA platform provides EHR interoperability so that information about patientsô 

medical history such as history of non-cardiac conditions; more detailed information about 

severity of each condition (e.g., record of prior hospitalizations or specifics of therapy for the 

condition); the medications being taken at the time of spontaneous arrhythmia occurrence or 

the non-cardiac conditions denoting contraindications to the proposed therapies can be 

obtained from the patient EHR data and used in the clinical workflow. One of the major 

challenges to be addressed related with EHR interoperability is the interoperability of the 

code system used (semantic interoperability). iCARDEA Platform provides full 

interoperability between all care plans, EHR and PHR systems. 

While interoperability between all these EHR and PHR systems are provided, security and 

privacy mechanisms are needed for controlling access to data on these PHR and EHRs. One 

of the privacy and security challenges in iCARDEA system is the possibility of the access of 

patient related information is being accessed from unauthorized users on purpose or 

improbable way. For example, finding out that a political person having a disease or reaching 

medical history of a person that does not want her medical history is discovered would be 

unfavourable in both legal and ethical conditions. 

Therefore the iCARDEA Consent Editor, in detail described in deliverable 5.4.1, is used to 

provide a patient centric access control mechanism for PHR users. iCARDEA Consent Editor 

is a compatible tool and can be easily integrated to different PHR systems through its PHR 

interface. Consent Editor produces XACML documents to accommodate the standards and 

uses those documents while generating access decision, hence PHRôs are also able to use 

Consent Editorôs decision making service just by sharing the restriction policies that created 

in XACML standard, without being completely integrated with Consent Editor.   

iCARDEA Consent Manager is also integrated to the Care Management Database System. 

The Care Management Database is the central repository of the Care Plan Engine, the 

PatientParameterMonitor and Data Analysis and Correlation Tool are using this data source. 

The Care Management Database holds the unified information from different data sources of 

iCARDEA system such as PHR, EHR and CIED Data Exposure System. The Care Plan 

Engine, the Patient Parameter Monitoring Tool and the Data Analysis and Correlation Tool 

accesses patient related data from this repository. Consent Manager is integrated to the Care 

Management Database system in order to ensure that the request of accessing patient related 

data stored in this repository should be authorized according to the consent of the patient in 

question. Since the medical knowledge bases contain only anonymized that can not be related 

to an individual patient, these data access is not controlled via the Consent Editor. Access to 
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the medical knowledge base is especially restricted to the data analysts due to legal 

requirements.  
 

2.2 PHYSICAL DEPLOYMENT ARCHITECURE 
 

The iCARDEA Pilot Application will be deployed in a clinical setting by the end-user located 

at the SALK in Austria. Since the tools developed in Work package 7, the Patient Parameter 

Monitor and the Data Analysis and Correlation Tool are using and are integrated into the 

security of this infrastructure; following subsections taken from deliverable 9.2.1 are 

provided, to briefly describe the infrastructure of the deployment architecture at SALK with 

the focus on security and privacy issues and annotated with the security benefits for the 

components. 

 

2.2.1 Requirements 

 

The Pilot Application is deployed at the SALK in Salzburg. Hence, if the following 

descriptions refer to a hospital it refers to SALK, if the following descriptions refer to 

physicians and nurses, it refers to employees of SALK. 

2.2.2 General Requirements 

 The iCARDEA Pilot Application has to be deployed in a separated environment with 

no backflow to the operative SALK IT system.  

 In order to be in accordance with the administrative requirements in the SALK each 

iCARDEA partner who services one of the iCARDEA components in the Pilot 

Application has to fill out the following forms: 

o Antrag IT Fernwartungszugangò (original name), this form is used to 
guarantee remote access allowing updating and maintenance of iCARDEA 

components. Form for requirements for SALK server specifying required 

server details and services (ñSALK Server, Anforderung und Checklisteò) See 

Figure 20 

o Form for a SALK user account including a nondisclosure agreement 

(ñPersonal-datenblatt für externe Personen LKH inkl. 

Verschwiegenheitserklªrungò) See Figure 21 till Figure 24 

o ñAntrag IT Benutzerberechtigungò (original name) this form is used for an IT 
user authorization. See Figure 25 and Figure 26 

 Building DMZ (demilitarized zone) for server in which software will be installed. The 

purpose of a DMZ is to add an additional layer of security to SALK local area 

network (LAN). 

By these steps it is ensured, that first of all no data manipulation to the patient data in the 

clinical use can be done by any iCARDEA component and also that every user of iCARDEA 

is legal authorized to access the iCARDEA own server at the hospital. Using the iCARDEA 

server at the DMZ also ensures that no unauthorized access to the SALK internal LAN can be 

done by any iCARDEA user or System.  

Therefore the DMZ Design is as follows: 

In the current deployment architecture we specify one iCARDEA Server located in the SALK 

Network (LAN). Due to access restriction to the SALK LAN, we may need a server 

infrastructure in a DMZ. This Network topology design is shown in Figure 2. 
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This means: the iCARDEA components that may be accessible from the Internet must run on 

the server in the DMZ, same for components that fetches data from the external servers.  

 

SALK LANSALK DMZ

iCARDEA Server

HIS System

Firewall BMedtronic Server

St. Jude Medical

 Server

PHR Server

SALK Server

Router Firewall A

 

Figure 2 DMZ with double firewalls  

 

 

The purpose of a DMZ (Demilitarized Zone) is to add an additional layer of security to 

SALK internal Internet. The Network topology design is shown as figure. 

 

Normally a DMZ access and control strategy shown in the figure will allow following actions 

and connections: 

 SALK LAN could not directly access external internet, often only web access is 

allowed via proxy server 

 SALK LAN could access DMZ using dedicated tcp ports, often only from dedicated 

servers. (SALK Server for example)  

 External internet could not access SALK LAN 

 External internet could access DMZ using dedicated port and services 

 DMZ could not access SALK LAN 

 DMZ could access external internet, may be restricted to dedicated ports and servers 

(Server A for example) 

 

Note: All Services on the iCARDEA Server are only accessible from the SALK LAN. 

As stated, this configuration ensures that only by SALK authenticated processes can reach the 

SALK Internal Network. This also ensures that no data can be send accidently to the SALK 

HIS, which is also a requirement at the Data Interoperability 

 Real-time patient data must be available if needed for the iCARDEA Pilot 

Application. This includes CIED data, medication, lab results and symptoms. This 

information is for read-only purpose. No patient data modified by iCARDEA will be 

stored in the SALK HIS. 

Even if the data is read only, there are strict Security & Privacy Issues required  

 The patientôs privacy must be ensured by an iCARDEA security concept including 

security aspects such as roles, access, integrity, availability and authenticity. 

Additionally, it must be ensured that no patient data will leave the SALK. 

The access of data within the iCARDEA Pilot Application has to be logged completely 

(auditing) in order to ensure traceability. This strongly effects the Patient Parameter Monitor, 

since every access of patient data via PPM has to be controlled and logged. But as the access 
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is only available to authenticated users from inside the SALK environment, the access is 

traceable and the amount of accessible patient data also .controlled via the Consent Editor 

System  

 

2.2.3 Components of the Deployment Architecture 

In this section all components and the security and privacy aspects are briefly presented.  

2.2.3.1 Description of Components 

 

Figure 3 iCARDEA Deployment Architecture 

 

Basically, SALK communication to and from sub systems is done only via a communication 

system (see ñcommunication systemò in Figure 3). This ensures flexibility and decoupled 

arrangement. The communication system aims to filter, duplicate, modify and forward data. 

This SALK concept will also be used for iCARDEA. iCARDEA will receive server context 

data only via the communication system by the iCARDEA HL7 / EDF  receiver. The 

ñAutomated data transfer in server contextò (visible in Figure 1) refers to communication 

without user interaction. This contains automated transmitted lab findings; data from other 
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sub systems and electronically reports from the HIS. The component ñOther systemsò 

(seeFigure 3) represents existing systems, which would possibly provide data of interests for 

iCARDEA such as data from a cathlab management system. Data can also be imported into 

iCARDEA based on specific forms for iCARDEA or by using the HL7 / EDF receiver file 

share (e.g. for uploading a medical report as a PDF files). This has to be done manually by 

SALK. A detailed component list is provided below: 

 

Filterlist (list of patients in iCARDEA)  ï the list of iCARDEA patients is exported daily to 

a file share located on the iCARDEA server. The SALK communication system fetches this 

list from the share (HL7 forwarder). The list is managed (manually) for iCARDEA by SALK 

and ensures, that only data of patients in iCARDEA is processed.  

 

HL7 forwarder  ï The HL7 forwarder is an extension of the communication system from 

SALK. HL7 messages from the lab and the ORBIS system (HIS) are forwarded to the 

iCARDEA server HL7 listener according to the filter list. 

 

EDF forwarder  ï the EDF forwarder is an extension to the electronically report messaging 

system of SALK. EDF messages from ORBIS are forwarded to the iCARDEA server EDF 

file share according to the filter list. 

 

File receiver ï the file receiver is a file share located on the iCARDEA server for exported 

ORBIS documents. This file share is also used for the documents received by the EDF 

forwarder. 

 

EHR Interoperability Frame work  - The EHR Interoperability Framework is a set of com-

ponents that communicate with the ñLegacy EHR systemò so that the rest of platform has 

access to the clinical health records of the patients that are stored and maintained by HIS. It 

consists of the following components: 

 XDS Registry/Repository: Stores the CDA documents into the XDS Repository and 

keeps information about those documents into the XDS Registry. Adaptive Care 

Planner sends a ñsubscriptionò message (PCC-09) once declaring the interest in the 

clinical status of a specific patient. The XDS Registry is then obliged to send update 

messages (PCC-10) whenever the patientôs health record has been changed by the 

submission of new documents. 

 Patient Index: Maps the id that identifies the patient within the HIS into the protocol 

id that is the patientôs identifier within iCARDEA. 

 

The Adaptive Care Planner communicates with the XDS component of EHR Interoperability 

Framework for two purposes: First of all to retrieve a list of Patients listed in SALK system, 

so the selected patients can be included in iCARDEA Remote Monitoring Program, and also 

the list of healthcare Professionals who are actively involved in the remote programming 

program, so that they can be added as authorized personnel to monitor the respective care 

plans and to use the Patient Parameter Monitor and Data Analysis and Correlation 

functionality. Secondly, the EHRs collected from the SALK HIS System are registered by the 

HL7/EDF receiver to the XDS repository as coded CDA documents, and the EHR 

Interoperability System processes these CDA documents to feed the Adaptive Care Planner 

by the most recent updates about the previously subscribed clinical data. The Care Planner 

also communicates with the CIED Information System to collect the most recent CIED data 

of the patient. Finally Care Planner communicates with the PHR Server to collect the most 

recent PHR data of the patient. Adaptive Care Planner has a Web based interface, which 
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could be accessed only by authorized SALK personnel within SALK, to define care plans, 

assign care plans to the patients and monitor executing care plans. The Adaptive Care Planner 

hosts a Care Management database, where the most recent EHR, PHR and CIED data of the 

patient is maintained. This database is served to Patient Parameter Monitoring Tool, based on 

patientôs given consent. In other words, only authorized patient data will be available to the 

authorized Physicians using the Patient Parameter Monitoring Tool. 

 

CIED Information System has been installed in DMZ and communicates with with: 

1. CIED manufactures server (Merlin.Net for St. Jude Medtronic and CareLink for Med-

tronic) via Web Download interfaces;  

2. PIX Manager which is in the EHR Interoperability System in order to realize the 

consistency for the patients identifier;  

3. Care Planner Engine to transmit the parsed HL7v2.5 ORU message. 

 

The whole view of CIED Information System in SALK server is as shown in Figure 4, taken 

from deliverable 6.1.1. 

By CareLink from Medtronic, all CIED data will be downloaded from the Webpage and 

stored as PDF format. This avoids complex configuration and firewall problem, and therefore 

used as current solution. The other solution would be retrieving the data via CSG (Connected 

Systems Gateway provided by Medtronic) 

By merlin.Net from St.Jude Medical, CIED data will be supplied by HL7 message or TXT 

and PDF mixed package report. Currently announced HL7 message is still not available and 

facing possible firewall problem. So TXT and PDF mixed report are retrieved as original 

CIED report. For details on this processes see Deliverable 6.1.1 
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Figure 4 CIED Infrastructure  

 

The iCARDEA Patient Parameter Monitor and iCARDEA Data Analysis and Correlation 

Tool are also hosted at the iCARDEA Server. They communicate with the iCARDEA 

Careplaner and the CaremangementDB to obtain the data of the iCARDEA patients. The 

communication is done by a direct JDBC connection for Data Analysis purposes as well as an 

API-interface for Patient Parameter Monitor. The Data Analysis component also has an own 

database to store pattern relevant data and historical cases. Since both components are End 

User Tools there is direct communication with the healthcare actors.  
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2.2.3.2 Privacy & Security Issues 

 

For the security of the infrastructure the IHE Audit Trail and Node Authentication (ATNA) 

Profile is used. The ATNA Profile provide authentication of systems, confidentiality and 

integrity of transferred data and audit ability of the actions performed. For the privacy of the 

patients, on the other hand, the patients are allowed to define their consents through 

iCARDEA Consent Manager. Although the Consent Manager is a part of PHR Component, 

the consent rules generated by the Consent Manager are stored in XACML (OASIS 

eXtensible Access Control Markup Language ) standard format which allows the rules to be 

used in other systems as well. In the whole iCARDEA system, before accessing patient data, 

the components apply the Consent Manager to obtain grant. The Care Management Database 

which is opened to Care Plan Engine, Patient Parameter Monitoring Tool and DACT, is also 

integrated with Consent Manager, i.e. only authorized physicians can access to the allowed 

set of patient data that is specified by the patient consent.   

 

The PHRS system uses the Consent manager functionality to validate actor actions. The 

security constrains can be applied in a transparent way over all the business actions.  

The PHRS system extends the security model provided by the Consent Manager with a 

hierarchical structure able to model actors, roles, group, etc. This solution can also provide 

interoperability with other security solutions.. 
 

3 Knowledge Bases for Data Analysis 

Since the data analysis at iCARDEA requires knowledge bases consisting of historical patient 

cases this means analyzing sensitive data. Since the data integration framework of iCARDEA 

will be in place at the end of the project and so the central Caremanagement DB couldnôt be 

used, a separate knowledge base had to be built. This knowledge base and the generation of 

patterns is outside the core iCARDEA system installed at hospitals. For building a knowledge 

base for data analysis purposes, there are two options. First, getting access to an existing 

knowledgebase or secondly, building a separate dedicated knowledgebase with respect to the 

analysis requirements. For iCARDEA both options where taken. For the existing historical 

case base MIMIC II Clinical Database was obtained from Physionet located at the United 

States of America and for producing useful patterns for the evaluation at Austria at SALK 

hospital, historical cases from their HIS were extracted and stored in a separate 

knowledgebase.  

 

This section provides information about the legal regulations and processes to obtain both 

data sets and tries to summarize them into a step by step process for getting data access in 

future cases.  

3.1 ACCESS TO EXISTING RESEARCH KNOWLEDGE BASE 
MIMIC II 

For data analysis at iCARDEA first a review on existing data bases was done. In the initial 

analysis, no readily available database was found suiting the technical requirements of 

iCARDEA and the healthcare actorôs needs at Austria. For this reason, we have extracted 

historical cases of previous CIED patients from SALK and performed initial data analysis on 

this data set. As a result of the first iCARDEA Review meeting, our reviewers requested us to 

extend the datasets used by the data analysis task, by making use of existing knowledge 
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bases. For this reason, we further did a survey with lowered requirements, and found MIMIC 

II database provided by Phyisionet located at the United States of America. Although this 

dataset is not specialized to ICD or CIED patients, we will make use of this external 

knowledgebase to extract patterns for cardiac patients that have no special references to ICD 

or CIED.   

 

After choosing the database based on technical review, it had to be clarified, if the database is 

available to the iCARDEA project and especially data analysis at Germany. Since the project 

website
12

 contained no other saying information, access to the PhysionNetWorks had to be 

requested.  

 

3.1.1 Access to PhysioNetWorks 

When a request to access to PhysioNetWorks is issued, an initial set of legal agreements had 

to be signed which are the following, taken from their website
13

 

By using PhysioNetWorks, you agree that:  

 You will not use it to post or copy anything that you do not have permission to copy 

and redistribute.  

 You will maintain up-to-date copies of anything you deposit here, to be used in the 

event of data loss from your PhysioNetWorks workspace.  

 You will not allow anyone else to use your personal PhysioNetWorks account.  

Point one and three of this agreements ensures, that users are not redistributing the content 

of Physionet or are allowing uncertified users access to the Physionet content. For the 

access to MIMIC II an special request has to be sent to PhysioNet, where experts audit the 

correctness of the application. 

3.1.2 Access to MIMIC 2 Clinical Database 

After the creation of a PhysioNetWorks login, another access has to be requested for the 

clinical database
14

. Since the contents of the MIMIC II Clinical Database were derived from 

original data that contained protected health information (PHI), as defined by HIPAA. The 

providers of the data have given scrupulous attention to the task of locating and removing all 

PHI, so that the remaining data can be considered de-identified and therefore not subject to 

the HIPAA Privacy Rule restrictions on sharing PHI. Nevertheless, because of the richness 

and detail of the database, it will be released only to legitimate researchers under the terms 

and conditions described on this page. ñThis pageò refers to the following paragraphs. 

As stated at this section, USA legal regulations have to be fulfilled to access the data and an 

application has to be send to Physionet. The instructions for getting access are as follows: 

1. Complete a training program in protecting human research participants, such as 

http://phrp.nihtraining.com/ developed by the NIH Office of Extramural Research. 

This on-line course is free and can be completed in about 3 hours. You need not be a 

                                                 
12

 http://physionet.org/mimic2/mimic2_access.shtml 
13

 https://physionet.org/pnw/login 
14

 https://physionet.org/works/MIMICIIClinicalDatabase/access.shtml 
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US citizen or resident to complete it. Another on-line training program used by many 

organizations (including the NIH internally) is the CITI course for Biomedical 

Research Investigators, which is free to researchers based outside the US, as well as 

to US-based affiliates of CITI member institutions. (Note: CITI offers many courses; 

be sure to choose the Biomedical Research Investigators course if you take a CITI 

course.) To finish either course, you must pass a short quiz, after which you will 

receive a completion certificate by email. Send a copy of this certificate to us as an 

email attachment together with your completed data use agreement. If your institution 

offers its own substantially equivalent course and provides a similar completion 

certificate, you may substitute that course and certificate.  

2. Read the terms of the agreement carefully and click on "I agree" if you agree and 

wish to continue, or on "I do not agree" otherwise.  

3. If you click on "I agree":  

a. A copy of the data use agreement (DUA) containing the terms below will be 

sent to your email address.  

b. When you receive it, read it carefully, and fill in the information requested.  

c. Send the completed DUA and your training course certificate to the address 

specified on the form. Applications that are missing required information, 

or that are not accompanied by a certificate of completion of a suitable 

human studies training course, will be returned; avoid delay by filling in 

the blanks and returning the completed agreement in the body of your e-

mail message, supplying the required certificate as a PDF attachment. 
Save a copy for your records.  

d. If your application is approved, you will receive instructions by email for 

obtaining access to MIMIC II. Note that all applications are reviewed and 

approval may require a few days.  

4. If you click on "I do not agree", your browser returns to the PhysioNet home page 

without requesting a DUA.  

After clarifying that these requirements can be agreed on by a German Institute, all persons 

who want to have access to the MIMIC II data had to do an online training on protecting 

human research participants. Since OFFIS as data analysis and datacenter provider is outside 

the USA it was decided to make the NHI certificate mentioned at point 1, even if all members 

of iCARDEA were trained at Hamburg meeting by the iCARDEA Ethics Committee. Also, 

although the researcher at OFFIS has a German university degree on privacy law, it was still 

decided to take the certificate exam, since itôs always problematic to interchange legal 

agreements with parties from other countries.  

3.1.3 NIH Certificate for protecting human research participants 

The NIH certificate provided a broad view on the privacy understanding at the USA. These 

were on the one side the history, process and obligations to protect patients and on the other 

site regulations, enabling researchers to  

 Describe the history and importance of human subjects protections 

 Identify research activities that involve human subjects 

 Discover the risks a research project might pose to participants 

 Understand how to minimize the risks posed by a research project 

 Describe additional protections needed for vulnerable populations 

 Understand additional issues that should be considered for international research 

https://www.citiprogram.org/
https://www.citiprogram.org/
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 Describe appropriate procedures for recruiting research participants and obtaining 

informed consent 

 Identify the different committees that monitor human subjects protections 

 Understand the importance of study design in the protection of research 

 

The training includes also two legal regulations of the USA, which are applicable. These are  

 The Belmont Report ï Ethical Principles and Guidelines for the Protection of Human 

Subjects of Research (http://ohsr.od.nih.gov/guidelines/belmont.html)   

 HHS Regulations for the Protection of Human Subjects, 45 CFR 46 

(http://www.hhs.gov/ohrp/humansubjects/guidance/45cfr46.html) 

 

Especially the U.S. Department of Health and Human Services (HHS) provides legal 

requirements to be obtained, The HHS Regulations ï Protection of Human Subjects. The 

ethical principles for research involving human subjects described in the Belmont Report are 

codified in the Code of Federal Regulations, 45 CFR 46 

(http://www.hhs.gov/ohrp/humansubjects/guidance/45cfr46.html). The NIH follows all 

Subparts of the HHS regulations: 

 Subpart A 

(http://www.hhs.gov/ohrp/humansubjects/guidance/45cfr46.html#subparta) 

o Basic HHS Policy for Protection of Human Research Subjects 

 Subpart B 

(http://www.hhs.gov/ohrp/humansubjects/guidance/45cfr46.html#subpartb) 

o Additional Protections for Pregnant Women, Human Fetuses and Neonates 

Involved in Research 

 Subpart C 

(http://www.hhs.gov/ohrp/humansubjects/guidance/45cfr46.html#subpartc) 

o Additional Protections Pertaining to Biomedical and Behavioral Research 

Involving Prisoners as Subjects 

 Subpart D 

(http://www.hhs.gov/ohrp/humansubjects/guidance/45cfr46.html#subpartd) 

o Additional Protections for Children Involved as Subjects in Research 

 Subpart E 

(http://www.hhs.gov/ohrp/humansubjects/guidance/45cfr46.html#subparte) 

Registration of Institutional Review Boards (effective July 14, 2009) 

 

The legal agreements are not suitable for application at iCARDEA because the main part 

describes the process and requirements on obtaining data from individuals and how to 

choose the patients for a medical survey. Since the MIMIC II data is already collected and 

anonymized this has no effect on the iCARDEA process.  

Important for iCARDEA is the part ñPrivacy and Confidentialityò which means that  

Investigators are responsible for  

 Protecting privacy of individuals  

 Confidentiality of data 

 

Here Privacy means being ñfree from unsanctioned intrusion.ò and Confidentiality 

means holding secret all information relating to an individual, unless the individual gives 

consent permitting disclosure.  
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These terms are applicable since the data obtained from MIMIC II could under some 

circumstances hold information leading to individuals. So the conclusion is to secure and 

limit the access to the data and use encryption and password for all kinds of access.  

 

 

Figure 5 Certificate of NIH ethical training  

After clarifying that iCARDEA project is consistent with the needs of NIH requirements 

and the test certificate was obtained, an access request for MIMIC II Clinical Database 

was sent.  

This holds a legal agreement with the following terms. Since the grant of access is 

limited to one individual applicant, first person form is used in the agreement: 

1. I will not attempt to identify any individual referenced in restricted data from 

PhysioNet.  

2. I will exercise all reasonable and prudent care to avoid disclosure of the identity of 

any individual referenced in restricted data from PhysioNet in any publication or 

other communication.  

3. I will not share access to restricted data from PhysioNet with anyone else.  

4. I will exercise all reasonable and prudent care to maintain the physical and 

electronic security of restricted data from PhysioNet.  

5. If I find information within restricted data from PhysioNet that I believe might permit 

identification of any individual, I will report the location of this information promptly 

by email to mimic-support@physionet.org, citing the location of the specific 

information in question so that it can be investigated and removed if necessary.  

6. I have requested access to restricted data from PhysioNet for the sole purpose of 

lawful use in scientific research, and I will use my privilege of access, if it is granted, 

for this purpose and no other.  

7. I have completed a training program in human research subjects protections and I am 

submitting proof of having done so.  

8. This agreement may be terminated by either party at any time, but my obligations 

with respect to restricted data from PhysioNet shall continue after termination.  
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This has the most important restrictions for using MIMIC II and inherits especially that the 

data will not be accessible to any other person and that all results will be surely checked 

for potential risks of identifying individuals. This includes also securing the databases and all 

communication to the data. This agreement had to be accepted twice: One time on the 

website and also as part of a second e-mail holding personal, professional and purpose 

information of the access request.  

 

Figure 6 MIMICC II Access Request Page 1 
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Figure 7 MIMICC II Access Request Page 2 

 

This request form together with the certificate were checked manually by responsible 

members at Physionet. After several days of investigation an approval was provided which 

allowed to access and download the Physionet MIMIC II Clinical Database. 

 

3.1.4 Summary for iCARDEA 

The MIMIC II can be used to produce patterns in the project of iCARDEA. The found 

patterns can be provided to the partners and the public, if it is ensured, that they donôt contain 

information leading to an individual. The MIMIC II data itself canôt be shown to other people 

of the project or any other one, until these have their own MIMIC II access including a USA 

Certificate on protecting human research participants.  

Since no one else is allowed to use the data, it is stored at strongly encrypted truecrypt 

devices with 256 bit AES encryption and password protection. The databases are not 

accessible from other remote computers and the logins are secured.  

3.2 BUILDING A SEPERATE KNOWLEDGEBASE FOR DATA 
ANALYSIS 

For iCARDEA the first choice was to build a dedicated separate knowledge base consisting 

of historical medical data of patients from the Hospital, SALK in our case, where the patterns 

should be used during the evaluation.  

3.2.1 Legal regulations for analyzing medical data at Germany  

Since the data analysis should take place at the data analysis specialist datacenter outside the 

hospital, the country specific legal regulations has to be fulfilled. For iCARDEA OFFIS is the 

data analysis provider, located at Germany. This means that the German legal regulations for 

analyzing medical patient data have to be attended. These are coded at the 

BundesDatenSchutzGesetz (BDSG, the Federal Data Protection Act of Germany). The BDSG 

defines three kinds of personal data to protect: Individual data, pseudomized data without 

direct linkage to an individual and anonymized data without any linkage to a private person. 

Also there are special kinds of data with higher protection. Medical data is prohibited to be 

analyzed, except if there is another law allowing such data analysis. The BDSG itself states 

some allowance: Using Medical data is allowed for scientific research, if it is only done for 

another company who ownes the data and are allowed to analyze or if the data is 

anonymized.  

 

For iCARDEA all three allowance are applicable:  

 The patient data should be analyzed within a research project 

 The data is obtained from, and the patterns provided to the SALK Hospital at Austria, 

who owns the data and is also a ñsecure harbourò for data since it is also member of 

the European Union 
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 For the generation of patterns anonymized data is sufficient, since not the individual 

but the cohort holds the interesting patterns.  

 

For the technical infrastructure and processing of data, the BDSG requires the terms of data 

reduction and data economy (do not store more personal information then you need and try to 

use anonymized or pseudonymized data). Also the systems have to be secured that no access 

from unregistered persons can occur. This is ensured by using a protected infrastructure and 

access mechanism. 

After this general statement, that OFFIS is able to analyze patient data, the process of 

gathering data from the hospital is started.  

 

This consisted of asking the healthcare actors what kind of data analysis / answers / patterns 

they want and which data they think is useful for analysis. After this, the IT-department has 

to be questioned for the electronic availability of the data. After the available and useful data 

was identified, the minimal dataset is (due to the requirement of data reduction) needed to be 

identified without lowering the amount of useful information.  

This resulted in the definition of the required data set. As an important fact, no individual 

data is required for producing patterns. That means that the data can be nearly anonymized. 

The individual information about Name, address, insurance number, etc. could be dropped 

and only age and gender of the patient was requested.  

 

3.2.2 Legal regulations for analyzing medical data at Austria 

In preparation for a legal agreement with the partners at Austria, research was done on 

potential Austrian laws affecting the type of agreement. In the Figure 8 till Figure 10 is a 

sample for the preparation done at OFFIS to decide, what options to recommend for an 

agreement. The initial regulations where provided by the partners at SALK: 

 

The structure of such an analysis is usually as follows (English summary of the preperation):  

 

 First identify special or general laws that could be applicable for the requested 

purposes at the country of the partner. In iCARDEA case, these were special 

medication laws and studies laws. These initial information was provided by the 

partners at SALK and then extended. See Figure 8. 

 Then the laws have to be analyzed if they are applicable for the intended project. At 

German and Austrian law this is done by subsumtion: Are the mentioned prerequisites 

fulfilled by the intended project. For iCARDEA this was done, for example if there 

are drug studies or direct interactions with the patients for data analysis. Since this 

isnôt the case, the laws werenôt applicable in OFFISôs opinion 

 Then the general privacy law was analyzed. As at the German privacy law, there are 

lower requirements for de-identified data with respect to security and privacy. Also 

since German and Austrian law are following EC directives, the data interchange 

between the countries could be established. 

 The last part was an OFFIS summary about the legally allowed kinds of data analysis 

in Austrian laws. For iCARDEA this consists of the ideas of performing the data 

analysis as contractor for SALK. By this, the data would always be controlled and 

owned by SALK, even if its send to OFFIS at Germany. Another point was, that the 

NDA of the iCARDEA Consortium agreement isnôt strict enough to use it as NDA for 

the data exchange between SALK and OFFIS. See Figure 10. 
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Figure 8 OFFIS research on Austrian privacy  law - page 1 
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Figure 9 OFFIS research on Austrian privacy  law - page 2 
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Figure 10 OFFIS research on Austrian privacy  law - page 3 
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For iCARDEA the result of this process was that OFFIS ï Germany and SALK-Austria had 

to create an additional contract, defining the rights and obligations for using the historical 

medical data from SALK.  

 

3.2.3 Agreement between OFFIS and SALK 

The following agreement was established between OFFIS and SALK. The structure is as 

follows and can be used as template for further agreements between German speaking parties. 

OFFIS and its employees are called ñData Analystò and SALK and its employees are referred 

as ñHospitalò. The preparation of the contract could be done, because OFFIS and also SALK 

had legal departments and trained employees, roughly knowing the other similar law system. 

Otherwise law firms specialized in both law systems have to be involved. 

 

Main points of the agreement can be summarized as follows: 

 The introduction consisting of the purpose of data analysis and why we want to do 

data analysis. See Figure 11 

 A list of the data to be analysed, called ñleft dataò. Only this data is covered by the 
contract. If data items are added, a new contract has to be agreed. See Figure 11 

 The agreement that the hospital provides preanonymized data to the data analysis 

provider. See Figure 12 

 Point 1: All Data Analysts has to sign a NDA or following such and all data has to be 

treated highly confidential and private. See Figure 12 

 Point 2 Data Analysts will use the left data only for iCARDEA and the stated purpose. 

Every other usage is prohibited. See Figure 12 

 Point 3: Data Analysts are allowed to share analysis results of the left data with 

partners of iCARDEA and EU Commission, since security and privacy is ensured. 

Before doing so, the hospital has two weeks to disagree on the publishing, but only 

with solid reason. See Figure 12 

 Point 4: If results should be published to the public, the regulations of the Consortium 

Agreement are valid. In addition to the NDA part of the Consortium Agreement, 

OFFIS ensures that the published results doesnôt contain any information leading to 

individuals. See Figure 12 

 Point 5: Data Analysts declare to have signed a NDA or following such. All data 

Analysts declare, that the NDA is also valid after they leave the Data Analysts firm. 

See Figure 12 

 Point 6: Data Analysts declare to follow the security and privacy requirements of the 

Austrian privacy law, provided at the appendix of the agreement. This includes 

especially the technical and organisational security arrangements. The level of 

arrangements is related to the kind of data. See Figure 12 

 Point 7: Data Analysts declare to destroy or give back all left data to the hospital after 

iCARDEA is finished. See Figure 12 

 Point 8: All partners declare only to be indictable, if they act grossly negligent. See 

Figure 12 

 Point 9: The law system for the contract is Austrian law, and the Court located at 

Salzburg, home of SALK. See Figure 12 

 Point 10: Changes to the agreement can only be done by an additional written 

contract. See Figure 13 

 Point 11: If one paragraph isnôt valid, the other paragraph are still valid. See Figure 13 

 Appendix: Part of the Austrian privacy law as content of the contract. See Figure 14 
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Figure 11 Agreement of SALK and OFFIS Page 1 ï Purpose and content of data analysis 
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Figure 12 Agreement of SALK and OFFIS Page 2 ï Obligations 
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Figure 13 Agreement of SALK and OFFIS Page 3 ï Obligations and Sign 
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Figure 14 Agreement of SALK and OFFIS Page 4 ï Appendix Part of Austrian Privacy Law 
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3.2.4 Data Secrecy Obligation for employees 

As stated in the previous subsection, the NDA of the consortium agreement isnôt sufficient to 

ensure protection for the patient data. Therefore all members involved at the data analysis had 

to sign a special form on data secrecy. Attached in the Figure 15 till Figure 17 youôll find the 

form in its English version. Every employee with access to the OFFIS network had to sign 

such a form. Additional forms had to be signed to agree not to use / download potential 

dangerous software from the internet or installing private hardware. All this is done to protect 

the OFFIS network to be infected by spyware or allowing other externals to obtain access 

data stored at OFFIS. 

 

The OFFIS Form consist of following main topics 

 

 Statement of the ñObligated Partyò to be informed about the facts of the BDSG 

and to follow them. That the obligations are also valid after the termination of 

duties and / or contractual relationships. And that any violations can result in 

disciplinary or legal punishment actions. See Figure 15 

 The second page consists of the Data Protection Bulletin. These are technical 

restriction like only using trusted data carriers and prohibit of using private DP 

devices at any company environment. This ensures the safety of the company 

network from intruders. See Figure 16. 

 The last paragraph of the second and the third page consists of three paragraphs of 

the BDSG, stating the legal obligations of persons involved in data processing and 

the legal consequences like two years of prison or a fine. See Figure 16 and Figure 

17 
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Figure 15 OFFIS Data Secrecy Obligation for Employees ï Page 1 ï Unlimited legal force 
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Figure 16 Data Secrecy Obligation for Employees ï Page 2 ï Employee Obligations and 

Responsibility 
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Figure 17 Data Secrecy Obligation for Employees ï Page 3 ï Part of BDSG Penalties and Fines 

3.2.5 Summary for building a separate knowledge base of SALK cases 

For iCARDEA an agreement between OFFIS and SALK was obtained, allowing OFFIS to 

analyze historical medical cases which had to be provided by SALK in a pre-anonymized 

form. Since the data origins from a sensitive environment and could contain sensitive 

information, very strict legal regulations were agreed to ensure the safety and privacy of the 

patients. The contract of OFFIS with SALK can be used as a template for further data 

analysis project, where medical data should be analyzed, between an Austrian data provider 

and a German data analysis provider. The contract cannot be used for other domains or 

countries, as law is always country specific and legal regulations has to be checked for each 

individual process.  

3.3 GENERAL LEGAL REMARKS ON BUILDING A SEPERATE 
KNOWLEDGEBASE BASED ON HISTORICAL CASES 

Since building a separate knowledgebase of historical cases  is the best way to produce valid 

and trustful patterns, in this section general remarks are given on the process of obtaining the 

data is presented.  

 

 

3.3.1 The process and its-requirements for establishing iCARDEA Data 
Analysis and Correlation Tool at a hospital 

To establish the process of data analysis at a hospital, following steps have to be performed: 
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 First of all, the electronic available data has to be examined: What are the used 

codings, classifications, medications by agent or brand, patient birth data time format, 

coding of sex, time annotation. 

 For using validated Patterns obtained from external Healthcare Knowledge bases like 

Physionet, the existing Patterns has to be adopted to the used codings, classification 

and also has to be revalidated on the Hospital patients. 

 Therefore, the old anonymized cases of a hospital have to be integrated into a separate 

iCARDEA dedicated healthcare knowledge base. This triggers the requirements of 

checking the legal regulations of the clinic and country, the circumstances of 

documentation and especially the harmonization and standardization of data. This also 

requires providing country or hospital special mapping of data that changed the 

meaning over time. Also the mapping of medication names to agents is country and 

hospital specific. 

 It should be also discussed with the physicians of the hospital, if they want special 

analysis of their patients. If so, the iCARDEA dedicated healthcare knowledge base 

should be possibly enhanced with respect to their needs. Also the pattern generation 

process has to be adapted to the special characteristics of the separate knowledge 

base. 

 Then the analysis infrastructure to import the data into the knowledgebase, the 

construction of analysis metadata and adjustment of parameters has to be done 

according to the data to be used.  

After adapting and / or finding new patterns it has to be ensured that the data of the patterns is 

available to the medical professional, so that related care plans can be defined and executed 

via the Adaptive Care Planner Engine for generation of automatic suggestions. 

 

When defining the dataset to be analyzed, it should always be the minimal data set to obtain 

the wanted results. This requirement origins from the German privacy law and itôs data 

reduction and data economy rule.  

 

3.3.2 Legal and security requirements to consider and clarify with the 
hospital 

Due to the ñDirective 95/46/EC of the European Parliament and of the Council of 24 October 

1995 on the protection of individuals with regard to the processing of personal data and on 

the free movement of such dataò all European countries have to have national specific laws 

prohibiting the access or processing of personal data concerning health [Article 8, Paragraph 

1] National laws should only allow this data to be processed if one of the exceptional 

permission laws of Article 8 are valid. This could be that ñthe data is required for the 

purposes of preventive medicine, medical diagnosis, the provision of care or treatment or the 

management of health-care services, and where those data are processed by a health 

professional subject under national law or rules established by national competent bodies to 

the obligation of professional secrecy or by another person also subject to an equivalent 

obligation of secrecy.ò[Article 8, Paragraph 3]. Since these data protection directive should 

be available at national law of every European country, there has to be research on the local 

privacy laws and which special regulations for usage of patient data are available. An 

overview of the national laws with respect to ñDirective 95/46/ECò is available at the EU . 

But there could be additional special national laws involved like the Arzneitmittelgesetz 

(AMG) at Austria or the Medizinproduktegesetz (MPG) at Germany.  

There are different levels of legal requirements for the data analysis task. For building the 

iCARDEA dedicated medical knowledge base, only nearly anonymized patient data is 
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required. This means that only the year of birth and gender of patientôs personal data is 

needed for data analysis to create new patterns. This should make it easier to obtain a legal 

agreement with the hospital, since anonymized data shall according to the European Directive 

[Article 1, Paragraph 26] not be covered by the data protection. But since the data is property 

of the patients and the hospital, it has to be ensured that patient data does not spread, legal 

agreements are done to ensure, that the anonymization is suitable for the national law, and 

that the data analysis specialists, who works with the data, and their used systems are 

providing sufficient non-disclosure agreements and security standards. These can also have 

restrictions if the knowledge base can leave the hospital or if the data analysis has to be done 

locally at the hospital itself. Also it has to be clarified with national laws, if the 

anonymization as stated at the previous paragraph is sufficient or which additional 

precautions have to be done.  

For the system showing the generated patterns to the physicians based on the patient data 

there should normally be no legal privacy restrictions, since the hospital employees using the 

patient parameter monitor have to be authorized to see the patientôs data. At this point it is 

necessary to mention that suggestion systems at medical systems have to be discussed with 

respect to national laws and ethics. Since iCARDEA is a prototype and not a medical product 

this should be no problem.  

Since the data of patients, even if mainly anonymized, and also the derived patterns are 

normally not covered anymore form national data protection laws, they should not be 

available to persons without the needed legal, ethical or contractual obligations. Therefore all 

access to the electronic available data has to be secured via passwords, encryptions and 

access restrictions. If patterns or single patient data is decided to be privacy safe by an 

authorized person, the security can be voided and patterns published. 

 

3.3.2.1 Requirements of anonymization for medical patient data  

For the data analysis only anonymized patient data is required, due to the fact that not the 

EHRs of the individuals but the EHRs of bulk of patients and their inherent trends are 

important. Since the legal requirements of anonymization depend on national laws and 

established law practice, no ready to use anonymization support can be provided. Normally 

the definition of anonymization consists of the part, that under no circumstances an individual 

person can be linked to anonymized data sets. Since this is very strict, some national laws 

limit the restriction by saying that individuals can only be identified if restricted data is used. 

For example: there is an anonymized patient dataset with the content of three special 

diagnoses, the birth year and the treating hospital. A member of the hospital could use his 

access to the patient database to reidentify the patient using the special diagnosis and birth 

year. But he can only do so, because he has access to the patient data. To avoid this problem 

at iCARDEA the anonymization is done at two steps: For building the proprietary medical 

knowledge base, only the year of birth and the gender are stored as patient data. Medical data 

like diagnosis, medications, implants, month and year of treatments are stored separately. 

This data is anonymized to anyone outside the hospital, since there is no access to the 

hospital systems. Then the data is analyzed. Since weôre only interested in patterns, the idea 

of k-anonymity is used. This means that there should always be a group of k-persons with the 

same dataset that cannot be distinguished . For public presentation these should be at least a k 

of five. But this has to be decided for every case by the owner of the patient data, which is the 

hospital, the data gathered from. 
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3.4 CONCLUSION 

Analyzing medical data is always a threat to security and privacy of patients and their data. 

The legal regulations at Germany, Austria and USA are always very strict for data analysis 

involving individual patient data. But since for data analysis not the EHRs of the individuals 

but the EHRs of bulk of patients and their inherent trends are important, anonymized data can 

be used. This lowers the legal requirements considerably. But since the data can still hold 

personal information that could lead to individuals, all safety and security standards for 

individual data should be considered. This requires NDA of every person involved in the data 

analysis and also strongly restricting the access to the data, the knowledge base and also the 

infrastructure.  

 

4 Design & Implementation Of Security requirements 

The current design of the iCARDEA Patient Parameter Monitor and Data Analysis 

Correlation Tool to ensure security and privacy issues is based on the concept of single sign 

on for the healthcare actors in using the end user tools. For the generation of patterns, as 

different tools are used, different logins are used to ensure only eligible persons can access 

the separate medical knowledge base.  

4.1 PPM AND DACT END USER SINGLE SIGN ON 

PPM and DACT uses single sign on provided by iCARDEA Platform and Consent editor to 

ensure, that only people with sufficient rights can access data. The idea of consent 

management was briefly provided at section 2 and can be found in detail in deliverable 

D5.4.1 ï Patient Consent Management and Security. Since PPM and DACT access the 

patient data via the Care Management  Database System, the section 5.3..2 Integration to 

Care Management Database System is highly relevant. There is stressed, that, as the Care 

Management Database System holds all the medical information about the patients, it can be 

regarded as the most critical part of the iCARDEA system to be secured. The consent 

management facility therefore enables the authorization of the requesting parties, such as the 

healthcare actors using the Careplan Engine or Patient Parameter Monitoring module. The 

main idea to integrate the consent management mechanism to Care Management Database 

system is that before delivering the requested content to the requestor party, the request 

should be authorized according to the consent of the patient in question. 
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Figure 18 Single Sign On infrastructure  

 

At Figure 18 the current state of the Single Sign on Infrastructure is shown. Since the detailed 

work in Deliverable 6.5.1 is still in progress, this section will be updated accordingly when 

the deliverable and the implementation is finished.  

The process from the point of view of a PPM / DACT user is as follows.  

1. An authorized Medical Professional logs in to the iCARDEA Medical Professional 

Portal through its OpenID and click the PPMôs link  

2. PPM / DACT will query the Care Plan DB to retrieve the role of this user 

3. When the user selects a patient (through a Protocol ID), and the EHR/PHR Sections 

s/he wants to view, the PPM / DACT will direct the query to the Care Plan DB, where 

the role of the user, the ProtocolID of the patient and the EHR/PHR Sections s/he 

want to access are specified 

4. Care Plan DB will consult to Consent Manager (who acts as the Policy Decision 

Point), to be able to selectively return the requested information based on patientôs 

consent. 

5. PPM / DACT will log the accesses as an audit record.  

4.2 DATABASES FOR MEDICAL KNOWLEDGE 

The Databases for medical knowledgebases has also to be secured and secured against 

unauthorized acces. Even if its consists only of pre anonymized data, as described at section 

3, it has to be secured against every data leakage, since this was agreed in the legal 

obligations with the data givers of the existing medical database  (MIMIC II) and also the 

clinics own historical data sets.  

Therefore, the database will be used only via encrypted authentication channels from the 

same machine, where the database is running. This means, only users logged in to the 

iCARDEA server can directly access the database and every communication from outside, 

even the SALK systems cannot access the database. Additional, a strict logging is activated, 
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controlling who accessed when from which port with what userID the database and especially 

did what operation on the database. This ensures a total traceability of access to the 

databases. Since there also will be different databases, running on one single database 

management system, user access will be strictly limited to the different databases based on a 

login role system.  
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Figure 19 Overview about the Security Concept for Medical Knowledge Databases 

 

For the raw data of the medical datasets (MIMIC II and SALK historical cases) secure 

exchange is also important. Therefore all the data are either stored in strongly encrypted 

containers, using an on the fly encryption software application TrueCrypt
15

-container with 

Advanced Encryption Standard to secure the data against any unauthorized access. Also the 

usage of encryption functions for Microsoft documents and encryption of data compression 

and archive formats (ZIP) were used for data exchange via normally unsecure e-mail 

communication. This ñin-documentò encryption was used for every content that inherits 

information about the datasets.  

Since the patterns should be produced outside the SALK environment at OFFIS, the 

individual, anonymized patient data is not available to anyone else then the data analysts, 

who has the legal rights to process the data.  

The environment at OFFIS itself is protected in two areas: First of all there is no access from 

the outside to the internal infrastructure of OFFIS and all communication from the inside to 

the outside is controlled via firewalls. This already eliminates the possibility of external 

access to the data. Also on the inside of OFFIS the server locating the strongly secured 

TrueCrypt container are only available to limited persons, based on their login credentials and 

IP-areas. This secures the raw data against internal attacks. Internal attacks would also violate 

the OFFIS NDA for the credentials and will be punished. The second area is the computer 

running the DataBaseManagementSystem (DBMS) with the two separate Knowledge bases 

                                                 
15

 http://www.truecrypt.org/ 
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and the software for generating pattern. This computer is also secured via a firewall and 

password protected. The DBMS itself allows only access from limited defined IPs via 

secured encrypted password authenticated access. Also the credentials for both medical 

databases are different, to be configurable for the different legal allowance of access. 

Before publishing any patterns produced at OFFIS at the SALK data, as agreed in the legal 

obligations, a manual review of the results has to be done by OFFIS as the data analyst. After 

this first review, the patterns are also presented to SALK as the owner of the data (see section 

3.2.3). As stated before. the concept of k-anonymity was chosen to ensure the anoynmization 

of the pattern. This means that there should always be a group of k-persons with the same 

dataset that cannot be distinguished. For public presentation these should be at least a k of 

five. But this has to be decided for every case by the owner of the patient data, which is the 

hospital, the data gathered from for the separate medical knowledge base. SALK can make 

remarks on the patterns which would lead to other definitions at the pattern generation 

process. For patterns found in MIMIC II the data analysts themselves has to make sure, that 

the patterns are containing no individual information.  

If the patterns are accepted, they can be published to the iCARDEA consortium or be used 

for publications.  

All patterns will be also integrated into the DataAnalysisDB at the iCARDEA Enviroment at 

SALK for the use of healthcare actors. There, after the single sign on described in Section 

4.1, the data at the patterns are compared to the patient data at the CaremanagementDB. Since 

this process takes place at the secure environment of the iCARDEA Server at Salk (see 

section 2.2), no further DACT specific security requirement has to be taken. At Figure 19 the 

distribution of the data and the used security mechanisms are shown.  

 
 

5 CONCLUSION 

With increasing opportunities of sharing medical information, it has become more important to secure 

the data and ensure the privacy of the patient. Using the single sign on mechanisms provided by 

iCARDEA, with the concepts of different patient consents and login roles, there are benefits for the 

patients and iCARDEA users (See also the deliverables D5.4.1 ñPatient Consent Management and 

Securityò and D6.5.1 ñSecurity and Privacy of the Interoperability Layerò). The patients can be 

assured that their data is protected against untruthful access since only healthcare actors, which were 

accredited by the treading hospital, can access their personal data. The healthcare actor benefits from 

the single sign on due to the fact, that they have only one access code for all iCARDEA components, 

including the Patient Parameter Monitor and End User Data Analysis and Correlation Tool. Since the 

Patient Parameter Monitor and End User Data Analysis and Correlation Tool are used only inside the 

treading hospital at the iCARDEA platform on computers at the hospital secured internal data 

network, there are no further needs of protecting the software components against internet attack.  

Patient data leaving the hospital has to be protected against illegal access and disclosure. Therefore 

multiple steps where defined to perform. Only individual anonymized medical data leaves the hospital 

as encrypted achieves. The institute preparing the medical knowledge base is using secured data bases 

and also ensures that only people underlying non disclosure agreements with sufficient ethical training 

can access the data. The patterns obtained by data analysis itself are controlled to reach a certain level 

of k-anonymity. This means that at least k anonymous patients must have the same, undistinguishable 

data for the pattern.  

All these steps ensure that at no point, non-anonymous patient data can be published or people 

without sufficient rights can access the data.  
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6 SALK forms 

 

6.1.1 Form for remote access  
The form allows updating and maintenance of iCARDEA components  

 

Figure 20 - Form for remote access 
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6.1.2 Form for a SALK user account  
This form includes a nondisclosure agreement (ñPersonaldatenblatt f¿r externe Personen 

LKH inkl. Verschwiegenheitserklärungò) 

 

Figure 21 ï Form for a SALK user account (page1) 
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Figure 22-form for a SALK user account (page2) 

 










