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1 PURPOSE

1.1 SCOPE

When processing patient data, Security and Privacyp@am@guableequirementsno matter

if the data is biocompdile material, paper based patient records or electronically stored
patient dataBut since the purpose of electronically data is to make access, copy and usage of
dataitemseasier, especially electronic patient data has to be secured regarding tcetbé stat

the at.Si nce the scope of Wor k package 7 #fACont
Il nf ormati on Derivationo i s especially proces
7.1 and patient data analysis in Task 7.2) it is important to secdreoatrol the data and

access.

This document descri bes Sedurdy aadcPnivaey \ofeGomtextt s i n
Awareness and Clinically Useful Information Derivation Wi t hi n t he scope o
requirements and processes together withrtieal issues and realisations wehieved to

protect patients and especially their data from illegitimate access

1.2 DEFINITIONS AND ACRONYMS

Table 1 List of Abbreviations and Acronyms

Abbreviation/

DEFINITION

Acronym

95/46/EC Eurgpean UniorData Protection Directive

AGES Agentur fur Gesundheit und Ern&hrungsSicherheit GmbH (Austria)

AMG Arzneimittelgesetz (Austria)

BASG Bundesamt fur Sicherheit im Gesundheitswesen (Austria)

BDSG Bundesdatenschutz Gesetz (Germany)

BPPC BasicPatient Privacy Consent

CDA Clinical Document Architecture

CIED Cardiovascular Implantablelectronic Device

CM Care Management

DMZ DeMilitarized Zone

DSG 2000 Datenschutgesetz 2000 (Austria)

DUA DataUseAgreement

EDF European Data Format

EHR Electronic Health Record

EPAL Enterprise Authorization Language

HHS United States Department of Health and Human Services (USA)

HIPAA Health Insurance Portability and Accoability Act (USA)

HL7 Health Level 7

IDCO Implantable Device Cardiac Observation

IETF Internet Engineering Task Force

IHE Integrating the Healthcare Enterprise

ISO International Standards Organization

LAN Local Area Network

NIH National Institutes oHealth (USA)

NIS Wissenschaftlicher Leitfaden zur  Durchfihrung von  Nig
interventionellen Studien in Osterreich (Austria)
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OASIS Organization for the Advancement of Structured Information Standar
PHI Protected Health Information (USA)
PHR PersonaHealth Record
PIX Patient Identifier CrosRReferencing
SAML Security Assertion Markup Language
XACML eXtensible Access Control Markup Language
XML eXtensible Markup Language
1.3 REMARK

The Introduction,iCARDEA System architectur@nd Physical deploymentrchitecture

where introduced into this document from D5.4.1 and D9snce these are fundamental
documents showing the core security mechanis
Therefore Workpackage 7 with the Patient Parameter Monitor arsdAbetlysis Correlation

Tool build up on them.

2 Introduction

Due to the extremely sensitive nature of patient related information, both medical records and
patientds context information cannot be dis
providersmust have different access rights. The patient should be at the center of this process
controlling his/her consent.

Comprehensive identity management, trust and privacy mechanisms are provided through the
iCARDEA platform based on the EU directives 93H6 and 2002/58/EGvhich present the
general principles of processing of personal data, and in particular Recommendation R(97)5
of the Council of Europediscussing legal protection of medical data collected and processed
automatically is taken into accauwhile providing the necessary confidentiality and privacy
mechanisms.

To provide these confidentiality and privacy mechanisms, a patient controlled, configurable,
patient context dependent privacy mechanism is developed. Furthermore, a framework for
eshblishing trust mechanisms among the actors involved is provided based on advanced
identity management mechanisms. Indeed, a very important part of enforcing patient consent
is to be able to identify the functional role of the party trying to access ttentpa
information. Currently there are access control mechanisms used for this purpose within a
single organization. However, for its dynamic and distributed environment, new tools
empowering the patient to decide what specific types of his/her contexiclemchl
information can be provided to which entities involved in his/her follpwis provided.

OASIS Extensible Access Control Markup Language (XACML) for access control is used to
implement the patient privacy and security mechanisms.

The security andpr i vacy of patientds information de
considered such as identity management, authorization, access control, trust and privacy.
These concepts are already active research and development areas, especially in the
eBusiness dmain. The major concern in eBusiness applications is the privacy of the

! EU Directive 95/46/EC Http://europa.eu.int/corm/internal_market/privacy/law_en.hym Supplementary
Directive 2002/58/EC
http://europa.euiit/information_society/topics/ecomm/useful_information/library/legislation/index_en. htm

2 Council Of Europé Committee of Ministers, Recommendation No. R(97)5 of The Committee Of Ministers to
Member States on the Protection Of Medical Data, Counciuodfie Publishing, Strasbourg, 12 February 1997
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customers. In addition, in the healthcare domain the problem is extended to providing the
privacy of the EHRs to be accessed.

For the federated identity management, in 1999, Micrastfdduced Microsoft Passport
system, which provides single sign for web sites. Then, in 2001, Liberty Alliance Project

was initiated, which broadens the focus of identity management with attribute federation and
identity provisioning between multipleervice providers. Microsoft has also initiated a new
project called ATrustBridgeo in 2002 in ord:
However, not much development has been achieved until now. OASIS Security Services
Committee has published S$eity Assertion Markup Language (SAMLN2.0 with the
contributions of Liberty Alliance and Shibboleth initiatives.

Related to the authorization and access control, OASIS XATKtandard and IBM
Enterprise Authorization Language (EPAlgre the two majoindustry specifications. Both

EPAL and XACML share an abstract model for policy enforcement defined by the IETF and
ISO. XACML provides more features like combining the result of multiple policies, ability to
reference other policies, ability to return aegie results for each node when access to a
hierarchical resource (fingrained access control), and support for attribute values those are
instances of XML schema elements, which are needed for constructing complex policies.
Today the healthcare sectw still using paper based consents usually within a single
organisation with very limited patient control. For EHR sharing, the networked health
information systems or individual healthcare enterprises mostly use H&agtout model

which either denythe sharing of all records with outside or allows all accesses. The IHE
initiative published a profile in 2006, Basic Patient Privacy Consent (BP®&ich provides

more choices to patients regarding the sharing of EHR data in IHE document sharing
platform.

Since thehealthcare domain presents new research problems to the identity management and
privacy issues. ldentity Management solutions have not been deployed in healthcare networks
yet . Todayodos healthcare net woadkel gtemetr ail 4 yi i
the Healthcare Institute A, I al so trust th
this strong trust relationship may cause privacy leakages.

For the authorization and access control, XACML seems to be the best cafatidiatining
policies. Healthcare data may not be under the control of a single party, and thus privacy
policies of different issuers; policies of legal entities, policies of healthcare enterprises, and
patient consent policies need to be taken into adcdimere could be conflicts among these
privacy policies. Some research by University of Mifanmy IBM T.J. Watson Research
Centel has been performed on this issue; however, there is no practical application so it is
still largely an open research prebi.

In the BPPC profile published by IHE initiative, the patient can choose the policies defined
by the legal entity representing the health information network, not able to define its own
consent or further restrictions. In addition, the profile doeslefie the policy structure how

the access control is applied.

Related with security and privacy, iCARDEA project addresses challenges, including
defining finegrained document sensitivity levels and functional roles for healthcare providers

® http://lwww.projectliberty.org/

* http://www.oasisopen.org/committees/tc_home.php?wg_abbrev=security

® http://www.oasisopen.org/committees/tc_home.php?wg_abbrev=xacml

® http://www.zurich.ibm.com/security/éerpriseprivacy/epal/
"http://www.ihe.net/Technical_Framework/upload/IHE_PCC_TF_BPPC_Basic_Patient_Privacy _Consents_200
60810.pdf

®%An Al gebra of Composing Access Contr oACMFrans.iogci es o, |
Information and Systa Security, 5(1):435, 2002. http://citeseer.ist.psu.edu/bonatti0O2algebra.html
iResolving Constraint Conflictso, T. Jaeger, R. Sail
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as the basisf patientcontrolled attributes in privacy consents; enforcing patient requested
obligations for privacy consents; handling patient and healthcare provider context; assessing
risks and damages through the novel federated audit mechanisms; establishiaghtng

the actors and all the involved interoperability problems.

2.1 ICARDEA SYSTEM ARCHITECTURE

The ICARDEA system aims to automate and personalize the falfpof cardiac arrhythmia
patients with implanted CIED devices with computer interpretable aliggideline models
using standard device interfaces and integrating patient EFiBsre 1 shows the overall
architecture and the environment in which iICARDEA needs to provide interoperation
services.

The tools developed in Workpkage 7, called the Patient Parameter Monitor (PPM) in Task
7.1 and the Data Analysis and Correlation Tool (DACT) in Task 7.2 are intended to provide
the Healthcare Actors an integrated view of all available patient related information,
including patterndased on historical patient cases. Since thimémain pointto access the
patient data, there has to be arrangements to ensure the privacy of the data. For the creation of
pattern, historical cases have to be analyzed by specialists, who are nowhallpwed to
access patient specific datasing separate medical knowledgebases (Segre 19).
Therefore privacy and security mechanismyehto be provided at two stages: At the
ICARDEA system itseliwhich is installecat thehospital and also at the infrastructure of the
data analysis procesgich may be located at an external datacenter

The major components of th€eARDEA system,in which PPM and DACT are integrated,
are as follows:

- Personalized Adaptive Care Planner foe CIED Recipients: In the iCARDEA
project, the personalized follewp of CI ED patients is coor
pland which is an executable definition
models. The care plans are represented in GLIE tlae Care Plan Engine is capable
of semtautomatically executing the care plan by processing its machine processable
definition. The control flow of the care plan is dynamically adapted based on the
patientds context der i vedandtheommdicallcantexd at a
obtained from the EHRs. Through a graphical monitoring tool, the physicians are
allowed to follow the execution of the care plan in detail, and coordinate the flow of
actions when consultations to physicians are requisise. theAdaptive Care Planner
provides a central CaremanagementDB, wipettéent related data is stored collected
from the different components.

- The CIED Data Exposure Module uses ndl HE |
Profile (IDCO)" to expose the CIED datfrom different vendors in a machine
processable format to be used in the care plan of the paietht®r the presentation
of patient data at the PRNror this, it has a component that allows accessing the
CIED Portal of the vendor and triggers the CIB&a export automatically from the
CIED Data Center (periodically every x hours or each morning at a definedltime).
extractsthe CIED datdrom vendor specific formatsnd the Data Translation Service
subsystem creates a valid IHE IDCO format (HL7 vEORU Message) and makes
the CIED data available to the iCARDEA Adaptive Care Planner through-G8CD
Send Observation message.

- EHR Interoperability Infrastructure: To execute the clinical guidelarekto provide
the health care actor with complete patigriormation it is also necessary to have
access to medical history of the patients in the EHR syst€orsidering that there

iCARDEA Deliverable D7.31 Security and Privacy of Context Awareness and Clinically Use8ll
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are very many EHR systems with proprieta
Management ( CM) r ourf sysdteenphe preprietarg dakbpital
information systems export ADi scharge St
S u mmaGDy documents in conformance to IHE CDA Document templatesan

EHR Server which is implemented as an IHE XDS Repositofhis EHR Server

asoat s as a ACI iomikwnl i D@athelESDMURratie In this

way, Adaptive Care Manager can subscribe to receive update notifications for the
clinical data that is necessary to execute the care pliE<Lare Management Profile
specifiesstandard interface$o extract this data that is needed by the care plans from

the EHR systems.

- There is also a Patient Empowerment component that aims to provide active and
informed involvement of patients in management of their own health. Through the
web based PHR, patients are able to view their medical history, CIED data, and
manage their medication summaries, daily nutrition information.

- TheHealthcare Professional is also supported by a single point of information access
for patientdata. This PatienParameter Mnitor (PPM)developed within the Task
7.1, provides all data collected to one patient from the EHR, PHR or CIED Integration
via the Adaptive Care Planner Engine to the Healthcare Actor. The PPM contains also
a link to the Data Analysis and Celation Tool, where, based on the parameters of a
patient, statistically valid patterns are provided to the healtlazzdioes. For creation
of the patterns, historical cases obtained either from existing clinical knowledge bases
or from the legacy HIS arstored into a data analysis database. This knowledge base
is only available to data analysts gpolssiblehealthcare actoréSeeFigure 19 and
explanations at sectidhl.4).

i :
il uses Patient ~ Y==% \: &
Healthcare Prof. @
; = PHR 17
B System
Legacy i
»x 3 (consent, receives
CIED DC Interface 25';3:: ¢:> e :::> feedback,
I o -
= T education)

I ﬁ ) ﬁ Alert/ Reminder/
-<: % EHR Interop. PHR Interop. medance q
- S0 (IHECM) (IHECM) subcomponen

8 =
CIED Data Center g E U 1; J
= M
/'-\/ S5 — Adaptive Care Planner Engine
m 3
- ma
o, B " i
Interrogator \‘F@ E ' CarePlan t’“
e Programmer |_— Executable Clinical Guideline Defs. Monitorin ‘-’
{in GLIF) ool g LES
é_ Healthcare Prof.
Patien;lwith CIED
Figure 1iCARDEA Architecture Overview
10 IHE Care Coordination Framework, Content Modules,

http://wiki.ihe.net/index.php?title=1.3.6.1.4.1.19376.1.5.3.1.1#Medical_Documents_Specification_1.3.6.1.4.1.1
9376.1.5.3.1.1.1

1 IHE Cross Enterprise Document Sinay (XDS) Profile,
http://www.ihe.net/Technical_Framework/index.cfm#IT
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Clinical practice guidelines present and formalize medical knowledge required for clinical
decisionmaking and try to standardize the patient care delivery by guiding the healthcare
practitioners regarding nexciions to be performed. Despite the potential benefits of the
clinical guidelines, at the moment they are underutilized in clinical practice due to
interoperability problems of healthcare data sources. ICARDEA exposes healthcare resources
such as electroaihealthcare records (EHR), personal healthcare records (PHR) and CIED
data of a patient through standard interfaces. Furthermore, the integration problem does not
occur only between EHR and PHR systems. Care providers may provide care plans using
differer t ypes of <codes systems, and these code
and PHR systems.

EHR includes patient functional status in coded form, which is needed in decision steps of
clinical guidelines. Current clinical healthcare follapw systera cannot employ available

EHR data in their process flows due to the interoperability problems with legacy EHR
systems.

The i CARDEA platform provides EHR interoper
medical history such as history of noardiac onditions; more detailed information about
severity of each condition (e.g., record of prior hospitalizations or specifics of therapy for the
condition); the medications being taken at the time of spontaneous arrhythmia occurrence or
the noncardiac condibns denoting contraindications to the proposed therapies can be
obtained from the patient EHR data and used in the clinical workflow. One of the major
challenges to be addressed related with EHR interoperability is the interoperability of the
code systemused (semantic interoperability). iICARDEA Platform provides full
interoperability between all care plans, EHR and PHR systems.

While interoperability between all these EHR and PHR systems are provided, security and
privacy mechanisms are needed for colitrglaccess to data on these PHR and EHRs. One

of the privacy and security challenges in iCARDEA system is the possibility of the access of
patient related information is being accessed from unauthorized users on purpose or
improbable way. For example, éimg out that a political person having a disease or reaching
medical history of a person that does not want her medical history is discovered would be
unfavourable in both legal and ethical conditions.

Therefoe the ICARDEA Consent Editgrin detail descbed in deliverable 5.4,1s used to

provide a patient centric access control mechanism for PHR users. iCARDEA Consent Editor

is a compatible tool and can be easily integrated to different PHR systems through its PHR
interface. Consent Editor produces XACMocuments to accommodate the standards and
uses those documents while generating acces
Consent Editorés decision making service |J us
in XACML standard, without &ing completely integrated with Consent Editor.

ICARDEA Consent Manager is also integrated to the Care Management Database System.
The Care Management Database is the central repository of the Care Plan Hraine
PatientParameterMonitor and @aAnalyss and Correlation Toakre using this data soutce

The Care Management Databd&sdds the unified information from different data sources of
ICARDEA system such as PHR, EHR and CIED Data Exposure System. The Care Plan
Engine the Patient Parameter Monitag Tool and the Data Analysis and Correlation Tool
accesses patient related data from this repository. Consent Manager is integrated to the Care
Management Database system in order to ensure that the request of accessing patient related
data stored in tkirepository should be authorized according to the consent of the patient in
guestionSince the medical knowledge bases contain only anonymized that can not be related
to an individual patient, these data access is not controlled via the Consent Exitss £
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the medical knowledge base is especially restricted to the data analysts due to legal
requirements.

2.2 PHYSICAL DEPLOYMENT ARCHITECURE

The iICARDEA Pilot Application will be deployed in a clinical setting by the-aser located

at the SALK in Augtia. Since the tools developed Work package/, the Patient Parameter
Monitor and the Data Analysis and Correlation Tool are using and are integrated into the
security of thisinfrastructure;following sulsectionstaken from deliverable 9.2.1 are
provided, to brieflydescribe the infrasicture of the deployment ar¢bctureat SALK with

the focus on securitgnd privacyissuesand annotatedwith the security benefits for the
components.

2.2.1 Requirements

The Pilot Applicationis deployed at the SALK in Sdbmrg. Hence, if the following
descrigiions refer to a hospital it refers to SALK, if the following descriptions refer to
physicians and nurses, it refers to employees of SALK.

2.2.2 General Requirements

e The ICARDEA Pilot Application has to be deployed in a safgt environment with
no backflow to the operative SALK IT system.

e In order to be in accordance with the administrative requirements in the SALK each
iICARDEA partner who services one of the iCARDEAmMponents in the Pilot
Application has to fill out tle following forms

o Antrag I T Fernwartungszugango (origir
guarantee remote access allowing updating and maintenance of iCARDEA
components. Form for requirements for SALK server specifying required
server detail sK aShedr vseerr,v iAcnefso r(dieSe®iln g un
Figure20

o Form for a SALK user account including a nondisclosure agreement
( A P e rdatenblattl far externe Personen LKH inkl.

Ver schwi e g e n hSedaFiguseglrilk Higtire2d n g 0 )

o AAntrag | T Benutzerberechtigungo (orig
user authorizatiorSeeFigure25 andFigure26

e Building DMZ (demilitarizedzone) for server in which software will be installed. The
purpose of a DMZ is to add an additional layer of security to SALK local area
network (LAN).

By these steps it is ensured, that first of all no data manipulation to the patient data in the
clinical use can be done anyiCARDEA componentind also that every user of ICARDEA

is legal authorized to access the iICARDEA own server at the hospital. Using the iCARDEA
server at the DMZ also ensures that nauwthorizedaccess to the SALK interneAN can be

done by any iCARDEAIser or System.

Therefore thdMZ Designis as follows

In the current deployment architecture we specify one iCARDEA Server located in the SALK
Network (LAN). Due to access restriction to the SALK LAN, we may need a server
infrastructire in a DMZ.This Network topology design is shownkigure?2.

iCARDEA Deliverable D7.31 Security and Privacy of Context Awareness and Clinically Usgful
Information Derivation



ICT-248240 iCARDEA 14/10/2011

This means: the ICARDEA components that may be accessible from the Internet must run on
the server in the DMZ, same for components that fetches data from the leseevess.

iCARDEA Server
Q Q Q
S8 '
Medtronic Server Router Firewdl A Firewall B g g
) HISSystem  SALK Server
<. Jude Medicd
Server SALK DMZ SALK LAN

Figure 2 DMZ with double firewalls

The purpose of a DMZ (Demilitarized Zone) is to add an additional layer of security to
SALK internal Internet. The Network topology design is showrnqagé.

Normally a DMZ access and control strategy shown in the figure will allow following actions
and connections:

e SALK LAN could not directly access external internet, often only web access is

allowed via proxy server

e SALK LAN could access DMZ using dexted tcp ports, often only from dedicated
servers. $ALK Serverfor example)
External internet could not access SALK LAN
External internet could access DMZ using dedicated port and services
DMZ could not access SALKAN
DMZ could access external intetpenay be restricted to dedicated ports and servers
(Server Afor example)

Note: All Services on the iCARDEA Server are only accessible from the SALK.LAN
As stated, this configuraticensures that only by SALK autherdted processes can reach the
SALK Internal Network. This also ensures that no data can be send accidently to the SALK
HIS, which is also a requirement at fData Interoperability
e Reatltime patient data must be available if needed for the ICARDEA Pilot
Application. This includes CIED datanedication, lab results and symptoms. This
information is for reagnly purpose. No patient data modified by iCARDEA will be
stored in the SALK HIS.
Even if the data is read only, there are s8eturity & Privacy Issuegquired
e The pati e musbbe engured byaan YARDESecurity concept including
secuity aspects such as roles, access, integrity, availability and authenticity.
Additionally, it must be ensured that no patient data will leave the SALK.
The access of data within the iCARDEA dRilApplication has to be logged completely
(auditing) in order to ensure traceabilifyhis strongly effects the Patient Parameter Monitor,
since every access of patient data via PPM has tofiteolled and loggedut as the access
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is only available toauthenticatedusers from inside the SALKnvironment the access is
traceable and the amount of accessible patient data also .controlled via the Consent Editor
System

2.2.3 Components of the Deployment Architecture
In this section all components atiek securi and privacy aspects are briefly presented.

2.2.3.1 Description of Components
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Figure 3iCARDEA Deployment Architecture
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Basically, SALK communication to and from sub systems is done only via a communication
system ( s e d¢onBcsa nemiigune@nalhis ensures flexibility and decoupled
arrangement. The communication system aims to filter, duplicate, modify and forward data.

This SALK concept will also be used for iCARDEA. iCARDEA will receive servertexin

data only via the communication system by the iICARDEA HL7 / EDF receiver. The
AAut omated data tr ansf eFigurel refers to w@municabant e x t 0
without user interaction. This c@ins automated transtted lab findings; data from other
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sub systems and electronically reports fro
(sed-igure 3) represents existing systems, which would possibly provide data of interests for
ICARDEA such as dta from a cathlab management system. Data can also be imported into
ICARDEA based on specific forms for iCARDEA or by using the HL7 / EDF receiver file

share (e.g. for uploading a medical report as a PDF files). This has to be done manually by
SALK. A detailed component list is provided below:

Filterlist (list of patients in iCARDEA) i the list of ICARDEA patients is exported daily to

a file share located on the iICARDEA server. The SALK communication system fetches this
list from the share (HL7 forwarderJhe list s managed (manually) for CARDEA by SALK

and ensures, that only data of patients in iCARDEA is processed.

HL7 forwarder i The HL7 forwarder is an extension of the communication system from
SALK. HL7 messages from the lab and the ORBIS systeit$) are forwarded to the
ICARDEA server HL7 listener according to the filter list.

EDF forwarder i the EDF forwarder is an extension to the electronically report messaging
system of SALK. EDF messages from ORBIS are forwarded to the IiCARDEA server EDF
file share according to the filter list.

File receiveri the file receiver is a file share located on the iCARDEA server for exported
ORBIS documents. This file share is also used for the documents received by the EDF
forwarder.

EHR Interoperability Frame work - The EHR Interoperability Framework is a set of eom
ponents that communicate with the fALegacy E
access to the clinical health records of the patients that are stored and maintained by HIS. It
consists of théollowing components:
e XDS Registry/Repository Stores the CDA documents into the XDS Repository and
keeps information about those documents into the XDS Registry. Adaptive Care
Pl anner sends a s u-89 anceideclaring thedintenesttims a g e (
clinical status of a specific patient. The XDS Registry is then obliged to send update
messages (PGC 0 ) whenever the patientds health
submission of new documents.
e Patient Index: Maps the id that identifies the patienithin the HIS into the protocol
id that is the patientds identifier withi

The Adaptive Care Planner communicates with the XDS component of EHR Interoperability
Framework for two purposes: First of all to retrieve a list of Patients listed ik S#&tem,

so the selected patients can be included in ICARDEA Remote Monitoring Program, and also
the list of healthcare Professionals whi@ actively involved in the remote programming
program, so that they can be added as authorized personnel to niomitespective care

plans and to use the Patient Parameter Monitor and Data Analysis and Correlation
functionality. Secondly, the EHRs collected from the SALK HIS System are registered by the
HL7/EDF receiver to the XDS repository as coded CDA documeans, the EHR
Interoperability System processes these CDA documents to feed the Adaptive Care Planner
by the most recent updates about the previously subscribed clinical data. The Care Planner
also communicates with the CIED Information System to collectiibst recent CIED data

of the patient. Finally Care Planner communicates with the PHR Server to collect the most
recent PHR data of the patient. Adaptive Care Plahasia Web based interface, which
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could be accessed only by authorized SALK personneliwBALK, to define care plans,

assign care plans to the patients and monitor executing care plans. The Adaptive Care Planner
host a Care Management database, where the most recent EHR, PHR and CIED data of the
patient is maintained. This databasservel to Patient Parameter Monitoring Tpbhsed on
patientds given consent. I n other words, on|
authorized Physicians using the Patient Parameter Monitoring Tool.

CIED Information Systerhas beelnstalled n DMZ andcommunicatesvith with:
1. CIED manufactures server (Merlin.Net for St. Jude Medtronic and CareLink for Med
tronic) via Web Download interfaces
2. PIX Manager which is in the EHR Interoperability System in order to realize the
consistency for the paintsidentifier,
3. Care Planner Engine to transmit the parsed HL7v2.5 ORU message.

The whole view of CIED Information System in SALK server ishswn inFigure4, taken

from deliverable 6.1.1

By CareLink from Meltronic, all CIED data will be downloaded frothe Webpage ad

stored as PDF formathis avoids complex configuration and firewall problermd therefore

used agurrent solutionThe other solution would be retrieving the data via CSG (Connected
SystemgGateway provided by Medtronic)

By merlin.Net from St.Jude Medical, CIED data will be supplied by HL7 message or TXT
and PDF mixed package report. Currently announced HL7 message is still not available and
facing possible firewall problenSo TXT and PDF nxed reportare retrieved as original

CIED report.For details on this processes see Deliverable 6.1.1
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The iICARDEA Patient Parameter Monitor and iCARDEA Data Analysis andel@oon

Tool are also hded at the iCARDEA Server. They communicate with the iCARDEA
Careplaner and the CaremangementDB to obtain the data of the ICARDEA patients. The
communication is done by a direct JDBC connection for Data Analysis purposes as well as an
APl-interface for Pa¢nt Parameter Monitor. The Data Analysisyg@onent also has an own
database to store pattern relevant datd historical casesince both components are End
User Tools there is direct communication with the healthcare actors.
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2.2.3.2 Privacy & Security Issues

For the security of the infrastructure the IHE Audit Trail and Node Authentication (ATNA)
Profile is used. The ATNA Profile provide authentication of systems, confidentiality and
integrity of transferred data araldit abilityof the actions performedtor the privacy of the
patients, on the other hand, the patients are allowed to define their consents through
ICARDEA Consent Manager. Although the Consent Manager is a part of PHR Component,
the consent rulegeneratedby the Consent Manager are stored XACML (OASIS
eXtensible Access Control Markup Language ) standard format which allows the rules to be
used in other systems as well. In the whole iCARDEA system, before accessing patient data,
the components apply the Consent Manager to obtain JifamCare Management Database
which is opened to Care Plan Engine, Patient Parameter Monitoring Tool and DACT, is also
integrated with Consent Manager, i.e. only authorized physicians can access to the allowed
setof patient data that is specified by the pattieonsent.

The PHRS systenusesthe Consent manager functionality to validate actor actions. The
securityconstrains can be applied in a transparent way over all the business actions.

The PHRS system extends the security model provided by dnse@tManager with a
hierarchcal structure able to model actors, roles, group, etc. This solution can also provide
interoperability with other security solutions..

3 Knowledge Bases for Data Analysis

Since the data analysis at ICARDEA requires knowledge bagssssting of historical patient
cases this means analyzing sensitive déitece the data integration framework of iCARDEA
will be in place at the end of the project and so the central CaremanagementdBl d n 6t b e
used, aseparate knowledge base had tdob#t. This knowledge base and the generation of
patterns is outside the core ICARDEA system installed at hosgitaiduilding a knowledge
basefor data analysis purposethere are two options. First, getting access to an existing
knowledgebase or sewdly, buildng a separate dedicatdchowledgebase with respect to the
analysis requirements. For iCARDEA both options where taken. For the existing historical
case base MIMIC Il Clinical Database was obtained fromsiBhet located at the United
States ofAmerica and for producing useful patterns for the evaluatiohuatria at SALK
hospital, historical cases from theHIS were extracted and stored in a separate
knowledgebase

This section provides information about the legal regulations and processbtain both
data sets and tries to summarize them into a step by step process for getting data access in
future cases.

3.1 ACCESS TO EXISTING RESEARCH KNOWLEDGE BASE
MIMIC I

For data analysis at ICARDE#st a review on existing data bases was ddmehe initial

analysis, no readily aable database was foursliiting the technical requirements
iICARDEAand the healt hcar e Fa this ceasénswernave exsactedlt Au
historical cases of previous CIED patients from SALK and performédlidata analysis on

this data setAs a result of the first ICARDEA Review meeting, our reviewers requested us to
extend the datasets used by the data analysis task, by making use of &ristitedge
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basesFor this reason, we further did a survesh lowered requirementsind found MIMIC

Il databaseprovided by Phyisionet located at the United States of Amefitthough this
datasetis not spealized to ICD or CIED patients, we will make eusf this external
knowledgebase to extracafpernsfor cadiac patients thatave no special references to ICD
or CIED.

After choosing the database based on technical review, it had to be clarified, if the database
availableto the ICARDEA project and especially data analysis at Germany. Since the project
websité? contained nather sayingnformation, access to the PhysionNetWorks had to be
requested.

3.1.1 Access to PhysioNetWorks

When arequesto access tdPhysioNetWorkss issued, an initial set ¢tégalagreementbad
to be signed which are the followirtgken from thi websité?

By using PhysioNetWorks, you agree that:

e You will not use it to post or copy anything that you do not have permission to copy
and redistribute.

e You will maintain upto-date copies of anything you deposit here, to be used in the
event of data loss from your PhysioNetWorks workspace.

e You will not allow anyone else to use your personal PhysioNetWorks account.

Point one and three odfiis agreementgnsures, that useare notedistributingthe content

of Physionet or are allowingncertified users access to the Physionet content. For the
access to MIMIC Il an special request has to be sent to PhysioNet, eXpengsaudit the
correctnessf theapplication.

3.1.2 Access to MIMIC 2 Clinical Database

After the creation of a PhysioNetWorksgin, another access has to be requettedhe

clinical databasé. Sincethe contents of the MIMIC Il Clinical Database were derived from

original data that contained protected health information (PHI), as defined by HIPAA. The
providers of the data h& given scrupulous attention to the task of locating and removing all

PHI, so that the remaining data can be considereddédatified and therefore not subject to

the HIPAA Privacy Rule restrictions on sharing PHI. Nevertheless, because of the richness

and detail of the database, it will be released only to legitimate researchers under the terms

and conditions described onthispagg.hi s pageo refers to the fol

As stated at this section, USAgal regulationshaveto be fulfilled to acess the data and an
application haso besend to Physionethe instructions for getting access are as follows:

1. Complete a training program in protecting human research participants, such as
http://phrp.nihtraining.com/ developed by the NIH Office of &xwral Research.
This online course is free and can be completed in about 3 hours. You need not be a

2 hitp://physionet.org/mimic2/mimic2_access.shtml
13 hitps:/Iphysionet.org/pnw/login
4 https://physionet.org/works/MIMICIlIClinicalDatabase/access.shtml
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US citizen or resident to complete it. Anotheflioe training program used by many
organizations (including the NIH internally) is th€ITI course for Biomedical
Research Investigatarsvhich is free to researchers based outside the US, as well as
to USbased affiliates of CITI member institutions. (Note: CITI offers many courses;
be sure to choose éhBiomedical Research Investigators course if you take a CITI
course.) To finish either course, you must pass a short quiz, after which you will
receive a completion certificate by ema&lend a copy of this certificate to us as an
email attachment togethwith your completed data use agreeméngour institution
offers its own substantially equivalent course and provides a similar completion
certificate, you may substitute that course and certificate.

2. Read the terms of the agreement carefully and dicKl agree" if you agree and
wish to continue, or on "l do not agree" otherwise.

3. If you click on "l agree™:

a. A copy of the data use agreement (DUA) containing the terms below will be
sent to your email address.

b. When you receive it, read it carefullypdafill in the information requested.

c. Send the completed DUA and your training course certificate to the address
specified on the formApplications that are missing required information,
or that are not accompanied by a certificate of completion of a siable
human studies training course, will be returned; avoid delay by filling in
the blanks and returning the completed agreement in the body of your-e
mail message, supplying the required certificate as a PDF attachment.
Save a copy for your records.

d. If your application is approved, you will receive instructions by email for
obtaining access to MIMIC Il. Note that all applications are reviewed and
approval may require a few days.

4. If you click on "I do not agree”, your browser returns to the PhysioNeehoage
without requesting a DUA.

After clarifying that these requirements can be agreed on by a German Institute, all persons
who want to have access to thBMIC Il data had to do an online training on protecting

human research participants. Since OF&3Slata analys&nd datacenteurovider is outside

the USA it was decided to make the NHI certificatentioned at point,Jleven if all members

of ICARDEA were trained at Hamburg meeting by the iCARDEA Ethics Committee, Also
althoughthe researcher at ®Fs has a German university degree on privacy iawas still

decided totake the certificateexam since itdéds always problem
agreements with parties from other countries.

3.1.3 NIH Certificate for protecting human research participants
The NIH certificate provided a broad view on the privacy understanding at the Th&se
were on the one side the history, process and obligations to protect patiérds the other
site regulationsgnabling researchers to
Describe the history andhportance of human subjects protections
Identify research activities that involve human subjects
Discover the risks a research project might pose to participants
Understand how to minimize the risks posed by a research project
Describe additional protectis needed for vulnerable populations
Understand additional issues that should be considered for internaéiseaich
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e Describe appropriate procedures for recruiting research participantsbéading
informed consent

¢ |dentify the different committees thenonitor human subjects protections

¢ Understand the importance of study design in the protection of research

The trainingincludesalso twolegal regulationsf the USA, whch are applicable. These are
e The Belmont Repoiit Ethical Principles and Guidelkes for the Protection of Human
Subjects of Researcht{p://ohsr.od.nih.gov/guidelines/belmont.hfmi
e HHS Regulations for the Protection of Human Subjects, 45 CFR 46
(http://www.hhs.gov/ohrp/humansubjects/guidance/45cfr46.html)

Especially theU.S. Depamnent of Health and Human Services (HHS) provides legal
requirements to be obtainedhe HHS Regulations Protection of Human Subject¥he
ethical principles for research involving human subjects described in the Békepaoit are
codified in the Code of Federal Regulations, 45 CFR 46
(http://www.hhs.gov/ohrp/humansubjects/guidance/45cfra6)htrithe  NIH follows all
Subparts of the HHS regulations:
e Subpart A
(http://www.hhs.gov/ohrp/humansubjects/guidance/45cfr46.html#subparta
o Basic HHS Policy for Protéion of Human Research Subjects
e Subpart B
(http://Iwww.hhs.gov/ohrp/humansubjects/guidance/45cfr46.html#subpartb
o Additional Protections foPregnantWomen, HumarFetusesand Neonates
Involvedin Research
e Subpart C
(http://www.hhs.gov/ohrp/humansubjectsttance/45cfr46.html#subpaijtc
o Additional Protections Pertaining to Biomedical and Behavioral Research
Involving Prisonersas Subjects
e Subpart D
(http://www.hhs.gov/ohrp/humansubjects/guidance/45cfr46.html#subpartd
0 Additional Protections for Children Invadd as Subjects in Research
e Subpart E
(http://mwww.hhs.gov/ohrp/humansubjects/guidance/45cfr46.html#subparte
Registration of Institutional Review Boards (effective July 14, 2009)

The legal agreements are not suitable for application at iCARDEA becausaithgart
describes the process and requirements on obtaining data from individuals and how to
choose the patients for a medical survey. Since the MIMIC |l data is already collected and
anonymeedthis has no effect on the iCARDEA process.
Important for CARDEA is the parfiPrivacy and Confidentiality high means that
Investigatorsare responsible for

e Protecting privacy of individuals

¢ Confidentiality of data

Here Privacy me a n s being Afree fr om Confidergiaglityt i oned
means holdingecret all information relating to an individual, unless the individual gives
consent permitting disclosure.
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These terms are applicable @nthe data obtained from MIMIC Il could under some
circumstances hold information leading to individuals. So tmelasion is to secure and
limit the access to the data and use encryption and password for all kinds of access.

Certificate of Completion

The National Institutes of Health (NIH) Office of Extramural Research
certifies that Christian Luepkes successfully completed the NIH

=% yWeh-hased training course "Protecting Human Research Participants”.

Date of completion: 07/27/2011

Certification Number. 719200

Figure 5 Certificate of NIH ethical training

After clarifying that iCARDEA project is consistent with the need®tifl requirements

and the test certificate was obtained, an access request for MIMIC Il Clinical Database
was sent.

This holdsa legal agreementwith the following terms Since the grant of access is
limited to one individual applicant, first persorform is usedn the agreement

1.

2.

I will not attempt to identify any individual referenced in restricted data from
PhysioNet.

| will exercise all reasonable and prudent care to avoid disclosure of the identity of
any individual referenced in restricted data frdPmysioNet in any publication or
other communication.

| will not share access to restricted data from PhysioNet with anyone else.

I will exercise all reasonable and prudent care to maintain the physical and
electronic security of restricted data from Piopéet.

If 1 find information within restricted data from PhysioNet that | believe might permit
identification of any individual, | will report the location of this information promptly
by email to mimisupport@physionet.org, citing the location of theeafic
information in question so that it can be investigated and removed if necessary.

| have requested access to restricted data from PhysioNet for the sole purpose of
lawful use in scientific research, and | will use my privilege of access, if iargeagt,

for this purpose and no other.

| have completed a training program in human research subjects protections and | am
submitting proof of having done so.

This agreement may be terminated by either party at any time, but my obligations
with respect taestricted data from PhysioNet shall continue after termination.
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This has the most important restrictions for using MIMIC Il and inherits especially that the
data will not be accessible to any other persoand that all results will be surely checked
for potential risks of identifying individuals. This includes ass&muringthe databases and all
communication to the data. This agreement hadeacceped twice: One time on the
website and also as part of a seconchadl holding personal, professional dapurpose

information of the access request.
MIMIC I DUA

Betreff: MIMIC Il DUA

Von: access-request@physionet.org
Datum: Thu, 7 Jul 2011 05:05:32 -0400
An: christian.luepkes@offis.de

Fill in the information below and mail a copy to access-requestlphysionet.orq,
attaching your certificate of completion of a human subjects protections course.

MIMIC IT Clinical Database Restricted Data Use Agreement

If I am granted access to the MIMIC II Clinical Database, I agree to the terms
and conditions below:

1. T will not attempt to identify any individual referenced in restricted
data from PhysioNet.

2, I will exercisge all reasonable and prudent care to avold disclosure of
the identity of any individual referenced in restricted data from PhysiolNet
in any publication or other communication.

3., I will not share access to restricted data from PhysioNet with anyone
els

0]

4, I will exercige all reasonable and prudent care to maintain the physical
and electronic security of restricted data from FPhysioNet.

5. If T find information within restricted data from PhysioNet that T
kelieve might permit identification of any individual, T will report the
location of this information promptly by email to
mimic-supportl@physionet.org, citing the location of the specific information
in guestion so that it can be investigated and removed if necessary.

6, I have recuested access to restricted data from PhysioNet for the sole
purpose of lawful use in scientific research, and I will use my privilege of
access, if it is granted, for this purpose and no other.

7. I have completed a training program in human research subjects
protections and I am submitting procf of having done so.

8. This agreement may be terminated by either party at any time, but my
obligations with respect to restricted data from PhysioNet shall continue
after termination.

My name:

Telephone number, including country/area code (required):
Institution:

Title or position:

Street address:

City:

ZIFP/postal code:
Country:

Name of human studies training course completed:
Date completed:

Supervisor's name:

* s

* Supervisor's telephone number:
* Supervisor's emall address:

* Superviscor's title:

(* information reguired for students and postdocs)

General research area for which the data will be used:

Date of this agreement:

1von2 07.07.2011 11:07

Figure 6 MIMICC Il Access Request Page 1
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MIMIC I DUA

[ ] I have attached a certificate of completion of a human subjects protections
course.

Figure 7 MIMICC Il Access Request Page 2

This request formtogether with the ceficate were checked manually kgsponsible
members aPhysionet. After several days of investigation an approval was provided which
allowed to access and download the Physionet MIMIC Il Clinical Database

3.1.4 Summary for iCARDEA

The MIMIC Il can be used to produce patterns in the propdCARDEA. The found
patterns can be provided to the partners and
information | eading to an individual. The MI
of the project oany otherone, until tese have their own MIMIC Il access including a USA
Certificate on protecting human research participants.

Since no one else is allowed to use the data, it is stored at strongly encrypted truecrypt
devices with 256 bit AES encryption and password protectithe databases are not
accessible from other remote computers and the logins are secured.

3.2 BUILDING A SEPERATE KNOWLEDGEBASE FOR DATA
ANALYSIS

For iCARDEA the first choice was to builddedicated separatehowledgebase consisting
of historical medicatiata of patients from the Hospit&8ALK in our casewhere the patterns
should be used during the evaluation.

3.2.1 Legal regulations for analyzing medical data at Germany

Since the data analysis should take place at the data analysis spe&iatishteoutside the
hospital, the country specific legal regulations has to be fulfilled. For CARDEA OFFIS is the
data analysis provider, located at Germany. This means that the Germaedetations for
analyzing medical patient data have® be attended These are coded at the
BundesDatenShutzGeset¢BDSG, the Federal Data Protection Act of Germaihe BDSG
definesthree kinds of personal data to protdatdividual data, pseudomized data without
direct linkage to an individual and anonymized data withoutliak@ge to a private person.
Also there are special kinds of daté&h higherprotection. Medical data is prohibited to be
analyzed, except if there is another law allowing such data analysis. The BDSG itself states
some allowance: Using Medical data Iwaed for scientific research, if it is only done for
another company whowmes the data and are allowed &nalyze or if the data is
anonymized.

For iCARDEA all three allowance are applicable:
e The patient data should be analyzed within a researcbagbroj
e The data is obtained from, and the patterns provided to the SALK Hospital at Austria,
who owns the data and i s al salsomemberefcur e
the European Union
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e For the generation of patterns anonymized data is suffigarde not the individual
but the cohort holds the interesting patterns.

For the technical infrastructure and processing of, da&aBDSG requirethe terms of data
reduction and data economy (do not store more personal information then you needand try
use aonymized or pseudonymized data). Also the systems have to be secured that no access
from unregistered persons can occur. This is ensured by using a protected infrastructure and
access mechanism.

After this general statement, that OFFIS is ableamalyze patient datadhe process of
gathering data from the hospital is started.

This consisted of asking the healthcaotorswhat kind of data analysis / answers / patterns
they want and which data they think is useful for analysis. Aftey tthesIT-department has

to be questioned for the electronic availability of the data. After the available and useful data
was identifiedthe minimal dataset is (due to the requirement of data reduckaa)ed to be
identifiedwithout lowering the amount of usgfinformation.

This resulted in thelefinition of the required data set. As an important factjndividual

data is required for producing patterns. That means that the data can be nearly anonymized.
The individual information about Name, address, iasae number, etc. could be dropped
and only age and gender of the patient was requested.

3.2.2 Legal regulations for analyzing medical data at Austria

In preparation for a legal agreement with the partners at Austria, research wasndone
potential Austrian las affectingthe type of agreemenin the Figure 8 till Figure 10 is a
samplefor the preparation done at OFFIS to decide, what options to recommend for an
agreement. The initial regulations where preddy the partners at SALK:

The structure of such an analysisisiallyas follows(English summary of th@reperatioix

e First identify special or general lawthat could be applicable for the requested
purposesat the country of the partnein iCARDEA case these were special
medication laws and studies laws. These initial information was provided by the
partners at SALK and then extend&e&eFigure8.

e Then the laws have to be analyzed if they are applicable for the idtpnoject. At
German and Austrian law this is done by subsumtion: Are the mentioned prerequisites
fulfilled by the intended project. For iCARDEA this was done, for example if there
are drug studies or direct interactions with the patients for data an@yste this
isnét the case, the |d&aepgionwer endt applicahb

e Then the general privacy law was analyzed. As at the German privacy law, there are
lower requirements for dielentified data with respect to security and privacy. Also
since Germarand Austrian law are following EC directives, the data interchange
between the countries could be established.

e The last part was an OFFIS summary about thellegibwed kinds of data analysis
in Austrian laws For iCARDEA this consists of the ideas pérforming the data
analysis as contractor for SKL By this, the data would always be controlled and
owned by SALK, even if its send to OFFIS at Germany. Another point was, that the
NDA of the I CARDEA Consortium adbdDbDAdfement i
the data exchange between SALK and OFBERFigure10.
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|
Projekt iCARDEA OFFIS

Projekt iCARDEA — D7.3 / D7.2: Datenschutz in Osterreich

Thema: D7.3 Privacy and Security: Uberblick iiber Datenschutz Osterreich
Erstellt am: 20.10.2010
Zuletzt gedndert: 05.11.2010

Gesetzliche Vorschriften

SALK hat OFFIS von der AGES (Osterreichische Agentur fiir Gesundheit und
ErnihrungsSicherheit GmbH) den ,,Wissenschaftlicher Leitfaden zur Durchfithrung von
Nicht-interventionellen Studien (NIS) in Osterreich™ gegeben

Auf Ris.bka.gv.at: Rechtsvorschrift fiir Datenschutzgesetz 2000, Fassung vom 03.11.2010

Resourcen

1. http:/’www.ris.bka.gv.at/
a. Bundesrecht: Gesamte Rechtsvorschrift fiir Datenschutzgesetz 2000, Fassung
vom 03.11.2010
2. http://www .basg at/arzneimittel/ mach-der-zulassung/mis/
a. Bundesamt fiir Sicherheit im Gesundheitswesen (BASG)
3. http:wwwars. at/links/dinklist php?aktkat=14

a. Links zu juristischen Seiten im Netz

Priifung

Wissenschaftlicher Leitfaden zur Durchfiihrung von Nicht-interventionellen Studien
(NIS) in Osterreich* 2010-11-03-L_W10_Lzitfaden NIS_AT.pdf
¢ Nach meinem dafirhalten treffen die Anforderungen fitr Nicht-interventionellen
Studien (NIS) nicht die iCARDEA Datenanalyseaufgaben aus D7.2
¢ Laut Kapitel 1 ist die NIS wie folgt im &stemreichischen Arzneimittelgesetz definiert:

§ 2a Abs. 3 AMG lautet:

MNicht-intensentionelle Studie” ist eine systematische Untersuchung zugelassener

Arzneispezialitidten an Patienten, sofern
1. die Arzneispezialitét ausschliellich unter den in der Zulassung genannten Bedingungern
verwendet wird,
2. die nichit-interventionelle Studie keine zusétzlichen diagnostischen oder therapsutischen
MaBnahmen notwendig macht und keine zusétzlichen Belastungen des Patienten mit sich
bringt,
3. und die Anwendung einer bestimmten Behandiungsstrategie richt im Voraus in einem
Priifplan festgelegt wird, sie der medizinischen Praxis entspricht und die Entscheidung zur
Verordnung der Arzneispezialitét kiar von der Entscheidung getrennt ist, einen Patienten in die
Studie einz ubeziehen.

Zur Analyse der gesammelten Daten werden epidemiologische Methoden angewencdlet.
Nichtinterventionelle Studien sind entsprechend dem Stand der Wissenschaften zu planen und
durchzufiifiren.

¢ Daes bei der Datenanalyse in iCARDEA nicht um die systematische Erforschung von
Arzneimitteln, sondern primér um die Erforschung der medizinischen Daten
(vornehmlich Diagnosen, soziodemografische Daten, verwendete ICD) von anonymen

Datum: 05.10.2011 AP: Name Seite 1/3
Bearbeiter: OFFIS, cLuepkes
2011-10-05-Datenschutz- Osterreich.doe Thema: Druck: 05.10.2011

Figure 8 OFFIS researchon Austrian privacy law - page 1
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Projekt iCARDEA OFFIS

bzw. pseudonymen Patienten (in Osterreich ,nur indirekt personenbezogen® genannt) aus
dem Bereich der Kardiologie geht, kann es sich nicht um eine NIS nach Definition
AMG handeln.

¢ Es kann sich aus demselben Grund auch nicht um eine klinische Pritfung handeln, da
nach deren Definition es auch auf eine Untersuchung von Arzneimitteln bzw.
Priifpraparaten abgestellt wird.

[ ]

Die Definition der kiinischen Prifung gemél § 2a Abs. 1 AMG lautet:
§ 2a. (1) ,Klinische Priifung” ist eine systematische Untersuchung eines Arzneimittels an einrem
Priifungsteilnehmer, die mit dem Ziel durchgefiihrt wird,
1. Wirkungen von Priifpréparaten zu erforschen oder nachz uweisen,
2. Nebemwirkungen von Priifpréparaten festzustellen, oder
3. die Resorption, die Verteilung, den Stoffwechsel und die Ausscheidung von Priifprdparaten
zu untersuchen.

Rechtsvorschrift fiir Datenschutzgesetz 2000, Fassung vom 03.11.2010

¢ Sofern keine spezialgesetzlichen Regelungen greifen, diirfte fiir den Fall der
Auswertung anonymisierter bzw pseudonymisierter Patientdaten aus dem Bereich der
Medizin das allgemeine sterreichsche Datenschutzgesetz gelten.

¢ Riumlicher Anwendungsbereich § 3. (1) wird in iICARDEA erfiillt, da der
Aufiraggeber und Dateniibermittelnde (SALK@Osterreich) und der Dienstleister bzw
verarbeitende (OFFIS@Deutschland) Mitglieder der EU sind. Allerdings gilt dies nur
fiir den Fall, dass es sich um ,,personenbezogene Daten *“ handelt. Die dsterreichische
Definition §4 Abs 1. nennt fiir die im iCARDEA Projekt angestrebten anonymisierten
Daten ,,nur indirekt personenbezogen® so dass der Dienstleister oder
Ubermittiungsempfénger (OFFIS) [ ... ] die Identit&t des Betroffenen mit rechtlich zuldssigen
Mitteln nicht bestimmen kann.

e Daim Projekt mur generelle Patientendaten ohne identifizierende Merkmale verwendet
werden sollen, handelt es sich m.E. nach um ,,nur indirekt personenbezogene Daten®.

e Daraus ergibt sich zur Verarbeitung eine Erlaubnis entweder nach §9 Abs. 2 (fiir
indirekt personenbezogene Daten) oder Abs 10 und evtl. Abs. 12 (fir
personenbezogene Daten unter der Voraussetzung dass OFFIS eine
Geheimhaltungsverpflichtung unterschreibt)

o Schutzwlirdige Geheimhalungsinteressen werden bei der Verwendung sensibler
Daten ausschlieBlich dann nicht verletzt, wenn

o 2. die Daten in nur indirekt personenbezogener Form verwendet werden oder

o 10 {...] fiir wissenschaftliche Forschung oder Statistik geméaB § 46, {...] verwendet
werdern oder

o 12 die Daten zum Zweck der Gesundheitsvorsorge, der medizinischen Diagnostik,
der Gesundheitsversorgung oder -behandlung oder fiir die Verwakung von
Gesundheitsdiensten erforderiich ist, und die Verwendung dieser Daten durch
drztliches Personal oder sonstige Personen erfolgt, die einer entsprechenden
Geheimhaltungspflicht unferiiegen,

e Vorteil bei der Ubermittlung von ,.nur indirekt personenbezogen Daten® ist nach
$17. Abs 1 in Verbindung mit Abs. 2, dass keine Meldung an ein Register
vorgenommen werden muss:

o §17. (1) Jeder Auftraggeber hat, sowelt in den Abs. 2 und 3 nicht anderes bestimmt
ist, vor Aufnahme einer Datenanwendung eine Meldung an die
Datenschutz kommission mit dem in § 19 festgelegten Inhalt zum Zweck der
Registrierung im Datenverarbeitungsregister zu erstatten.
o (2) Nicht meldepfiichtig sind Datenamvendungen, die
= 3. nur indirekt personenbszogene Daten enthalten

Datum: 05.10.2011 AP: Name Seite 2/3
Bearbeiter: OFFIS, cLuepkes
2011-10-05-Datenschutz- Osterreich.doe Thema: Druck: 05.10.2011

Figure 9 OFFIS researchon Austrian privacy law - page 2
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Projekt iCARDEA OFFIS

¢  Weiterer Vorteil von nur indirekt personenbezogen Daten® “ ist nach §46. Abs. 1,
Punkt 3, das wir keine spezialgesetzliche Erlaubnis, Einwilligung der Patienten oder
der Datenschutzkommission erfordert:

o §46. (1) Fiir Zwecke wissenschaftlicher oder statistischer Untersuchungen, die keine
personenbezogenen Ergebnisse zum Ziel haben, darf der Auftraggeber der
Unftersuchung alle Daten verwenden, die

o 3. fiirihn nur indirekt personenbezogen sind.

e Ansonste kénnte auch der Punkt 2 bei Personenbezogenen Daten greifen, allerdings

misste OFFIS damn vermutlich wieder als Dienstleister auftreten:

o 2. erfiir andere Untersuchungen oder auch andere Zwecke zuldssigerweise ermittelt
hat

Ergebnis

Um keine Antrage oder Genehmigungen einholen zu miissen, sollten m. E. nach in iCARDEA
fiir die Datenanalyse, die aullerhalb von SALK geschieht, ausschlieBlich #uws indireks
personenbezogene Daten verwendet werden.

Um auf der ganz sicheren Seite zu sein, kénnte Ich bzw. OFFIS noch eine explizite
Geheimhaltungserkliarung unterschreiben, auch wenn der iCARDE A Konsortialvertrag bereits
eine Geheimhaltungserklérung in Artikel 10 enthélt. Da diese aber nach meinem Verstindnis
auf nur 5 Jahre ausgelegt ist (Artikel 10, §2), wire diese Geheimhaltungserklamng fiir
personenbezogene Daten zu gering. Zudem wird dort die Geheimhaltung gegentiber der EU-
Kommission in Artikel 10 §8 aufgehoben. Aus diesem Grund miissten vermutlich alle
Partner, die bei der Installation des Prototypensystems in SALK beteiligt sind, eine
entsprechende zusitzliche Geheimhaltungserklarung unterschreiben.

Durch die separate Geheimhaltungserklarung wire OFFIS dann im Zweifelsfall Dienstleister
firr die SALK und damit wiren die Daten immer im Einflussbereich der SALK geblieben.

Datum: 05.10.2011 AP: Name Seite 3/3
Bearbeiter: OFFIS, cLuepkes
2011-10-05-Datenschutz- Osterreich.doe Thema: Druck: 05.10.2011
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iCARDEA Deliverable D7.31 Security and Privacy of Context Awareness and Clinically Usgful
Information Derivation



ICT-248240 iCARDEA 14/10/2011

For iCARDEA the result of this procesgasthat OFFISI Germany and SALKAustria had
to create a additionalcontract, defining the rights and obligations for usihg historical
medical data from SALK.

3.2.3 Agreement between OFFIS and SALK

The following agreement was established between OFFIS and SALK. The structure is as
follows and can be used as template for further agreements between German speaking parties.
OFFISamd its employees are call ed fiDosetreferrelnal y s
asfiHo s p i. Tha preparation of the contract could be done, because OFFIS and also SALK

had legal departments and trained employees, roughly knowing the other simisystam.

Otherwise law firms specialized in both law systems have toviodved.

Main points of the agreement can be summarized as follows:

e The introductionconsisting of he purpose of data analysis and why we want to do
data analysisSeeFigure11

e A list of the data to be anal ysed, call e
contract. If data items are added, a new contract has to be &geeedyurell

e The agreement thahé hospital provids preanonymized data to the data analysis
provider SeeFigurel2

e Point 1: All Data Analysts has to sign a NDA or following saciu all data has to be
treated highly confidential and privateeeFigure1?2

e Point 2 DataAnalysts will use the left data only for ICARDEA and the stated purpose.
Every other usage is prohibitefeeFigure12

e Point 3: DataAnalysts are allowed to share analysis results of the left data with
partners biICARDEA and EU Commission, since security and privacy is ensured.
Before doing so, the hospital has two weeks to disagree on the publishing, but only
with solid reasonSeeFigure12

e Point 4: If results should be publish&xdthe public, the regulations of the Consortium
Agreement are validln addition to the NDA part of the Consortium Agreement,
OFFI'S ensures that the published results
individuals.SeeFigurel2

e Point 5: DataAnalystsdeclare to have signed a NDA or following such. All data
Analysts declare, that the NDA is also valid after they leave the Aatlystsfirm.
SeeFigurel2

e Point 6: DataAnalystsdeclare to follow the smirity and privacy requirenmés of the
Austrian privacy law, provided at the appendik the ageement This includes
especially the technical and organisatiosaicurity arrangements. The level of
arrangements is related to the kind of dS&eeFigure12

e Point 7: Data Analsts declare to destroy or give back all left data to the hospital after
ICARDEA is finished SeeFigure12

e Point 8: All partners declare only to be indictable, if they act grosslygesgl See
Figurel2

e Point 9: The law systerfor the contracis Austrian law,and the Court located at
Salzburg, home of SALKSeeFigurel2

e Point 10: Changes to thagreementcan only be done by an atidhal written
contract SeeFigurel3

e Point 11: I f one paragraph i s.Baefigureld! i d, t

e Appendix: Part of the Austrian privacy law as content of the conBaetigurel4
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Vereinbarung iiber Datenschutz und Datensicherheit

Vereinbarung betreffend der Uberlassung von Daten zum Zweck der Analyse im Rahmen des
Forschungsprojektes iCARDEA

zwischen

Gemeinniitzige Salzburger Landeskliniken Betriebsgesellschaft mbH

Mullner Hauptstralle 48, 5020 Salzburg, Osterreich
(in folgenden: SALK)

und

OFFIS e.V.

Escherweg 2, 26121 Oldenburg, Deutschland
(in folgenden: OFFIS)

Die Vertragsparteien nehmen beide an dem von der Europdischen Union geférderten
Forschungsprojekt ,An Infelligent Platform for Personalized Remote Monitoring of the Cardiac
Patients with Electronic Implant Devices" (hachfolgend mit dem Kurztitel ,iCARDEA" bezeichnet) teil.
Im Rahmen des Workpackages 7, Task 7.2 und 7.3 des ,Annex 1 Description on Work", Stand 11.
Dezember 2009, dieses Forschungsprojektes sollen statistisch valide Aussagen in historischen ICD-
Patientendaten identifiziert werden, welche die friihzeitige Erkennung und Abschatzung von
Risikofaktoren bei aktuell behandelten ICD-Patienten durch die Arzte unterstiitzen sollen. Zu diesem
Zweck ist die Auswertung/Analyse folgender Daten von Patienten der letzten fiinf Jahre (nachfolgend
JUBERLASSENE DATEN"“ genannt) durch OFFIS erforderlich, welche in der SALK ein ICD-Implantat
erhalten haben:

ICD10-Diagnosen:
o die Aufnahmediagnosen der Patienten unterteilt nach Haupt- und Nebendiagnose
o die Verlegungsdiagnosen zwischen die Fachabteilungen unterteilt nach Haupt- und
Nebendiagnose
o die Entlassungsdiagnose der Patienten unterteilt nach Haupt- und Nebendiagnose
- Medikamente:
o die Wirkstoffe der Medikamente bei der Entlassung
o die Wirkstoffe der Medikamente die bei einem Follow Up Visit festgestellt wurden
- Angaben Uber den Patienten:
o Geburtsjahr
o Geschlecht
- technische Daten des Implantats:
o implantiertes Gerit (Hersteller und Type)
o implantierte Elektroden (Links, Rechts und Vorhof) und Art der Elektroden falls
anwendbar (Aktiv oder passiv)
- aufgetretene Komplikationen:
o durch Arzte festgestellte und dokumentierte Komplikationen wie Arrhythmien,
Kammerflimmern, etc.
- Zeitbezug:
o alle Daten sollen mit einem Zeitstempel (Monat und Jahr) sowie der chronologischen
Reihenfolge versehen werden

Vereinbarung iiber Datenschutz und Datensicherheit - iCARDEA Seite | von 4
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SALK wird OFFIS die UBERLASSENEN DATEN in anonymer Form zur Verfigung stellen. Es sind
aus diesen keine Riickschliisse auf Patienten moglich. Fiir diese Datenuberlassung wird Folgendes
vereinbart:

1. Samtliche UBERLASSENE DATEN, die OFFIS erhilt, sind von OFFIS streng vertraulich zu
behandeln und geheim zu halten. Bereichsvorstinde und wissenschaftliche Leiter des OFFIS
gelten im Sinne dieses Vertrages als Mitarbeiter des OFFIS, sofern diese zur Geheimhaltung
verpflichtet sind.

2. OFFIS wird die UBERLASSENEN DATEN ausschlieBlich im Rahmen des Forschungsprojekts
iCARDEA und nur zu dem oben genannten Zweck verwenden. Jede andere Nutzung ist
untersagt.

3. OFFIS ist berechtigt, auf den UBERLASSENEN DATEN beruhende Analysen und Ergebnisse
den Partnern in dem Projekt iICARDEA sowie der Kommission der Europaischen Union
mitzuteilen, sofern sichergestellt ist, dass samtliche darin zu findenden UBERLASSENEN
DATEN hinreichend anonymisiert sind. Diese Analysen und Ergebnisse sind jedoch vor
\Weitergabe an andere Projektpartner bzw. an die Kommission der Europaischen Union der
SALK vorzulegen, welche innerhalb von zwei Woche Einspruch gegen die Weitergabe erheben
kann. Der Einspruch ist zu begriinden und ein der Weitergabe entgegenstehendes berechtigtes
Interesse der SALK ist darzulegen. Sofern Einspruch erhoben wurde, werden sich die Parteien
gemeinsam bemiihen, die Griinde der Einspruchseinlegung zligig zu beseitigen. Der Einspruch
darf nicht aus unbilligen Griinden Aufrecht erhalten werden.

4. Beabsichtigt OFFIS die auf den UBERLASSENEN DATEN beruhenden Analysen und
Ergebnisse zu publizieren, finden die Regelungen des Consortium Agreements des Projektes
iCARDEA entsprechende Anwendung. OFFIS stellt sicher, dass samtliche in den Publikationen
zu findenden UBERLASSENEN DATEN hinreichend anonymisiert sind.

5. OFFIS erklart, dass alle mit der Datenverarbeitung beschaftigten Personen bei der Aufnahme
ihrer Tatigkeit zur VWahrung des Datengeheimnisses verpflichtet werden. lhnen ist es untersagt,
personenbezogene Daten unbefugt zu erheben, zu verarbeiten oder zu nutzen. Insbesondere
bleibt die Verschwiegenheitspflicht der mit der Datenverarbeitung beauftragten Personen auch
nach Beendigung ihrer Tatigkeit fur OFFIS aufrecht.

6. OFFIS erklart, dass alle erforderlichen technischen und organisatorischen
SicherheitsmalBnahmen ergriffen wurden, um die in der Anlage genannten Anforderungen zu
effilllen. Erforderlich sind MaBnahmen nur, wenn ihr Aufwand in einem angemessenen
Verhiltnis zu dem angestrebten Schutzzweck steht.

7. OFFIS ist verpflichtet, nach Beendigung der Datenanalyse im Rahmen des Projektes iCARDEA
alle Unterlagen, die UBERLASSENE DATEN enthalten, SALK zu ibergeben bzw. zu
vernichten. OFFIS wird der SALK auf Aufforderung hin binnen einer Woche schriftlich
bestétigen, dass dieser Verpflichtung nachgekommen wurde.

8. Die Vertragspartner haften untereinander nur fiir nachweislich durch vorsatzlich oder
grobfahrlassig verursachte Schaden oder Interessenverletzungen, als Folge der Missachtung
des Inhalts dieser Vereinbarung.

9. Auf diese Vereinbarung ist sterreichisches Recht anwendbar. Fir alle Streitigkeiten aus oder in

Zusammenhang mit dieser Vereinbarung wird die ausschlieBliche Zustandigkeit des fir
Salzburg-Stadt sachlich zusténdigen Gerichts vereinbart.

Vereinbarung iiber Datenschutz und Datensicherheit - iCARDEA Seite 2 von 4
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10. Anderungen und Erginzungen dieser Vereinbarung bediirfen zu ihrer Wirksamkeit der
Schriftform, dies gilt auch fiir das Abgehen vom Schriftformerfordernis.

11. Die Unwirksamkeit einer Bestimmung dieses Vertrages hat nicht die Unwirksamkeit des
gesamten Vertrages zur Folge. Sollte eine der vorstehenden Bestimmungen unwirksam sein
oder unwirksam werden, verpflichten sich die Vertragspartner, sie durch eine dem Sinne der
unwirksamen Bestimmung ahnliche zu ersetzen.

Salzburg, Oldenburg,

Fir die Gemeinnitzige Salzburger Fir OFFIS e V.
Landeskliniken Betriebsgesellschaft mbH

Geschaftsfiihrer Burkhard van der Vorst Prof. Dr. W. Nebel
(Vorstandsvorsitzender)

Prof. Dr. Dr. h.c. H.-Jiirgen Appelrath
(2. stv. Vorsitzender)

Vereinbarung iiber Datenschutz und Datensicherheit - iCARDEA Seite 3 von 4
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Anlage zu Ziffer 6

Werden personenbezogene Daten automatisiert verarbeitet oder genutzt, ist die innerbehordliche oder
innerbetriebliche Organisation so zu gestalten, dass sie den besonderen Anforderungen des
Datenschutzes gerecht wird. Dabei sind insbesondere MaBnahmen zu treffen, die je nach der Art der
zu schiitzenden personenbezogenen Daten oder Datenkategorien geeignet sind,

1. Unbefugten den Zutritt zu Datenverarbeitungsanlagen, mit denen personenbezogene Daten
verarbeitet oder genutzt werden, zu verwehren (Zutrittskontrolle),

2. zu verhindern, dass Datenverarbeitungssysteme von Unbefugten genutzt werden konnen
(Zugangskontrolle),

3. zu gewihrleisten, dass die zur Benutzung cines Datenverarbeitungssystems Berechtigten

ausschlieBlich auf die ihrer Zugriffsberechtigung unterliegenden Daten zugreifen kénnen, und
dass personenbezogene Daten bei der Verarbeitung, Nutzung und nach der Speicherung nicht
unbefugt gelesen, kopiert, verdndert oder entfernt werden kdnnen (Zugriffskontrolle),

4. zu gewihrleisten, dass personenbezogene Daten bei der elektronischen Ubertragung oder
wihrend ihres Transports oder ihrer Speicherung auf Datentriger nicht unbefugt gelesen,
kopiert, verandert oder entfernt werden konnen, und dass Giberpriift und festgestellt werden
kann, an welche Stellen eine Ubermittlung personenbezogener Daten durch Einrichtungen zur
Datentibertragung vorgesehen ist (Weitergabekontrolle),

3. zu gewihrleisten, dass nachtraglich tberpriift und festgestellt werden kann, ob und von wem
personenbezogene Daten in Datenverarbeitungssysteme eingegeben, verandert oder entfernt
worden sind (Eingabekontrolle),

6. zu gewihrleisten, dass personenbezogene Daten, die im Aufirag verarbeitet werden, nur
entsprechend den  Weisungen des  Auftraggebers verarbeitet werden kdnnen
(Aufiragskontrolle),

7. zu gewihrleisten, dass personenbezogene Daten gegen zufillige Zerstérung oder Verlust
geschiitzt sind (Verfiigbarkeitskontrolle),

8. zu gewihrleisten, dass zu unterschiedlichen Zwecken erhobene Daten getrennt verarbeitet

werden koénnen.

Eine MaBnahme nach Satz 2 Nummer 2 bis 4 ist insbesondere die Verwendung von dem Stand der
Technik entsprechenden Verschliisselungsverfahren
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3.2.4 Data Secrecy Obligation for employees

As stated in the previous subsec on, t he NDA of the contwortiun
ensure protection for the patient data. Tfaeall members involvedt the data analysis had
to signa special form on data secrecy. Attachrethe Figure15till Figurel7y o u 6 | | find

form in its English version. Every employee with access to the OFFIS network had to sign
such a form. Additional forms had to be signed to agree not to use / download potential
dangerous software from tiv@ernet or installing private hardware. All this is done to protect
the OFFIS network to be infected by spyware or allowing other externals to obtain access
data stored at OFFIS.

The OFFIS Form consist of following main topics

e Statement oefd tPhaer tiy@b Itiogalte i nf or med abo
and to follow them. That the obligations are also valid after the termination of
duties and / or contractual relationships. And that any violations can result in
disciplinary or legal punishment actioi&eeFigurel5

e The secondpage consist®f the Data Protection BulletinThese are technical
restriction like only using trusted data carriers and prohibit of using private DP
devices at any company environment. This ensures afetysof the company
network from intruders. Sdégure 16.

e The last paragraph of the second and the third page consists of three paragraphs of
the BDSG, stating the legal obligations of persons involved in data processing and
thelegal consequences like two years of prison or a fineFigeee 16 andFigure
17
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Data Secrecy Obligation
(§ 5 BDSG/Federal Data Protection Act)

)

(Last Name)

(First Name)

(Address)

Department

- hereafter referred to as “Obligated Party” -

hereby declare to the OFFIS e.V., represented by its managing committee, Escherweg
2, 26121 Oldenburg, Germany, that | have been informed today about the relevant and
applicable rules and regulations of the Federal Data Protection Act , the data security
and secrecy requirements resulting from and due to this Act, and the data protection
required to perform my duties, and that | have been bound to comply and agree to act
in accordance with the Federal Data Protection Act (§ 5 BDSG) and all associated data
secrecy requirements. The enclosed data protection bulletin was provided to me for
further information.

| was especially informed about the fact that | am prohibited to process or utilize
protected personal data for any other purpose than the statutory purpose and in
association with my duties.

This obligation shall remain in effect even after the termination of my duties and/or
contractual relationship.

| am aware of the fact that violations of the data security and protection rules and
regulations may result in disciplinary action and are punishable to the full extent of the
law. Violations may also be cause for an extraordinary notice of dismissal.

Any such dismissal does not release me from my confidentiality and assignment
agreement.

Oldenburg, the

Obligated Party

Last Rev.: 23.08.2006

Figure 15 OFFIS Data Secrecy Obligation for Employee$ Page 1i Unlimited legal force
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Data Secrecy Olbligation. Bulletin Page 2 of 3

Data Protection Bulletin

Dear Ms./Mr.

You are surely concerned about your personal data and information about your personal
situation being protected from prying eyes and unauthorized access. The Federal Data
Protection Act does just that.

However, you are also obligated to treat personal data of others in accordance with the
applicable data protection rules and regulations when working for OFFIS.

You are responsible for ensuring that the personal data with which you have been entrusted
are only processed (saved, revised, modified, transmitted, blocked, deleted) or utilized within
the scope of your duties. Any misuse and any unauthorized dissemination of these data are
prohibited and punishable by law.

You are especially and personally responsible for ensuring that

o the data and data carriers with which you have been entrusted are kept under lock and
key when not being used directly,

o your DP devices, your applications, and your password are protected from
unauthorized access,

o any superfluous data carriers containing personal data are destroyed in accordance
with the Federal Data Protection Act to ensure access to and further utilization of the
data is no longer possible.

You are also prohibited from using company-owned DP devices for personal activities or
bringing private computers, software, and data carriers into the company since this would
render an effective data protection control impossible.

You are bound to comply with the Federal Data Protection Act (§ 5 BDSG) even after your
activities or duties have been terminated.

Please contact your supervisor or — in special cases — our data protection representative if you
have any additional questions pertaining to the Federal Data Protection Act or data security
and protection in general.

OFFIS e.V
The Managing Committee

§ 5 BDSG/Federal Data Protection Act — Data Secrecy

Persons involved in data processing are prohibited from the unauthorized collection,
processing, or utilization of personal data (data secrecy). These persons are, insofar as
employed by non-public organizations, obligated to comply with data secrecy and data
protection rules and regulations upon commencement of their duties and assigned activities.
The data secrecy and data protection obligation shall remain in effect even after the
termination of their duties and/or contractual relationships.

Last Rev.: 23.08.2006

Figure 16 Data Secrecy Obligation for Employee$ Page2i Employee Obligations and
Responsibility
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Data Secrecy Olbligation, Bulletin Page 3 of 3

§ 43 Section 2 BDSG/Federal Data Protection Act — Penalties and Fines

In violation are those persons who, deliberately or by negligence,

1. make personal data unavailable to the general public available to unauthorized parties

or collect or process such data without being authorized to do so,

2. make personal data unavailable to the general public available to unauthorized parties

through automated processes without being authorized to do so,

3. obtain, procure, or download personal data unavailable to the general public or obtain
or provide access to others through automated processes or to non-automated data
without being authorized to do so,
fraudulently transfer personal data unavailable to the general public,
act in violation of § 16 Section 4 Clause 1, § 28 Section 5 Clause 1, also in conjunction
with § 29 Section 4, § 39 Section 1 Clause 1 or § 40 Section 1, utilize the transferred
data for other purposes by distributing or disseminating them to third parties or
6. act in violation of § 30 Section 1 Clause 2 by combining the characteristics and

properties described in § 40 Section 1 Clause 2 with the individual data or information.

oA~

§ 44 BDSG/Federal Data Protection Act — Penal Provisions

(1) As defined by § 43 Section 2, a person engaging in a deliberate act for money or with
the intention to enrich themselves or another person or to commit fraud against another
person is punishable by law with a prison term of up to two years or a fine.

(2) The offence is only prosecuted if a complaint is filed. The person affected, the
responsible agency or organization, the Federal Commissioner for Data Protection, and
the regulating authority are entitled to file a complaint.

Figure 17 Data Secrecy Obligation for Employee$ Page3i Part of BDSG Penalties and Fines

3.2.5 Summary for building a separate knowledge base of SALK cases

For ICARDEA an agreemeritetween OFFIS and SALMas obtained, allowingOFFIS to
analyze historical medical cases which had to be provided by SALK in-anprg/mized

form. Since the data origins from a sensitigevironment and could contain sensitive
information, very strict legal regulationgere agreedo ensure the safety and privacy of the
patients. The contract of OFFIS with SALK can be used as a template for further data
analysis project, where medical datzould be analyzed, between an Austrian data provider
and a Germardata analysis provider. The contract aeot be used for other domains or
countries, as law is always country specific and legal regulations has to be checked for each
individual process.

3.3 GENERAL LEGAL REMARKS ON BUILDING A SEPERATE
KNOWLEDGEBASE BASED ON HISTORICAL CASES

Since building asseparatknowledgebase of historical casesthe best way to produce valid
and trustful patterns, in this section general remarks are given on tlesgurdobtaining the
data is presented.

3.3.1 The process and its-requirements for establishing iICARDEA Data
Analysis and Correlation Tool at a hospital

To establish the process of data analysis at a hospital, following steps have to be performed:
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e First of al, the electronic available data has to be examined: What are the used
codings, classifications, medications by agent or brand, patient birth data time format,
coding of sex, time annotation.

e For using validated Patterns obtained from external Healthcaoe/lédge bases like
Physionet, the existing Patterns has to be adopted to the used codings, classification
and also has to be revalidated on the Hospital patients.

e Therefore, the old anonymized cases of a hospital have to be integrated into a separate
ICARDEA dedicated healthcare knowledge base. This triggers the requirements of
checking the legal regulations of the clinic and country, the circumstances of
documentation and especially the harmonization and standardization of data. This also
requires providig country or hospital special mapping of data that changed the
meaning over time. Also the mapping of medication names to agents is country and
hospital specific.

e It should be also discussed with the physicians of the hospital, if they want special
analyss of their patients. If so, the ICARDEA dedicated healthcare knowledge base
should be possibly enhanced with respect to their needs. Also the pattern generation
process has to be adapted to the special characteristics sépheateknowledge
base.

e Then the analysis infrastructure to import the data into the knowledgebase, the
construction of analysis metadata and adjustment of parameters has to be done
according to the data to be used.

After adapting and / or finding new patterns it has to be ensuaethth data of the patterns is
availableto the medical professional, so that related care plans can be defined and executed
via the Adaptive Care Planner Engine for generation of automatic suggestions.

When defining the dataset to be analyzed, it shaléys be the minimal data set to obtain
the wanted results. This requirementdataor i gi n
reduction and data economy rule.

3.3.2 Legal and security requirements to consider and clarify with the
hospital

Due t o tve85/46/B0 of teecEtropean Parliament and of the Council of 24 October

1995 on the protection of individuals with regard to the processing of personal data and on
the free movement of such datao all Europea
prohibiting the access or processing of personal data concerning health [Article 8, Paragraph

1] National laws should only allow this data to be processed if one of the exceptional
permission | aws of Articl e 8 ar eiredvfaerlthe d . Th
purposes of preventive medicine, medical diagnosis, the provision of care or treatment or the
management of healtare services, and where those data are processed by a health
professional subject under national law or rules establishedtimnalacompetent bodies to

the obligation of professional secrecy or by another person also subject to an equivalent
obligation of secrecy.o[Article 8, Paragrapl
be available at national law of every Europeauntry, there has to be research on the local
privacy laws and which special regulations for usage of patient data are available. An
overview of the national | aws with respect
But there could be additiohapecial national laws involved like the Arzneitmittelgesetz

(AMG) at Austria or the Medizinproduktegesetz (MPG) at Germany.

There are different levels of legal requirements for the data analysis task. For building the
ICARDEA dedicated medical knowledgease, only nearly anonymized patient data is
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required. This means that only the year of
needed for data analysis to create new patterns. This should make it easier to obtain a legal
agreement with the hospitgince anonymized data shall according to the European Directive
[Article 1, Paragraph 26] not be covered by the data protection. But since the data is property
of the patients and the hospitdlhas to beensure that patient data does not spreadaleg
agreements are done to ensure, that the anonymization is suitable for the national law, and
that the data analysis specialists, who works with the data, and their used systems are
providing sufficient nordisclosure agreements and security standardsselban also have
restrictions if the knowledge base can leave the hospital or if the data analysis has to be done
locally at the hospital itself. Also it has to be clarified with national laws, if the
anonymization as stated at the previous paragraphufiicient or which additional
precautions have to be done.

For the system showing the generated patterns to the physicians based on the patient data
there should normally be no legal privacy restrictions, since the hospital employees using the
patient paa met er moni tor have to be authorized to
necessary to mention that suggestion systems at medical systems have to be discussed with
respect to national laws and ethics. Since iCARDEA is a prototype and not alrpeaiilcect

this should be no problem.

Since the data of patients, even if mainly anonymized, and also the derived patterns are
normally not covered anymore form national data protection laws, they should not be
available to persons without the needed leggidical or contractual obligations. Therefore all
access to the electronic available data has to be secured via passwords, encryptions and
access restrictions. If patterns or single patient data is decided to be privacy safe by an
authorized person, treecurity can be voided and patterns published.

3.3.2.1 Requirements of anonymization for medical patient data

For the data analysis only anonymized patient data is requiuvedio the fact thatot the

EHRs of the individuals but the EHRs of bulk of patientsl &meir inherent trends are
important. Since the legal requirements of anonymization depend on national laws and
established law practice, no ready to use anonymizatipportcan be provided. Normally

the definition of anonymization consists of the pérdt under no circumstances an individual
person can be linked to anonymized data sets. Since this is very strict, some national laws
limit the restriction by saying that individuals can only be identified if restricted data is used.
For example: there imn anonymized patient dataset with the content of three special
diagnoses, the birth year and the treating hospital. A member of the hospital could use his
access to the patient database to reidentify the patient using the special diagnosis and birth
year But he can only do so, because he has access to the patient data. To avoid this problem
at ICARDEA the anonymization is done at two steps: For building the proprietary medical
knowledge base, only the year of birth and the gender are stored as patieMettcal data

like diagnosis, medications, implants, month and year of treatments are stored separately.
This data is anonymized to anyone outside the hospital, since there is no access to the
hospital Ssystems. Then t hyenterestet m pattesns, tha idday z e d .
of k-anonymity is used. This means that there should always be a groygefdas with the

same dataset that cannot be distinguished . For public presentation these should be at least a k
of five. But this has to be deled for every case by the owner of the patient data, which is the
hospital, the datgatheredrom.
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3.4 CONCLUSION

Analyzing medical data is always a threat to security and privacy of patients and their data.
The legal regulations at Germany, Austria and UB@ always very strict for data analysis
involving individual patient data. But since for data analysisthe EHRs of the individuals

but the EHRs of bulk of patients and their inherent trends are impaataortymized data can

be used. This lowers tHegal requirements considerably. But since the data can still hold
personal information that could lead to individuals, all safety and security standards for
individual data should be considered. This requires NDA of every person involved in the data
analysis and also strongly restricting the access to the data, the knowledge base and also the
infrastructure.

4 Design & Implementation Of Security requirements

The current design othe iICARDEA Patient Parameter Monitor and Data Analysis
Correlation Tool to esure security and privacy issues is based on the concept of single sign
on for the healthcare actors in using the end user tools. For the generation of patterns, as
different tools are used, different logins are used to ensure only eligible persons&ss ac

the separate medical knowledge base.

4.1 PPM AND DACT END USER SINGLE SIGN ON

PPM and DACT uses single sign on provided by iCARDBEAtformand Consent editor to
ensure, that only people with sufficiemights can access datalhe idea of consent
managerant was briefly provided at sectidhand can be found in detail in deliverable
D5.4.171 Patient Consent Management and Security. Since PPM and DACT access the
patient data via the Care Management Database System, the &eBtidmntegrationto

Care Management Database Systenhighly relevant. There is stressed, thatthes Care
Management Database System holds all the medical information about the patients, it can be
regarded as the most critical part of the ICARDEA aystto be securedlhe consent
management facility therefore enables the authorization of the requesting parties, such as the
healthcare actors using the Careplan Engine or Patient Parameter Monitoring module. The
main idea to integrate the consent managemeechanism to Care Management Database
system is that before delivering the requested content to the requestor party, the request
should be authorized according to the consent of the patient in question.
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Figure 18 Single SignOn infrastructure

At Figurel8the current state of the Single Sign on Infrastructure is shown. Since the detailed
work in Deliverable 6.5.1 is still in progress, this section will be updated accordingly when
the deliverable anthe implementation is finished.
The process from the point of view of a PPM / DACT user is as follows.
1. An authorized Medical Professional logs in to tBARDEA Medical Professinal
Portal through its OpenlBnd clicktheP P M6 s | i nk
2. PPM/ DACT will query the Care Plan DB to retrieve the role of this user
3. When the user selects a patient (through a Protocol ID), and the EHR/PHR Sections
s/he wants to view, the PPMDACT will direct the query to the Care Plan DB, where
the role of the user, the Protocoll® the patient and the EHR/PHR Sections s/he
want to access are specified
4. Care Plan DB will consult to Consent Manager (who acts as the Policy Decision
Point), to be able to selectively return
consent.
5. PPM/ DACT will log the accesses as an audit record

4.2 DATABASES FOR MEDICAL KNOWLEDGE

The Databases for medical knowledgebases has also to be secured and secured against
unauthorizedacces. Even if its consists only of pre anonymized data, as described at section

3, it has to be secured against every data leakage, since this was agreed in the legal
obligations with the data givers of the existing medical database (MIMIC Il) and also the
clinics ownhistorical data sets.

Therefore, thedatabase will be used only via encrypted authentication channels from the
same machine, where the database is running. This means, only users logged in to the
ICARDEA server can directly access the database and every communication from outside,
even the SAK systems camot access the database. Additional, a strict logging is activated,
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controlling who accessed when from which port with what userID the database and especially
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did what operation on the databadéhis ensuresa total traceability of access tihe
databases. Since there also will be different databases, running on one single database
management system, user access will be strictly limited to the different datehssdson a

login role system

OFFIS

SALK

Physionet
MMIMC I

Seperate |
Medical KB |

<-D|

(Anony

IP secured, Encrypted Password
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Figure 19 Overview about the Security Concept for Medical Knowledge Databases

For the raw data of the medical datasets (MIMIC Il and SALK historical cases) secure

exchange is also important. Therefore all the data are either stored in strongliytezhcry
containers, using an on the fly encryption software application True&ogtainer with
Advanced Encryption Standatd secure the data against amauthorizedaccessAlso the
usage of encryption functions for Microsoft documents and encryptiolataf compression
and archive formats (ZIP) were used for data exchangeneranally unsecure -@nalil
feinncr ypti on

communi

cat i-@mc u nTehni tso

information about the datasets.
Since the patterns should be prodliceutside the SALKenvironmentat OFFIS the

individual, anonymized patient data is not available to anyone else then the data analysts,
who has the legal rights to process the data.

wa s used

The environment at OFFIS itself is protected in two areas: First tifeaktis no access from
the outsiddgo the internal infrastructure of OFFE®d all communication from the inside to

the outside is controlled via firewalls. This already eliminates the possibility of external

access to the data. Also on the inside of (e servetocating the strongly secured

TrueCrypt container are only available to limited persons, based on their login credentials and

f

IP-areas. This secures the raw data against internal attacks. Internal attacks would also violate

the OFFIS NDA for he credentials and will be punished. The second area is the computer
running the DataBaseManagementSystem (DBMS) with the two separate Knowledge bases

15 http://www.truecrypt.org/
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and the software for generating pattern. This computer is also secured via a firewall and
password protéed. The DBMS itself allows only access from limited defined IPs via
secured encrypted password authenticated access. Also the credentials for both medical
databases are different, to be configurable for the different legal allowance of access.

Before publishing any patternproduced at OFFIS at the SALK dates agreed in the legal
obligations, a manual review of the results has to be done by OFFIS as the data Aitetyst

this first review, the patterns are also presentefiAtbK as the owner of the da(see section

3.2.3. As stated beforéghe concept of fanonymitywaschosernto ensure the anoynmization

of the patternThis means that there should always be a grouppdrg&ons with the same
dataset that cannot lakstinguished.For public presentation these should be at least a k of
five. But this has to be decided for every case by the owner of the patient data, which is the
hospital, the data gathered frdor the separatenedical knowledge basS&ALK can make
remarkson the patterns which would lead to other definitions at the pattern generation
processFor patterns found in MIMIC Il the data analysts themselves has to make sure, that
the patterns are containing no individual information.

If the patterns are acceptetiey can be published to the iICARDEA consortium or be used
for publications.

All patterns will be also integrated into the DataAnalysisDB at the ICARDEA Enviroment at
SALK for the use of healthcare actors. There, after the single sign on describediam Se

4.1, the data at the patterns are compared to the patient data at the CaremanagementDB. Since
this process takes place at the secure environment of the ICARDEA Server at Salk (see
section2.2), no further DACT specific security requirement has to be takeRrighire19 the
distribution of the data and the used security mechanisms are shown.

5 CONCLUSION

With increasing opportunities of sharing medical informatiohag become more importantdecure

the data and ensure the privacy of the patient. Using the single simredranisms provided by
iCARDEA, with the concepts of different patient consents and lag@sy there are benefits for the
patients and iCARDEA &ss (See also the deliverables D5.411Pat i en't Consent Man a
SecurandtDg.b.1i Secur i ty an dntePpeiabilityt 9 y o fha patepts can be
assured that their data is protected against untruthful access since only healthcarevhictorwere
accredited by the treading hospital, can access their personal data. The healthcare actor benefits from
the single sigron due to the fact, thahey haveonly one access code for all ICARDEA components,
including the Patient Parameter MomismdEnd UserData Analysis and Correlation To&ince the

Patient Parameter Monitor and End User Data Analysis and Correlation Tool are used only inside the
treading hospitalat the iCARDEA platform on computers at the hospital secured internal data
network, there are no further needs of protecting the software components against internet attack.
Patient data leaving the hospital has to be protected against illegal access and disclosure. Therefore
multiple steps where defined to perfor@nly individualanonymized medical data leaves the hospital

as encrypted achieves. The institute preparing the medical knowledge base is using secured data bases
and also ensures that only people underlying non disclosure agreements with sufficient ethical training
can &cess the data. The patterns obtained by data analysis itself are controlled to reach a certain level
of k-anonymity. This means that at least k anonymous patients must have the same, undistinguishable
data for the pattern.

All these steps ensure that mb point, noranonymous patient data can be published or people
without sufficient rights can access the data.
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6 SALK forms

6.1.1 Form for remote access
The form allowsupdating and maintenance of iCARDEA campnts

2N
XSA LK

SALZBURGER LANDESKLINIKEN

SERVICEBEREICH INFORMATIK
UND MEDIZINTECHNIK

FERNWARTUNGS-
ZUGANG

Int.Vorw. — Vorwahl - Rufnummer 5-stelliger SALK-User

ooo

Name / IP-Adr.

Int.Vorw. — Vorwahl - Rufnummer 5-stelliger SALK-User

ooo

Name / IP-Adr.

Int.Vorw. — Vorwahl — Rufnummer 5-stelliger SALK-User

oogd

Name / IP-Adr.

Figure 20 - Form for remote access
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6.1.2 Form for a SALK user account

This form includes a nondisclosure agreemeni Per sonal dat enbl at't

LKH inkl. Verschwiegenheitserdt un g o

SALK — Gemeinnitzige Salzburger
Landeskliniken Betriebsgesellschaft mbH.
Servicebereich Personal

Miliner HauptstralRe 48

A-5020 Salzburg

14/10/2011

/X\SA LK

SALZBURGER LANDESKLINIKEN
SERVICEBEREICH
PERSONAL

Datenerhebungsblatt fir ....

(Zutreffendes bitte ankreuzen)
[] Ferialaushilfskrafte
[] Praktikant/innen
[] Volontér/innen

[] PMU-Student/innen

] Zur Berufsorientierung

] Sonstige Personen ohne
Dienstbeziehung

an den Gemeinnutzigen Salzburger Landeskliniken Betriebsgesellschaft mbH (SALK).

Wir bitten, den Vordruck vollstédndig, genau, gut leserlich und wahrheitsgetreu auszufiillen!

Wir verpflichten uns dieses Formular vertraulich zu behandeln.

Familienname(n)

Geborene/r

Vorname(n)

Akad. Grad.

Hauptwohnsitz (Strasse, PLZ, Ort)

Wohnsitz wahrend der Tatigkeit (Stralle, PLZ, Ort)

Geboren am

in (Ort/Land)

Staatsbirgerschaft

Telefonnummer privat

Sozialversicherungsnummer (eigene, nicht die der Eltern! Falls nicht bekannt,
Auskunft erteilt der zusténdige Sozialversicherungstrager!)

[J SALK

[ Fremdfirma (z.B. Securex, Siemens)
[ Schiller/in

[] Student/in

Derzeit beschaftigt bei/als (Zutreffendes bitte ankreuzen)

Dienststelle in den SALK Tatigkeit

Beschiftigungszeitraum

Von: Bis:
E— Vorstrafen

[ Ich erklare eidesstattlich, dass in meinem Strafregister keine Verurteilungen aufscheinen.

Figure 217 Form for a SALK user account (pagé)
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Figure 22-form for a SALK user account (page2
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